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Abstract

This sandard specifies the |PP Fax (IPPFAX) protocol. The IPPFAX requirements [15] are
derived from the requirements for Internet Fax [1].

In summary IPPFAX is used to provide a synchronous, reliable exchange of image Documents
between clients and servers. The primary use envisaged of this protocol isto provide a
synchronous image transmission service for the Internet. Contrast this with the Internet FAX
protocol specified in [2] and [3] that uses the SMTP mail protocol as a transport.

The IPPFAX protocol uses an extended version of 1PP/1.1 [4], [5] to create IPPEFAX Jobs and
REQUIRES that the IPPFAX Receiver support at least the Universal Haterehange | mage
Format (UIF) [14] document format._ The IPPFAX Receiver MAY also be configured to
accept ordinary 1PP Jobs concurrently with IPPEFAX Jobs.

This document is a draft of an IEEE-ISTO PWG Proposed Standard and isin full conformance with all
provisions of the PWG Process (see: ftp//ftp.pwg.org/pub/pwg/general/pwg-process.pdf). PWG
Proposed Standards are working documents of the IEEE-ISTO PWG and its working groups. The list
of current PWG projects and drafts can be obtained at http://www.pwg.org.

When approved as a PWG standard, this document will be available from:
ftp://ftp.pwg.org/pub/pwg/standards/pwg510x.y.pdf, .doc, .rtf
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in whole or in part, without restriction of any kind, provided that the above copyright notice, this
paragraph and the title of the Document as referenced below are included on all such copies and
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|[EEE-ISTO.
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does it represent that it has made any effort to identify any such rights.
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applications, or other proprietary rights which may cover technology that may be required to implement
the contents of this document. The IEEE-ISTO and its programs shall not be responsible for identifying
patents for which a license may be required by a document and/or IEEE-ISTO Industry Group Standard
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The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its designees)
is, and shall at all times, be the sole entity that may authorize the use of certification marks, trademarks,
or other specia designations to indicate compliance with these materials.

Use of this document is wholly voluntary. The existence of this document does not imply that there are
no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to its scope.
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1 Introduction

This standard specifies the |PP Fax (IPPFAX) protocol. The IPPFAX requirements [15] are derived
from the requirements for Internet Fax [1].

IPP Fax (IPPFAX) is primarily intended as a method of supporting a synchronous, secure, high quality
document distribution protocol over the Internet. It therefore discusses paper, pages, scanning and
printing, etc. There is however no requirement that the input documents comes from actual paper nor is
there arequirement that the output of the process be printed paper. The only conformance
requirements are those associated with the exchange of data over the network.

The IPPFAX protocol uses an extended version of 1PP/1.1 [4], [5] to create IPPEAX Jobs and
REQUIRES that the IPPFAX Receiver support at least the Universal | mage taterehange Format (UIF)
[14] document format. |PPFAX Receivers MAY also be configured to accept ordinary |PP Jobs
concurrently with IPPFAX Jobs. Note - It is assumed that the reader is familiar with 1PP[4],[5],[6].

In summary IPPFAX is used to provide a synchronous, reliable exchange of image documents between
clientsand servers. The primary use envisaged of this protocol is to provide a synchronous image
transmission service for the Internet. Contrast this with the stere-and-foerward-fax-tke | nternet FAX
protocol specified in [2] and [3] that uses the SMTP mail protocol as atransport.

1.1 Namespace used

The extension specified in this standard uses the prefix 'ippfax-' for al new PP attributes defined.

2 Terminology

This section defines the following additional terms that are used throughout this standard.

2.1 Conformance Terminology

Capitalized terms, such asMUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have special meaning relating to conformance to this specification.
These terms are defined in [RFC2911] section 13.1 on conformance terminology, most of whichis
taken from RFC 2119 [RFC2119].

2.2 Other Terminology
This standard defines alogical model of an IPPFAX interchange. The following terms are introduced
and capitalized in order to indicate their specific meaning: -

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 6
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Sender Thisisthe |PPFAX agent (IPP client software, hardware or some combination) that is used to
create and transmit a Document to a Receiver.

Receiver Thisisthe IPPEAX agent (IPP Printer object which can be software, hardware or some
combination) that receives the Document sent by the Sender.

Document The electronic representation of a set of one or more pages that the Sender sends to the
Recelver.

Sending User The person interacting with the Sender.
Receiving User The intended human recipient of the Document being sent.

Attribute Coloring The changing of attributes and/or values returned in a Get-Printer-Attributes
response depending on operation attributes supplied in the request.

Job Creation Operation The IPP operations that creates |PP or IPPFAX Jobs, i.e., the Print-Job,
Print-URI, and Create-Job operations (see [4]).

PP Job A job submitted by a Sender using the PP Protocol [4, 5] withedt-with the “ippfax-
semantlmder—ldenmy operation attribute e|ther omltted or W|th the 'ipp’ value in the Job Creation

IPPFAX Job An IPP job submitted by a Sender using the IPPFAX Protocol (this document) with the
“Ippfax-semanti cssender-identity” operation attribute with the ‘ippfax’ value in the Job Creation |

UIF Profile A minimum set of capabilities of the UIF document format. The UIF specification [14] ‘

operation and which has been properly authenticated according to the IPPFAX rules.

Universal Image Format (UIF) A document format similar to TIFF/FX, but with higher conformance
requirements for improved quality (see[14]).

defines anumber of UIF Profiles.

Delivered The Receiver has either printed the Document and delivered the last sheet to the output bin
or has forwarded the Document to some other system.

The terminology defined in [5], such as attribute, operation, request, response, operation attribute,
Printer Description attribute, and Job Description attributeis also used in the standard with the
same capitalization conventions.

2.3 Required exchange

The Sending User determines the network location of the Receiver (value of the “printer-uri” operation
attribute) — see section 3.1. This standard does not specify how the Sending User does this. Possible

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 7
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methods include directory lookup, search engines, business cards, network enumeration protocols such
as SLP, etc.

1. The Sending User either (1) loads the Document into the Sender or (2) causes the Sender to
generate the Document data by means outside the scope of this standard, indicates the Receiver's
network location and starts the exchange.

2. The Sender determines whether or not the Receiver is an IPPFAX capable device and is currently
configured to perform IPPFAX operations — see sections 5.1 and 5.2. If the Recelver is not
configured to accept IPPFAX Jebsoperations, the Sender MUST query the Sending User to

determine whether to eperate-ir-a-so-called-Degraded-Medefa |back to | PP mode — see section
5.1.1.

3. The Sender determines the rest of the capabilities of the IPPFAX Receiver (see rest of section 5).

4. Thefollowing identities are determined and exchanged: Sender, Sending User, Receiver, and
Receiving User — see section 6.

5. The Sender decides on the most appropriate data format depending on the Receiver’ s capabilities.
Thisis described in detail in the UIF specification [14].

6. The Sender SHOULD validate whether or not the Receiver will accept the IPPFAX Job from this
Sending User using the Validate-Job operation. See section 7.1. If the Receiver rgects the
Validate-Job operation, the Sender can avoid sending the data.

7. The Sender either (1) scans the Document and converts it into an acceptable data format or (2)
generates or forwards the Document representation in an acceptable data format — see section 5.3.

8. This Document datais transmitted to the Receiver — see section 7.2.

9. The Sending User receives a confirmation that the Recelver received the Document — see section
1.4.

10. In addition the Sender MAY choose to receive notification that the Document has been successfully
Delivered — see section 7.5

If the Sender is unable to initiate or complete the exchange then it is assumed that the Sender will
perform some form of retry. The mechanisms used and the user-visible behavior in this caseis an
implementer's choice and beyond the scope of this standard.

2.4 Gateways

The IPPFAX protocol MAY be used as a gateway protocol to or from other image transmission
systems. See section 10.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 8
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3 Common IPPEFAX Operation Semantics

This section describes the IPPFAX semantics that are common to all operation. |PPFAX does not
define any new operations. Instead, IPPFAX semantics are provided using existing | PP operations [4,
11, 16, 17, etc.] with increased conformance requirements as specified in this document. This section
describes the general semantics for al IPPFAX operations. Section 4 describes the Get-Printer-
Attributes operation in particular. Section 7 describes the IPPFAX semantics for the Job Creation
operations and section 8 describes the IPPFAX semantics for all other operations.

3.1 Network Address of Target Receiver - “printer-uri” operation attribute

In each operation, the IPP Target, i.e., the “printer-uri” (uri) operation attribute, MUST be the
Receiver's network location which MUST be an IPP/1.1 URL using the 'ipp' scheme. See[12].

Example: <ipp://www.acme.com/ipp/print5>
ISSUE 0315: OK that we are using the ‘ipp:’ scheme for both IPP and IPPFAX protocols?

ISSUE 04: Can ‘http’ scheme be used in the “printer-uri” target attribute? Will ‘http’ be more likely to
be configured to get through firewalls? What can a standards track RFC say about this since | PP/1.1
REQUIRES the use of the ‘ipp’ scheme?

ISSUE 0516: OK that we are forced to use the same default port for IPPFAX asfor IPP? Soif a
Receiver is configured to only receive IPPFAX Jobs from outsde its firewall, but receive PP Jobs from
inside its firewall, one or the other will be forced to supply an explicit (different) port?

3.2 ippfax-semantics (type2 keyword) Operation/Job Description attribute

This operation attribute is defined for all |PP operations and indicates whether the Sender wants | PP or
|PPEAX semantics for the operation. A Sender MUST supply and a Receiver MUST support this
operation attribute in all operations that are implemented. A Sender MUST supply this operation

attribute with the ‘ippfax’ value tr-a-Get-Printer-Attributes-operationin order for the Recelver to

perform the IPPFAX semantlcs defined in th|s document ArReea%FMUSI'—wpperﬁhlseperamn
S » : —If the Sender suppliesthis

attrl bute W|th the ‘ipp’ vaI ue or omits thls operatl on attribute, the PﬂntepRecever returpsvaluesM UST
astf-thetpp—value-had-been-supplied+-ethe Printer-behaves as an IPP/1.1 Printer with any | PP

extensions, unless explicitly stated otherwise in this document.

Standard keyword values are:
‘ipp’: returp-attributes that-are suppertedfor HPP Jobsperform | PP semantics [REC2910], plus any

| PP extensions

‘ippfax’ : +estrietattributes that-are-supperted-for HPPEAXJebsperform | PPEAX semantics as

defined in this document

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 9
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For each operation, the Receiver MUST compare the value supplied by the Sender with the Receiver’'s
“ippfax-semantics-supported” Printer Description attribute (see section 3.2.1). If the value supplied is
not avalue of the Receiver’s “ippfax-semantics-supported” Printer Description attribute, the Receiver
MUST reject the request and return the ‘ client-error-attributes-or-values-not-supported’ status code
along with the attribute and value in the Unsupported Attributes Group. If the client omitted the
attribute, and the Receiver’s “ ippfax-semantics-supported” Printer Description attribute contains the
‘ipp’ value (or both ‘ipp’ and ‘ippfax’), then the Receiver accepts the request; otherwise (only the
‘ippfax’ value is configured), the Receiver MUST reject the request and return the * client-error-missing-
required-attribute’ along with the ‘ippfax-semantics attribute name keyword in the Unsupported
Attributes Group.

ISSUE 06: If an IPPFAX Receiver is configured for IPP only, should it still accept an IPPFAX job,
rather than rejecting it, but perform it with |PP semantics? That is what an IPP/1.1 Printer would do
that doesn’t know about the IPPFAX spec and the | PP Sender won't make this mistake, since it MUST
query to determineif the Receiver is currently accepting IPPFAX requests.

ISSUE 07: OK to add the new ‘ client-error-missing-required-attribute’ status code? The existing
‘client-error-bad-request’ status code isn’t sufficient, since we want to return the missing attribute
rather than indicate something wrong with what was submitted. Also the existing ‘ client-error-
forbidden’ istoo mysterious, since it suggests an authorization and/or authentication problem. In the
past, missing REQUIRED attributes are developer errors, so that the ‘ client-error-bad-request” was
sufficient. But this error can happen to a customer who has turned off | PP (or the implementation only
supports IPPFAX semantics). This new status code can be used for other cases where *client-error-
bad-request’ is used.

Note: an IPP/1.1 Printer that is unaware of the IPPFAX specification will ssimply ignore the “ippfax-
semantics’ operation attribute (see [RFC2911] section 5.2.2) and accept an |PPFAX Job because it
doesn’'t know any better. Hence, the REQUIREMENT on the Sender to query the Receiver to
ascertain that the Recelver is an IPPFAX aware Printer and is configured to accept IPPFAX Jobs.

3.2.1 ippfax-febssemantics-supported (1setOf type2 keyword) Printer Description
attribute

The Sender MUST read-query this Printer Description attribute using the Get-Printer-Attributes
operation before sending any other IPPFAX operation; the Receiver MUST support this Printer
Description attribute. A Receiver implementation MUST support the ‘ippfax’ value and MAY aso
support the *ipp’ value. A Receiver implementation MAY be able to be configured with either or both
of these values. This attribute identifies the type(s) of jebs-semantics that the Receiver is currently
configured to support. If this attribute is not returned, then the Printer is NOT an IPPFAX Receiver.
The values of this attribute MUST NOT depend on the value of the “ippfax-semantics’ operation
attribute supplied by the client.

Standard keyword values are defined in section 3.2:

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 10
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If this attribute contains only the ‘ipp’ value, then the Printer object is not currently operating as an
IPPFAX Receiver and is exhibiting PP semantics only. |f this attribute contains only the ‘ippfax’ value,
then the Printer is currently operating with IPPFAX semantics only. If this attribute contains both
values, then the Recelver is supporting both PP and IPPFAX semantics concurrently, depending on the

value supplled by the cllent in each operation request. andw%quePany—LPFEFAMebs—H—beﬁwd{ﬁ

A Receiver MAY support alowing a remote administrator to configure the value of this attribute using
the Set-Printer-Attributes operation [17], in which case this attribute is a READ-WRITE attribute.

In IPP/1.1 [4], the “ printer-is-accepting-jobs’ Printer attribute isa READ-ONLY attribute and cannot
be changed by the Set-Printer-Attributes operation. The Enable-Printer and Disable-Printer operations
change the value of the “printer-is-accepting-jobs’ Printer attribute. The Enable-Printer and Disable-
Printer operations apply to IPPFAX Jobs, as well as | PP Jobs.

4 Get-Printer-Attributes operation semantics

In order to obtain the IPPFAX semantics for the Get-Printer-Attributes operation, the Sender MUST
supply the “ippfax-semantics’ with the ‘ippfax’ value (see section 3.2). |If the Sender supplies this
attribute with the ‘ipp’ value or omits the attribute, the Receiver responds with |PP semantics.

Nete—The Receiver MUST performs Attribute Coloring depending on the value of the “ippfax-
semantics’ operation attribute supplied by the Sender, i.e., returns values in the Get-Printer-Attributes
response that depend on the value supplied by the Sender. Note: 1PP/1.1 defines OPTIONAL Attribute
Coloring for the “document-format” operation attribute in a Get-Printer-Attributes operation which is
also OPTIONAL for IPPFAX semantics.

4.1 Get-Printer-Attributes operation attributes

This section describes the new operation attributes and the enhancements to existing operation
attributes of the Get-Printer-Attributes operation.

4.1.1 ippfax-semantics (type2 keyword) operation attribute

If the Sender suppliesthe “ippfax-semantics’ operation attribute, the semantics are affected as described
in this section. See section 3.2 for more details about this operation attribute.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 11
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Conversaly, if the Sender supplies the “ippfax-semantics’ attribute with either the ‘ipp’ value or omits
the “ippfax-semantics’ operation attribute all together, then the Receiver MUST return the union of the
attributes for IPP and IPPFAX Jobs in the Get-Printer-Attributes response. This requirement permits
the Sender to determine the IPP and IPPFAX capabilitiesin asingle query. However, if the Sender
wants to determine which additional document formats the Receiver supports for IPPFAX Jobs (such as
PDF), the Sender MUST make a second request and supply the “ippfax-semantics’ operation attribute
with the *ippfax-adthenticated’ value.

4.1.2 ippfax-uif-profiles (1setOf type2 keyword) operation attribute

The Sender SHOUL D supply the “ippfax-uif-profiles’ operation attribute in the Get-Printer-Attributes
request; the Recelver MUST support this operation attribute in a Get-Printer-Attributes operation. This
attribute specifies one or more UIF Profiles (see [11]). If any of the UIF Profiles supplied by the Sender
are not supported (values are not contained in the Recelver’s “ippfax-uif-profiles-supported” Printer
Description attribute - see section 5.4), the Receiver MUST reject the operation and return the ‘ client-
error-document-format-not-supported’ status code. The Receiver SHOULD perform Attribute
Coloring for the attributes indicated in [4] depending on the UIF Profiles supplied by the Sender.

ISSUE 08: How does coloring work when more than one UIF Profile is specified?

ISSUE 09: Should we REQUIRE the Receiver to color attributes with the “ippfax-uif-profiles’
supplied by the Sender in a Get-Printer-Attributes operation? If yes, should we REQUIRE the Sender
to supply the “ippfax-uif-profiles’ attribute in the Get-Printer-Attributes?

4.1.3 document-format (mimeMediaType) operation attribute

The Sender SHOULD supply the IPP/1.1 “document-format” operation attribute (see [REC2911]) in
the Get-Printer-Attributes request; the Receiver MUST support this operation attribute in a Get-Printer-
Attributes operation. If the document format supplied by the Sender is not supported (value is not
contained in the Recelver’ s “ document-format-supported” Printer Description attribute - see
[REC2911] section 4.4.22), the Receiver MUST reject the operation and return the ‘ client-error-
document-format-not-supported’ status code. Asin IPP/1.1, the Receiver SHOULD perform Attribute
Coloring for the attributes indicated in [4] depending on the document-format supplied by the Sender.

ISSUE 10: Should we REQUIRE the Receiver to color attributes with the “ document-format” supplied
by the Sender in a Get-Printer-Attributes operation? If yes, should we REQUIRE the Sender to supply
the “document-format” attribute in the Get-Printer-Attributes?

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 12
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4.2 Printer Description attributes

This section describes how certain Printer Description attributes are affected by |PPFAX semanticsin
the Get-Printer-Attributes operation. See section 5.6 for the remaining Printer and Printer Description
attributes.

4.2.1 document-format-supported (1setOf mimeMediaType) Printer Description
attribute

As-anether-exampletThe values of the “document-format-supported” (1setOf mimeMediaType) Printer
Description attribute will depend on the value of the “ippfax-semantics’ operation attribute supplied by
the Sender. For example, IPPFAX Jobs MAY be limited fer+HPPFAX-Jebs,perhaps;-only to the UIF
document format [14] (see section 5.3), while the same Printer supports UIF and other document
formats for PP Jobs.

4.2.2 operations-supported Printer Description attribute

As-athird-example-tThe values of the “ operations-supported” (1setOf type2 enum) Printer Description |
attribute will depend on the value of the “ippfax-semantics’ operation attribute supplied by the Sender.
For example, if the IPPFAX Receiver does not support the Cancel-Job operation for IPPFAX Jobs (see
section 8.2), then the Cancel-Job enum is not returned as the value of the “ operations-supported”
attribute.

5 IPPEAX Printer Description Attributes

This section defines the IPPFAX Printer Description attributes and the | PP Printer Description
attributes whose semantics are affected by |IPPFAX. Thissection-definestheattributesthatthe The
Sender queries these Printer Description attributes using the Get-Printer-Attributes operation [4] while
supplying the “ippfax-semantics’ operation attribute with a ‘ippfax’ value (see section 3.2) in order to
determine the capabilities of a potential IPPFAX Recelver. The order of presentation in this section is
the likely order that a Sender would check the values, though the Sender can request all of the attributes
in asingle Get-Printer-Attributes operation (and the Printer can return them in any order).

A Sender MUST determine all of the following before submitting an |PPFAX Job:

a) whether or not the destination URL with the ‘ipp’ scheme |ocates a it-hasrepresentsA-valid
IPPFAX Receiver destination and what version of IPPFAX the Recelver supports (section 5.1)
AND

b) Fhewhether the IPPFAX Recelver is currently configured to accept IPPFAX Jobs (section 5.2)

¢) which document formats the Receiver supports (section 5.3)

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 13
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d) which UIF Profiles of the document format the Receiver supports (section 5.4)

€) which OPTIONAL capabhilities of each UIF Profile the Recelver supports if the Sender uses any
feature that is OPTIONAL for a UIF Profile (section 5.5)

f) which mediais supported and which mediais ready (section 5.7.1)

g) which resolutions are supported (section 5.7.2)

h) any other Job Template attributes that the Sender is going to use (section 5.7.3)

5.1 ippfax-versions-supported (1setOf type2 keyword) Printer Description attribute

The Sender MAY-MUST read-query this Printer Description attribute using the Get-Printer-Attributes
operation before sending an |PPFAX Job Creation operation; the Receiver MUST support this Printer
Description attribute. This attribute identifies the version or versions of the IPPFAX protocol that this
Recelver supports, including major and minor versions, i.e., the version numbers for which this Receiver
implementation meets the conformance requirements. If this attribute is not returned, then the Printer is
NOT an IPPFAX Receiver. The values of this attribute MUST NOT depend on the value of the
“ippfax-semantics’ operation attribute supplied by the client.

ISSUE 11: OK to REQUIRE the Sender to query the “ippfax-versions-supported” Printer Description
attribute, or isusing Validate-Job sufficient if we change it from SHOULD to MUST? An|IPP/1.1
Printer would return success, with the “ippfax-semantics’ operation attribute in the Unsupported Group
which the Sender could check for. What about an IPPFAX Receiver that is configured only for ‘ipp’ ?

Standard keyword values are:

‘1.0 Meets the conformance requirements of IPPFAX version 1.0 as specified in this document.

If this attribute is not returned, then the Sender MUST query the Sending User to inform that person
that the Printer does not accept |PPFAX Jobs, so that the Sender has the opportunity to choose to
abandon the exchange or to fallback to PP mode (see section 5.1.1).

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 14
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5.1.1 Fallback to IPP ModeBegraded-Meode

If the IPPFAX Receiver that-is configured to support the ‘ipp’ value of its “ippfax-semanticsjebs-
supported” attribute, but is not configured to support the ‘ippfax-adthenticated’ value-er-the-Sender
deesnetwishto-send-an-HPPEAXJeb, then only IPP Jobs will be accepted. |n this case, the Sender
MUST query the Sending User to inform that person that the Printer is not currently accepting |PPFAX
requests, so that the Sender has the opportunity to choose to abandon the exchange or to fallback to
|PP mode. From the viewpoint of IPPFAX thisis a degraded-fallback mode of operation. The main
features that will be missing are:

- Guaranteed exchange: Since |PP does not mandate any dataformatsit is possible that the
Sender MAY not be able to discover a common data format that both it and the printer
support.

- ldentity exchange (section 6): IPP does not provide the definitive identity exchange that
IPPFAX does. In many cases hewever-thisis acceptable.

5.2 ippfax-jebssemantics-supported (1setOf type2 keyword) Printer Description
attribute

The Sender MUST read-query this Printer Description attribute using the Get-Printer-Attributes
operation before sending any other IPPFAX operation as described in section 3.2. If this attribute is not
returned, then the Printer isNOT an IPPFAX Receiver. If the Receiver supports this attribute and
returns a-at-teast-one - keyword-value starting-with-the ‘ippfax-"_value, then the Sender can be sure that it
will accept IPPFAX Jebsrequests. If either the attribute is not returned or does not contain the ‘ippfax-
adthenticated’ value, then the Sender MUST query the Sending User to inform that person that the
Printer is not currently accepting IPPFAX Jebsrequests, so that the Sender has the opportunity to
choose to abandon the exchange or to enter-degradedfallback to IPP mode (see section 5.1.1).

ISSUE 12: OK to REQUIRE the Sender to query the “ippfax-semantics-supported” Printer
Description attribute, or is using Validate-Job sufficient if we change it from SHOULD to MUST? An
|PP/1.1 Printer would return success, with the “ippfax-semantics’ operation attribute in the
Unsupported Group which the Sender could check for. What about an IPPFAX Receiver that is
configured only for ‘ipp’ ?

5.3 document-format-supported (1setOf mimeMediaType) Printer Description attribute

A Sender MUST query this Printer Description attribute using the Get-Printer-Attributes request_before
sending an IPPFAX Job Creation operation and MUST supply the *ippfax-semantics’ operation
attribute with the ‘ippfax’ value, lest non-1PPFAX values be returned (see section 4.2.1); a Receiver
MUST support this Printer Description attribute (see [RFC2911] section 4.4.22). The values of this
attribute indicate whether-er-net-twhich document formats the Receiver supportsthe Universa-hmage

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 15
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Format-(UHR[24}._ The Sender MUST supply the “document-format” operation attribute in any Job
Creation or Validate-Job operation with one of the values contained in this Printer Description attribute.
The values of this attribute MUST depend on the value of the “ippfax-semantics’ operation attribute
supplied by the client.

Standard mimeMediaType vaues for IPPFAX and | PP Jobs are:

‘image/tiff; application=uifbw’': black-andwhite UIF format defined in UIF [14]; Sender and
Recelver MUST support

. i lieatiop=ifeolor | 14]

any other MIME types: Sender and/or Receiver MAY support

A Recelver MUST support the ‘image/tiff; application=uif’ document format and MAY support other

document formats for |PPFAX Jobs.

The Sender is not restricted to sending UIF formats to the Receiver and MAY send any supperted
format te-thethat the Receiver supports for IPPFAX Jobs. It isthe Sender's choice; the Receiver has no
way of indicating preferred formats from amongst the formats that the Receiver supportsfor |PPEFAX
Jobs.

5.4 ippfax-printer-uif-profiles-supported (1setOf type2 keyword) Printer Description
attribute

A Sender MUST query this Printer Description attribute using the Get-Printer-Attributes request before
sending an IPPFAX Job Creation operation if any UIF Profile other than the REQUIRED ‘uif-s Profile
is used; a Receiver MUST support this Printer Description attribute. The values of this attribute
indicate which black/white, grayscale, and color UIF prefiteProfiles the Receiver supports. See [14] for
the definition of each of these UIF prefiteProfiles and the inter-dependency requirements for UIF
profiteProfile support. The values of this attribute MUST conform to the inter-dependency
requirementsin [14] for UIF prefeProfile support (for example, UIF Profile SMUST be supported and
UIF Profile C MUST be supported if UIF Profile L is supported, so ‘uif-s MUST aways be present
and ‘uif-c MUST be present if ‘uif-I" is present)._ The values of this attribute MUST NOT depend on
the value of the “ippfax-semantics’ operation attribute supplied by the client.

Standard keyword values are:

‘uif-s': UIF Profile S; Sender and Receiver MUST support
‘uif-f': UIF Profile F; Sender and/or Receiver MAY support
“uif-)’: UIF Profile J, Sender and/or Receiver MAY support

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 16
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‘uif-c’: UIF Profile C; Sender and/or Receiver MAY support

‘uif-1: UIF Profile L; Sender and/or Receiver MAY support
‘uif-m’:  UIF Profile M; Sender and/or Recelver MAY support

ISSUE 13: Need to add some more UIF Profiles for color versus gray scale for C and L Profiles (same
issue for UIF spec).

A Receiver MUST support the ‘uif-s' UIF Profile and MAY support other UIF Profiles for IPPFAX

and | PP Jobs.

5.5 ippfax-printer-uif-profile-capabilities (eetetString32kiMAX)1setOf text(MAX)) Printer
Description attribute

ISSUE 1448: Can-OK that we get-got rid of the new ‘octetString32k’ attribute syntax and use existing |
IPP/1.1 attribute syntaxes, so that existing | PP systems can be used as gateways?

The Sender MAY query the value of this Printer Description attribute using the Get-Printer-Attributes
request_before sending an IPPFAX Job Creation operation, if any OPTIONAL capability of a UIF
Profile is being used; a Receiver MUST support this attribute. The value of this attribute isa CONNEG
capability string expression as defined in [14]. Each value MUST end with explicit White Space where
CONNEG allows White Space to occur. However, there is no need to break a CONNEG expression
into more than one value if it al fits into 1023 octets.

The values taken together MUST conform to the minimum value in [14], plus any additional capabilities
that the Recelver supports. ISSUE 15: are these additional capabilities restricted to the OPTIONAL
capabilitiesin the UIF Profile according to the UIF spec ([14]), or MAY they include other capabilities
aswell? Thus a Sender can determine additional capabilities above the minimum for the UIF Profiles
that the Receiver supports (see section 5.4)._The values of this attribute MUST NOT depend on the
value of the “ippfax-semantics’ operation attribute supplied by the client.

ISSUE 16: Should the UIF specification [14] add registered UIF Profile tags so that the entire
minimum string becomes a single named token. Lloyd Mclntyre thought this would be a good ideain
order to shorten the strings and make the processing easier by the Sender.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 17
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Table 1 lists the IPPFAX conformance requirements for Printer Description attributes. Any other
Printer Description attributes defined in IPP/1.1 [4] or IPP Notifications [16] or elsewhere have the

same conformance requirements asin 1PP/1.1.

Table 1 - Printer Description attributes conformance requirementsin the Get-Printer-Attributes

operation
Attribute Name (attribute syntax) Sender Receiver Section
Conformance | Conformance
for Get- for Get-
Printer- Printer-
Attributes Attributes
request response
ippfax-versions-supported (1setOf type2 keyword) SHOULD MUST 5.1
ippfax-semanti csiebs-supported (1setOf type2 keyword) MUST MUST 5.2
document-format-supported (1setOf mimeMediaType) MUST MUST 5.3
i ppfax-priater-uif-profiles-supported (1setOf type2 MUST MUST 54
keyword)
i ppf ax-printer-uif-profile-capabilities MAY MUST 55
(octetString32k(MAX))
media-supported (1setOf (type3 keyword | name(MAX))) | SHOULBMU | MUST 571
ST
media-ready (1setOf (type3 keyword | name(MAX))) SHOULBbMU | MUST 57.1
ST
printer-resol ution-supported (1setOf resolution) SHOULD * MUST 5.7.2
other “xxx-supported” Job Template Printer attributes SHOULD * MAY 57
Hppfax-recetver-tdentity-(Rame(MAX ) printer-uri- MAY MUST 6.4
supported
i ppfax-destinationof f-ramp-schemes-supported (1setOf MAY MUST ** 10.11.1

type2-keywerduri Scheme)

* The Sender SHOULD query, if submitting the corresponding “xxx” Job Template attribute in the

Validate-Job or Job Creation operation.
** Only an Off-Ramp Receiver MUST support this attribute.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change.
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5.7 xxx-supported Job Template Printer attributes

A Sender SHOULB-MUST query each “xxx-supported” Job Template Printer attribute with the Get-
Printer-Attributes operation for which it is supplying an “xxx” Job Template attribute on the |PPFAX
Job. Then the Sender can avoid sending a Job Template attribute value that the Receiver does not
support which will cause the Printer to reject the IPPFAX Job (since “ipp-attribute-fidelity” MUST be

‘true’).

5.7.1 media-supported and media-ready Job Template Printer attributes

For-exampletThe Sender SHOULB-MUST query the values of the “media-supported” and “media-
ready” attributes, since the Sender MUST supply the “media”’ Job Template attribute in the Job
Creation operation. The “media-ready” attribute indicates which media are currently loaded and will
not require human intervention in order to be used.

5.7.2 printer-resolution-supported Job Template Printer attribute

As-anether-exampleIf the Sender is using aresolution for a UIF prefiteProfile that is not one of the
REQUIRED resolutions for the UIF prefieProfile being used, then the Sender SHOULD query the
“printer-resolution-supported” Printer attribute. The “printer-resol ution-supported” (1setOf resolution)
Printer attribute is the union of the resolutions supported for any UIF Profiles and the UIF Profile S
MUST support all of them. This attribute allows the Sender to determine the additional resolutions
supported above and beyond the resolutions required for support of each of the UIF Profiles without
having to interpret the CONNEG expression values of the “ippfax-priater-uif-profile-capabilities’
Printer Description attribute (see section 5.5). Warning: the “ printer-resol ution-supported” attribute
contains al of the resolutions for UIF Profile S, but other UIF Profiles NEED NOT support all of those
values, but MUST NOT support any other resolutions.

ISSUE 17: Should we add the new “ippfax-uif-profile’ operation attribute to the Get-Printer-Attributes
operation and then REQUIRE the Recelver to perform attribute coloring for the “ippfax-uif-profile”
operation attribute? Then the Sender could determine the resol utions supported for a particular UIF
Profile without having to do the CONNEG stuff?

5.7.3 Other Job Template xxx-default and xxx-supported Printer attributes

semantlcs for the other Job Templ ate attributes (“xxx” Job attributes and the|r corresponding “ Xxx-

default” and “xxx-supported” Printer attributes).

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 19
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608 6 Identity exchange

609  This section defines the attributes used by the Sender and the Recipient to identify the other.

610 6.1 ippfax-sending-user-vcard identity-(1setOf text(MAX)) operation/Job Description ‘
611 attribute

612  The Sender SHOULD send this operation attribute in the-Print-Joban | PPEAX Job Creation operation; |
613 aReceiver MUST support this Print-Job and Validate-Job operation attribute. This attribute identifies
614  the Sending User in MIME vCard [10, 19, 20] format. For a sample vCard see section 15. If the Sender
615 suppliesthe attribute, then the Receiver MUST use its value to populate the Job object's “Hppfax-

616  sending-user-dentitycorresponding Job Description attribute of the same name.

617 ISSUE 18: What restrictions on the vCard content do we need to make? vCard can have image, 10gos,
618 sound!

619 ISSUE 19: Denia of service problem: a Sender could bog down a Receiver Job with a huge amount of
620 datawhich the Receiver is supposed to copy to the Job object

621
622
623

624
625
626

627
628
629

630 The Receiver MAY choose to use this information on ajob start and end sheet (banner page) for the
631 job. Whether or not the Receiver prints a separate job start sheet depends on the “job-sheets’ Job

632 Template attribute. The Sender can request the Receiver to print a separate start sheet if the Receiver’'s
633 “job-sheets-supported” Printer attribute (see [RFC2911] section 4.2.3) contains a value other than

634 ‘non€. The Sender can suppress the Recelver’s separate start sheet if the Recelver’ s “job-sheets

635 supported” Printer attribute contains the ‘none’ value. If the Sender omits the “job-sheets’ Job

636 Template attribute, the Receiver’s “job-sheets-default” value will be used.

637 6.2 ippfax-receiving-user-vcard dentity-(text(MAX)) operation/Job Description attribute

638 The Sender SHOULD send this operation attribute in a-Print-Jdeban |PPFAX Job Creation or Validate-
639  Job operation; a Receiver MUST support this Print-Job operation attribute. This attribute identifies the
640 intended Receiving User in MIME vCard format[ 10, 19, 20]. For a sample vCard see section 15. If the
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Sender supplies the attribute, then the Receiver MUST use its value to populate the Job object's
corresponding“Hpptax-sending-user-tdentity Job Description attribute of the same name.

ISSUE 20: Wheat restrictions on the vCard content do we need to make? vCard can have image, 10g0s,

sound!

ISSUE 21: Denia of service problem: a Sender could bog down a Receiver Job with a huge amount of
data which the Receiver is supposed to copy to the Job object

The Receiver MAY choose to use this information on a job start and end sheet (banner page) for the
job. See discussion under section 6.1.

6.3 ippfax-sender-uri identity-(urinrameMAX)) operation/Job Description attribute

ISSUE 22: Did we agree to delete the ippfax-sender-uri (uri) operation/Job Description attribute in
favor of depending on TL S authentication?

The Sender MUST send this operation attribute in aPrnt-Jeb-an |PPEAX Job Creation operatiorHa
order-to-tdicate-that-thists-an-HPPFAX-Jeb; a Receiver MUST support this Print-Job operation
attribute. This attribute identifies the Sender in a similar manner to the way a Sending Station ID is
used in aGSTN fax device. The Recelver MUST use its value to populate the Job object's

corresponding“Hpptax-sender-tdentity” Job Description attribute of the same name. Fhepresence-of-the

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 21
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The value of thisidentity is not specified but MUST uniquely identify the Sender device. A vaue
derived from the MAC address would be a reasonable starting point but it MUST be human readable
text.

ISSUE 2313: SHOULD be using aclient URL by preference and NOT a MAC address (generally
totally unknown to an IPP client application). In any case the IEEE and IETF don't approve the use of
MAC address for identifiers anymore except in EUI-64 format (an |EEE standard), which isthe basis
for canonical 1Pv6 self-configured global addresses. Irawill look up the RFC references later, if you
want EUI-64

6.4 printer-uri-supported (1setOf uri) Printer Description attribute

This IPP/1.1 Printer Description attribute identifies the Receiving device, so that no new |PPEFAX
Printer Description attribute is needed.

7 Data Exchange - IPPEAX Job Submission

This section describes how a Sender submits an |IPPFAX Job to a Receiver, after having determined the
Receiver’s capabilities according to section 5.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 22
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7.1 Validating the Job using the Validate-Job operation

The Sender SHOULD validate the job attributes using the Validate-Job operation (that doesn’t include
any Document data) before sending the IPPFAX Job with the same attributes using the-Print-Jeban
|PPFAX Job Creation operation that includes the Document data. For meaningful and complete job
validation, the Sender SHOULD supply all the same operation and Job Template attributes in the
Validate-Job request as it will supply in the Prirt-debsubsequent Job Creation request (see section 7.2).

ISSUE 24: Or should the spec be changed to REQUIRE the Sender to use Validate-Job? Currently the
spec only RECOMMENDS using Validate-Job and REQUIRES that the Sender query a number of
Printer Description attributes in order to submit ajob the Receiver will accept.

7.2 Transmission using the Print-Job or other Job Creation operation

The Sender MUST support creating |PPFAX Jobs using the Print-Job operation and MAY support
creating |PPFAX Jobs using other Job Creation operations as well. The Receiver MUST support
creating |PPFAX Jobs using the Print-Job operation and MAY support creating IPPFAX Jobs W|th
other Job Credti ons operations as well. / .

7.2.1 1PP/1.1 Validate-Job and Print-JebJob Creation operation attributes

Table 2 indicates which 1PP/1.1 [4] operation attributes a Sender MUST or MAY supply in aValidate-
Job and Print-Jeba Job Creation request and a Receiver MUST or MAY support. Differencesin |
conformance from |PP/1.1 are indicated with footnotes.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 23
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Table 2 - IPP/1.1 Validate-Job and Print-JebJob Creation operation attributes

Operation attribute Section | Sender supplies | Receiver
supports
attributes-charset (charset) MUST MUST
attributes-natural-language (natural Language) MUST MUST
printer-uri (uri) MUST MUST
requesting-user-name (name(MAX)) SHOULD MUST
job-name (name(MAX)) MAY MUST
ipp-attribute-fidelity (boolean) with ‘true’ value MUST! MUST
document-name (name(MAX)) MAY MUST
compression (type3 keyword) MAY MUST
document-format (mimeMediaType) * 7.2.1.2 | MUST? MUST
document-natural-language (natural L anguage) MAY MAY
job-k-octets (integer(0:MAX)) MAY MAY
job-impressions (integer(0:MAX)) MAY MAY
job-media-sheets (integer(0:MAX)) MAY MAY
ippfax-semantics (type2 keyword) 3.2 MUST MUST
ippfax-uif-profiles (1setOf type2 keyword) 7.2.1.3 | MUST MUST
ippfax-sending-user-veard (1setOf text(MAX)) | 6.1 SHOULD MUST
ippfax-receiving-user-veard (text(MAX)) 6.2 SHOULD MUST
ippfax-sender-uri (name(MAX)) 6.3 MUST MUST
ippfax-sending-user-certificate-uri (uri) * 9.2 MAY MUST
ippfax-off-ramp-uri (uri) 10.1.1 | MAY MUST **
ippfax-off-ramp-retry-count (integer(0:MAX) 10.1.2 | MAY MUST **
ippfax-off-ramp-max-retry-count 10.1.3 | MAY MUST **
(integer(0:MAX))
ippfax-off-ramp-retry-interval (integer(1:MAX)) | 10.1.4 | MAY MUST **

*These attributes are NOT Job Description attributes, only Operation attributes for the-Print-Jeban
|PPFAX Job Creation and Validate-Job operations.
** Only an Off-Ramp Receiver MUST support this attribute.

7.2.1.1 ippfax-semantics (type2 keyword) operation/Job Description attribute

The Sender MUST supply and the Recelver MUST support this operation attribute (see section 3.2) in
al operations, including Job Creation operations, and validate it according to section 3.2. The Receiver
MUST use the value of this attribute supplied by the client to popul ate the Job’ s corresponding Job

' [RFC2911] does not require the client to supply the “ipp-attribute-fidelity” and allows the client to supply either the
‘true’ or ‘false’ value.

2 The [RFC2911] does not require the |PP client to supply the “document-format” operation attribute.
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Description attribute of the same name. |If the Sender omits this operation attribute and still accepts the
job (see section 3.2), the Recelver MUST set the value of the Job’s “ippfax-semantics’ Job Description
attribute to ‘ipp’.

The presence of the “ippfax-semantics’ Job Description attribute on a Job with the ‘ippfax’ value marks
the Job as an |IPPFA X Job. Conseguently, subseguent operations on this job MUST follow the IPPEAX

semantics defined in this document.

7.2.1.2 document-format (mimeMediaType) operation attribute

The Sender MUST send this operation attribute in the Validate-Job and Print-JdebJob Creation
operations; a Receiver MUST validate and support this operation attribute. 1f the Sender does not
supply this attribute, the Receiver MUST reject the operation and return the ‘ client-error-bad-request’
status code. Note: [RFC2911] does not REQUIRE the IPP Client to supply this operation attribute. 1f
the Sender supplies a value that the Receive does not support, i.e., not avaue of the Receiver's
“document-format-supported” Printer Description attribute, the Receiver MUST reject the operation
and return the “ client-error-document-format-not-supported’ status code (IPP conformance).

Standard mimeMediaType values are defined in section 5.3.:

7.2.1.3 ippfax-uif-profiles (1setOf type2 keyword) operation attribute

The Sender MUST send this operation attribute in the Validate-Job and Job Creation operations, a
Recelver MUST validate and support this operation attribute. If the Sender does not supply this
attribute, the Receiver MUST reject the operation and return the ‘ client-error-missing-required-
attribute’ status code along with the ‘ippfax-uif-profiles’ attribute keyword name in the Unsupported
Attributes Group. |f the Sender supplies a value that the Receive does not support, i.e., not avaue of
the Receiver’s “ippfax-uif-profiles-supported” Printer Description attribute, the Receiver MUST reject
the operation and return the ‘ client-error-document-format-not-supported’ status code (1PP

conformance).

If the Sender obtains the UIF document from another source that document is identified by aMIME
Media Type that includes the ‘ profile’ parameter (see [14]). The Sender MUST remove that ‘ profile
parameter and supply its values as the values of this attribute. For example, if the MIME Media Type
for the document is:

image/tiff; application=uif; profile=uif-c, uif-I

then the Sender MUST split this MIME Media Type into two separate IPPFAX Job Creation operation
attributes, where the “document-format” operation attribute has the ‘image/tiff; application-uif’ value
and the “ippfax-uif-profiles’ operation attribute has the ‘uif-c’, ‘uif-1" values (the quotes are not part of
the actual value):

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 25
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Standard keyword values are defined in section 5.4.

ISSUE 25 (for UIF document): Need to add the multi-valued profile parameter with ‘ uif-x’ values to
the image/tiff MIME Media Type registration and only have asingle ‘ uif’ value for the ‘ application’
parameter (instead of ‘uif-s', ‘uif-c’, ‘uif-I’, etc.).

ISSUE 26: OK to REQUIRE the Sender to supply the “ippfax-uif-profiles’ of the document being
sent? What if the Sender didn't create the document?

7.3 Job Template Attributes

Table 3 lists all of the Job Template attributes defined in other |PP documents and shows their behavior
for IPPFAX Jobs. Asin [RFC2911], the term “Job Template attribute” is actually up to four attributes:
the “xxx” Job attributes, and the “xxx-default”, “xxx-supported”, and possibly the “xxx-ready” Printer
attributes. The IPPFAX semantics column contains the following values:

“Printer MUST support” - The Printer MUST support the Job Template attribute for an IPPFAX Job.
However, the attributes and values returned by the Printer with the Get-Printer-Attributes
operation MAY depend on the value of the “ippfax-semantics’ supplied by the client. Note:
These are attributes which do not affect the appearance of the document or provide a
significantly non-FAX feature.

“Printer MUST NOT support” - The Printer MUST NOT support the Job Template attribute for an
IPPFAX Job (and the Sender MUST NOT supply). If these attributes are supplied in an
|PPFAX Job, the Job Creation operation MUST be rejected. When guerying the Printer with
the Get-Printer-Attributes operation with “ippfax-semantics’ = ‘ippfax’, the corresponding
“xxx-default” and “xxx-supported” MUST NOT be returned. Note: These are attributes which
might degrade the appearance of the document or do not provide a significantly non-FAX
feature.

“same as |PP’ - if these Job Template attributes are supplied in an IPPFAX Job, the Job Creation
operation MUST be performed as for |PP jobs and when guerying the Printer with the Get-
Printer-Attributes operation the attributes and values returned MUST NOT depend on the value
of the “ippfax-semantics’ supplied by the client.

“Sender MUST supply” - the Sender MUST supply this Job Template attribute in an IPPFAX Job
Creation reguest.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 26
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Table 3 - IPPFAX Semantics for Job Template Attributes
Job Template Job attribute |PPFAX semantics Reference
copies Printer MUST NOT support [REC2911]
cover-back same as |PP [prod-print]
cover-front same as |PP [prod-print]
document-overrides same as |PP [collection]
finishings same as |PP [REC2911]
finishings-col same as |PP [prod-print]
force-front-side same as |PP [prod-print]
imposition-template Printer MUST NOT support [prod-print]
insert-sheet TBD [prod-print]
job-account-id TBD [prod-print]
job-accounting-sheets TBD [prod-print]
job-accounting-user-id TBD [prod-print]
job-error-sheet TBD [prod-print]
job-hold-until Printer MUST NOT support [REC2911]
job-message-to-operator TBD [prod-print]
job-priority Printer MUST NOT support [REC2911]
job-sheet-message TBD [prod-print]
job-sheets TBD [REC2911]
job-sheets-col TBD [prod-print]
media Printer MUST support; Sender MUST [RFC2911]
supply (see section 7.3.1)
media-col TBD [prod-print]
media-input-tray-check TBD [prod-print]
multiple-document-handling TBD [REC2911]
number-up Printer MUST NOT support [REC2911]
orientation-requested TBD [REC2911]
output-bin TBD [output-bin]
page-delivery TBD [prod-print]
page-order-received TBD [prod-print]
page-overrides TBD [collection]
page-ranges TBD [REC2911]
pages-per-subset TBD [collection]
presentation-direction-number-up | Printer MUST NOT support [prod-print]
print-quality Printer MUST NOT support [REC2911]
printer-resolution Printer MUST support; Sender MAY [REC2911]
supply (see section 7.3.2)
separator-sheets TBD [prod-print]
sheet-collate TBD [Job-prog]
sides TBD [REC2911]
X-image-position TBD [prod-print]
Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 27
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X-image-shift TBD [prod-print]
x-sidel-image-shift TBD [prod-print]
X-sde2-image-shift TBD [prod-print]
y-image-position TBD [prod-print]
y-image-shift TBD [prod-print]
y-sidel-image-shift TBD [prod-print]
y-side2-image-shift TBD [prod-print]

ISSUE 27: Need tofill inthe TBD entries to indicate the |PPFAX semantics for the Job Template
attributes.

7.3.1 media (type2 keyword | name(MAX)) Job Template attribute

The Sender MUST supply the “media” Job Template attribute in the Validate-Job and Print-Job
requests and the Receiver MUST support it, dlong with the “media-default”, “ media-ready”, and
“media-supported” Printer attributes. The UIF standard [14] requires that both the Sender and the
Recelver be able to determine the dimensions from the keyword value. Therefore, the keyword values
MUST be Media Size Self Describing names defined in the PWG Standardized Name standard [18].

Standard keyword values (see [18]) include:

‘na_letter_8.5x11in’
‘iso_ad 210x297mm’

7.3.2 printer-resolution (resolution) Job Template attribute

The Sender MAY supply the “printer-resolution” Job Template attribute in the Validate-Job and Print-
Job requests and the Receiver MUST support it, along with the “printer-resolution-default”, and
“printer-resol ution-supported” Printer attributes.

If the Sender supplies the “resolution” (resolution) Job Template attribute, the value MUST agree with
the resolution of each of the pages of the UIF document. If the supplied value disagrees with the
resolution of any of the pages of the UIF document, the Receiver MUST obey the resolution in the UIF
document, on a page by page basis.

Note: The main purpose of requiring the Recelver to support the “printer-resolution” Job Template
attribute is so that the Sender can query the corresponding “ printer-resol ution-supported” (1setOf
resolution) Printer attribute to see what resolutions are supported in addition to the ones REQUIRED
for the UIF pretieProfiles supported.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 28
Copyright (C) 2001, IEEE Industry Standards and Technology Organization. All rights reserved




820

821
822
823
824
825

826

827
828
829
830
831
832
833
834

835
836
837
838
839
840

841
842

843

845

846

847
848
849

PWG-DRAFT IPPFAX protocol July 27, 2001

7.4 Confirmation using the Prnt-3eb-Document Creation response

The Sender knows when the Receiver has successfully received the entire Document when the Receiver
returns the ‘ successful-ok’ status code in the Print-Job, Send-Document, or Send-URI response; the
Sender MUST then inform the Sending User by means outside the scope of this standard that the
document has successfully been received. See section 7.5 for informing the Sending User when the
document has been successfully printed.

7.5 notification-recipient-uri operation attribute and the Get-Notifications operation

A Sender MUST use IPP Notification [16] to determine when the Document has been Delivered; a
Receiver MUST support the | PP Notification specification [16] and the ‘ippget’ notification delivery
method [11]. The Receiver MUST support the ‘job-progress’ event (which is OPTIONAL in[16]), as
well as all of the REQUIRED eventsin [16] (‘'non€, 'printer-state-change', 'printer-stopped’, 'job-state-
change, 'job-created’, and 'job-completed’). The Recelver MUST support the Get-Notifications
operation as defined in [11]. If the Sender subscribes to the ‘job-progress event, the Receiver MUST
generate an event for every sheet, as moderated by the Printer’ s “ notify-time-interval” attribute, which
the Sender can obtain using the Get-Notifications request.

A Sender MUST use the “ notify-recipient-uri” (uri) Print-Job operation attribute [16] to request that
the Recelver send it notifications regarding the delivery of the Document. The Recelver MUST support
Subscription Creation for the IPP Print-Job operation, but NEED NOT support any other notification
operations, such as Create-Job-Subscriptions, Create-Printer-Subscriptions, Get-Subscription-
Attributes, Get-Subscription-Attributes, Renew-Subscription, or Cancel-Subscription, even though [16]
requires al but the Create-Job-Subscriptions operation.

If a Receiver chooses to allow other PP notification operations then it SHOULD provide a method of
restricting all other notification operations to authenticated administrators.

For the purposes of IPPFAX *job-completed’ event notifications means that the Receiver has ddlivered
the IPPFAX Job somewhere; either actually delivered printed sheets to the output bin or forwarded the
job and document to some other system.

7.6 Subscription Template Attributes Conformance Requirements

Table 4 lists the conformance requirements for Subscription attributes on the Print-Job and Validate-Job
requests. |If the Receiver supports additional Job Creation and Document Creation operations, then
these operation attributes have the same conformance on those operations.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 29
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Table 4 - Subscription Template attributes confor mance requirements

Attribute Name (attribute syntax) Sender Receiver Section
Conformancein | Conformance
Print-Job
notify-recipient-uri (uri) MAY * MUST 7.5
notify-events (1setOf type2 keyword) MAY MUST 7.5
notify-attributes (1setOf type2 keyword) MAY MAY 7.5
notify-user-data (octetString(63)) MAY MUST 7.5
notify-charset (charset) MAY MUST 7.5
notify-natural-language (natural L anguage) MAY MUST 7.5
notify-lease-duration (integer(0:67108863)) MAY MUST 7.5
notify-time-interval (integer(0:MAX)) MAY MUST 7.5

* The Sender MUST supply at least this attribute in order to use Notification.

7.7 Notification Event Conformance Requirements
Table 5 lists the conformance requirements for notification events.

Table 5 - Notification Events confor mance requirements

Event Sender Recelver Section
Conformance | Conformance
for Print-Job
none MAY MUST 7.5
job-state-changed MAY MUST 7.5
job-created MAY MUST 7.5
job-completed MUST MUST 7.5
job-progress MAY MUST * 7.5
printer-state-changed MAY MUST 7.5
printer-stopped MAY MUST 7.5

* The ‘job-progress event is OPTIONAL in [16], but is REQUIRED for IPPFAX so that the
Sender can give page by page feedback.

7.8 ldentity Stamping

The Sender MUST place the Sender’ s identity, date and time at the top of every page of the sent
Document. The Sender MAY include additional data (Sending User, Receiver identity, etc.)

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 30
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IPPFAX restricts the use of 1PP in certain cases in order to make attaching a Receiver to the Internet a

safe option — see section 9.

The Receiver MUST fully support the Print-Job, Validate-Job, and Get-Printer-Attributes operations, as
defined by 1PP/1.1 [4] and the Get-Notifications operation as defined in [11]. The following
subsections define restrictions placed the 1PP/1.1 Cancel-Job, Get-Job-Attributes, and Get-Jobs
operations. Inastrict IPPFAX implementation, all other IPP/1.1 operations MUST NOT be accepted
unless the issuer of the operation can be identified as an administrator. There is no requirement for the
Receiver to implement any of the OPTIONAL features of IPP unless explicitly stated elsewhere in this
standard. If a Receiver isnot astrict IPPFAX implementation and it chooses to allow other 1PP
operations, for example, |PP operations such as Print-URI, Create-Job, Create-Printer-Subscriptions,
etc., then it MUST provide a method of restricting available operations for non-authorized clients to the

operations specified herein.

8.1 Operation Conformance Requirements

Table 6 lists the conformance requirements for | PP operations for the non-privileged IPPFAX Sender
and IPPFAX Recelver. Operations that require operator or administrator privileges are indicated as

OPER ONLY meaning they are OPTIONAL to support, but if supported, REQUIRE authentication

and authorization as operator or administrator. Ary-ether-operations-are OPHONAL foranHPPEAX

R e

Table 6 - Operation Conformance Requirements

Operation Name Code IPP/1.1 IPPFAX IPPFAX Reference
Printer Sender Receiver
reserved, not used 0x0000 RFC2911]
reserved, not used 0x0001 RFC2911]
Print-Job 0x0002 | MUST MUST MUST 7.2
Print-URI 0x0003 [RFC2911]
Validate-Job 0x0004 | MUST SHOULD MUST 7.1
Create-Job 0x0005 RFC2911]
Send-Document 0x0006 RFC2911]
Send-URI 0x0007 RFC2911]
Cancel-Job 0x0008 | MUST MAY MAY 8.2
Get-Job-Attributes 0x0009 | MUST MAY MAY 8.3
Get-Jobs O0x000A | MUST MAY MAY 8.3
Get-Printer-Attributes 0x000B | MUST MUST MUST 4.5
Hold-Job 0x000C | MAY OPER ONLY | OPER ONLY | [RFC2911]
Release-Job 0x000D | MAY OPER ONLY | OPER ONLY | [RFC2911]
Restart-Job O0x000E | MAY OPER ONLY | OPER ONLY | [RFC2911]
reserved for afuture operation | 0xO00F RFC2911]
Pause-Printer 0x0010 | MAY OPER ONLY | OPER ONLY | [RFC2911]
Resume-Printer 0x0011 | MAY OPER ONLY | OPER ONLY | [RFC2911]
Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 31

Copyright (C) 2001, IEEE Industry Standards and Technology Organization. All rights reserved




882

883

884

885
886

887

PWG-DRAFT IPPFAX protocol July 27, 2001
Operation Name Code IPP/1.1 IPPFAX IPPFAX Reference
Printer Sender Receiver
Purge-Jobs 0x0012 | MAY OPER ONLY | OPER ONLY | [RFC2911]
Set-Printer-Attributes 0x0013 | MAY OPERONLY | OPERONLY |5.2
Set-Job-Attributes 0x0014 | MAY OPER ONLY | OPER ONLY | [ipp-set-ops]
Get-Printer-Supported-Vaues | 0x0015 | MAY OPER ONLY | OPER ONLY | [ipp-set-ops]
Create-Printer-Subscription 0x0016 | MAY OPER ONLY | OPER ONLY | [ipp-ntfy]
Create-Job-Subscription 0x0017 | MAY MAY MAY ipp-ntfy]
Get-Subscription-Attributes 0x0018 | MAY MAY MAY ipp-ntfy]
Get-Subscriptions 0x0019 | MAY MAY MAY ipp-ntfy]
Renew-Subscription 0x001A | MAY OPER ONLY | OPER ONLY | [ipp-ntfy]
Cancel-Subscription 0x001B | MAY MAY MAY ipp-ntfy]
Get-Notifications 0x001C | MAY MUST MUST 7.5
Send-Notifications 0x001D | MAY MAY MAY [ipp-indp-
method)]
reserved for a future operation
reserved for a future operation
reserved for a future operation
Get-Print-Support-Files 0x0021 | MAY MAY MAY ipp-ingtall]
Enable-Printer 0x0022 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Disable-Printer 0x0023 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Pause-Printer-After-Current- | 0x0024 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Job
Hold-New-Jobs 0x0025 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set2
Release-Held-New-Jobs 0x0026 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set2
Deactivate-Printer 0x0027 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Activate-Printer 0x0028 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Restart-Printer 0x0029 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Shutdown-Printer 0x002A | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Startup-Printer 0x002B | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Reprocess-Job 0x002C | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Cancel-Current-Job 0x002D | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Suspend-Current-Job 0x002E | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Resume-Job 0x002F | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Promote-Job 0x0030 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2
Schedule-Job-After 0x0031 | MAY OPER ONLY | OPER ONLY | [ipp-ops-set?2

ISSUE 28: Arethe entries in the Operations Conformance Table 6 correct?

8.2 Canceling jobs

It isinappropriate for a Sender to transmit a Document as an IPPFAX Job, receive confirmation of its
arrival and then cancedl it. Therefore:

The Sender SHOULD NOT attempt to cancel the print job once it has been sent to the Receiver.
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01

The Recelver MUST either (1) reject Cancel-Job operations not issued by an administrator targeted at

IPPFAX Jobs or (2) reject Cancel-Job operations targeted at IPPFAX Jobs altogether, depending on
implementation and/or policy. (The Recelver can distinguish IPPFAX Jobs from IPP Jobs by the

presence of the mandatory “ippfax-semanti csserder-tdentity” job-Job Description attribute - see section

3.2). The Cancel-Job operation therefore becomes a privileged operation on al IPPFAX Jobs or not
supported. This behavior is a change to the IPP behavior. Which implementation choice MUST be
reflected in the value of the “operations-supported” Printer attribute (see section 4.1.2).

If the issuer of the operation can be identified as an administrator, then the operation MUST behave as

defined in [4].

8.3 Querying jobs using Get-Job-Attributes and Get-Jobs operations

The public nature of IPPFAX interactions make it inappropriate for a IPP client to be able to query a

Recelver for certain information about jobs that it did not send.

The Recelver SHOULD restrict the job attributes that any Sender can request for any IPPFAX Job in a
Get-Jobs or a Get-Job-Attributes operation to appropriate ones for a public service. For example, an

implementation MAY return only the following Job attributes:

job-id, job-uri

job-k-octets, job-k-octets-completed
job-media-sheets, job-media-sheets-compl eted,
time-at-creation, time-at-processing

job-state, job-state-reasons
number-of-intervening-jobs

The exact choice of Job attributes that a client can query for IPPFAX Jobs, including not returning any,
depends on implementation and security policy and is outside the scope of this standard (asin IPP/1.1).

This attribute set allows a client to determine the load on a Receiver (and perhaps choose an alternative

destination or warn the Sending User).

See the discussion in section 8.4 of [4] for adescription of how a Receiver MUST behaveif it recelves a

request for an attribute outside this set.

An IPP administrator MAY read al attributes.

8.4 Job submission

The Sender MUST support sending IPPFAX Jobs to the Recelver using the Print-Job operation which

MUST include the “ippfax-semanti cssender-dentity” operation attribute.  The Sender and Recelver
MAY support additional Job Creation operations, such as Create-Job and Print-URI, along with the
Document Creation operations, such as Send-Document and Send-URI.
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9 Security considerations

IPPFAX presents an interesting challenge of balancing security and openness. Many of the envisaged
uses of IPPFAX require confidentiality of the data — at the same time the Receiver typically has no prior
knowledge of the Sender or the Sending User. This last point will normally rule out al user-based
authentication and access control. Thisis the reason for the restriction placed on querying and canceling
IPPFAX Jobs.

9.1 Privacy

Any exchange between a Sender and a Receiver MUST be carried using the privacy mechanism
specified in IPP/1.1 namely TLS[9]. In some cases thiswill also result in mutual authentication of the
Sender and Recelver (in the case where both sides have certificates).

The Receiver MUST have a TLS certificate.

The Sender MAY have a certificate. A Recelver MAY decide to rgect requests that come from
Senders that do not have a certificate and return the ‘ client-error-not-authenticated’ status code.

A Sender can either useits own certificate or it can use one associated with the Sending User.

9.2 ippfax-sending-user-certificate-uri (ectetStrirg32k{MAXHuri operation/Job
Description attribute

The Sender MAY supply this operation attribute in aPrint-deban | PPFAX Job Creation or Validate-Job |
operation; the Receiver MUST support this operation attribute. The use of TLS assures the Sender and
the Sending User that the Recelver iswhat it claims to be.

The use of sending side certificates can assure the Recelver that the Sender iswho it clamsto be (if the
Receiver chooses to enforce the requirement that the Sender MUST have a certificate). This operation
attribute is only valid on the Print-Job and Validate-Job operations. A Receiver MUST support this
attribute and MAY require this attribute so it MAY positively identify the Sender. If REQUIRED but
not supplied then the Receiver MUST reject the request and return the ‘ client-error-not-authenticated’
(see[4]). If supplied then this attribute MUST contain the TL S certificate as defined by X.509V 3[13].

9.3 Access control

It is expected that the majority of IPPFAX Receiverswill operate in a public mode. However a Receiver
MAY protect itself using any method specified in [4] (digest authentication [9] for example) to restrict
access to any or all of its functionality.
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However the primary intent of PP Fax isto create a controlled public access mode. It therefore does
not really make much sense to combine IPPFAX and user authentication there are achieving the same
thing.

9.4 Reduced feature set

An administrator or device implementer MAY choose to setup up a device so that it only works as a
IPPFAX Receiver (i.e., offers no 'native' | PP operations and does not accept 1PP Jobs). In this mode it
offers arestricted set of features and MAY be more safely connected to the Internet.

A Receiver that is operating in this mode SHOULD do so by rejecting any non-1PPFAX request and
return a‘ server-error-operation-not-supported’ error status code. For job operations attempted on
IPPFAX Jobs, the Receiver SHOULD return the ‘client-error-not-authorized' error status code, unless
the Sender is authenticated as the system administrator and the Receiver supports such access.

10 Gateways to other systems

A common scenario will be where IPPFAX acts as an on-ramp or off-ramp to other Document
transmission systems.

10.1 Off-Ramps

In the IPPFAX 'Off-ramp' scenario the user with a Document to send uses an IPPFAX Sender to
transmit a Document to an |PPFAX Receiver within a gateway that in turn transmitsit to some other
destination, i.e. GSTN FAX. Table 7 lists the attributes that a Recelver MUST support if it acts as an

Off Ramp:
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Table 7 - REQUIRED Off-Ramp Attributes

Operation and/or Job Description Attributes | Type Corresponding Default and Supported
Printer Description Attributes

ippfax-off-ramp-uri (uri) OA, JD | ippfax-off-ramp-schemes-supported (1setOf
uriScheme

i ppfax-off-ramp-retry-count JD N/A

(integer(0:MAX)

ippfax-off-ramp-max-retry-count OA, JD | ippfax-off-ramp-max-retry-count-default

(integer(0:MAX)) (integer(0:MAX))

i ppfax-off-ramp-max-retry-count-supported
(integer(0:MAX))

ippfax-off-ramp-retry-interval OA,JD | ippfax-off-ramp-retry-interval-default
(integer(1:MAX)) (integer(1:MAX))
ippfax-off-ramp-retry-interval-supported
(rangeOfinteger(1:MAX))

L egend:
OA - Operation Attribute in a Job Creation operation

JD - Job Description attribute

10.1.1 ippfax-destinatienoff-ramp-uri (uri) operation attribute and Job Description
attribute

If the Sender is sending the IPPFAX Job to an Off-Ramp Recelver, the Sender MUST supply this
operation attribute; if the Recelver supports acting as an Off-Ramp Gateway, the Receiver MUST
support this Print-Job and Validate-Job operation attribute.

If the Sender supplies the attribute, the Receiver MUST use its value to populate the Job object’s
corresponding“Hppfax-destiration-uri{urt) Job Description attribute of the same name.

10.1.1.1 ippfax-destiratienoff-ramp-schemes-supported (1setOf type2
keyweorduriScheme) Printer Description attribute

The Sender SHOULD read this Printer Description attribute using the Get-Printer-Attributes operation
if it is going to send the IPPFAX Job to an IPPFAX Recelver acting as an Off-Ramp Gateway; if the
Recelver supports acting as an Off-Ramp Gateway, the Receiver MUST support this Printer
Description attribute. This attribute identifies the list of off-ramp URI destination-scheme names that
the Receiver supports for forwarding Documents to final Destinations. If the Receiver does not act as
an Off-Ramp Gateway, then this attribute MUST NOT be supported, i.e., the Receiver does not return
this attribute in the Get-Printer-Attributes response.

Standard URI scheme values include:
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‘non€ : No off ramps are supported; MUST NOT be used with other values

‘mailto’: The Recelver attaches the document to amail note and mails it to the destination URI
‘tel’: The Receiver dials the numbers and forwards the job

‘fax’: The Recelver sends the document to the indicated FAX phone number.

ISSUE 29: What does the ‘tel’ scheme do for IPPEAX?

From the list of supported schemes, the user selects the desired scheme with which the Senderit then
popul ates the “ippfax-destinationoff-ramp-uri” (uri) operation attribute on Print-Job or Validate-Job
requests.

10.1.2 ippfax-off-ramp-retry-count (integer(0:MAX)) Job Description attribute

If the Recelver supports acting as an Off-Ramp Gateway, the Receiver MUST support this Job
Description attribute. The Receiver sets this Job Description attribute to O when creating the job and
increments each time it retries to send the job to the Off Ramp. The Receiver increments the value of
this attribute each time it retries to send the job after the first failure. |If the first time succeeds, this
attribute remains with a 0 value.

10.1.3 ippfax-off-ramp-max-retry-count (integer(0:MAX)) operation/Job Description
attribute

The Sender MAY supply this attribute when sending to an Off-Ramp; the Receiver MUST support this
atribute if it acts as an Off-Ramp. This attribute specifies the maximum number of retires that the
Receiver will attempt acting as an Off-Ramp after the first failure to send. |f supplied by the Sender, the
Recelver populates the “ippfax-off-ramp-max-retry-count” Job Description attribute with the same
value.

10.1.3.1 ippfax-off-ramp-retry-count-default (integer(0: MAX)) Printer Description
attribute

The Receiver MUST support this attribute if it acts as an Off-Ramp. The Printer populates the Job’'s
“ippfax-off-ramp-max-retry-count” Job Description attribute with this value, if the Sender omitsiit.

10.1.3.2 ippfax-off-ramp-retry-count-supported (rangeOfinteger(0:MAX)) Printer
Description attribute

The Receiver MUST support this attribute if it acts as an Off-Ramp. If the Sender submits an “ippfax-
off-ramp-max-retry-count”, it MUST be in range of this attribute; otherwise, the Printer MUST reject
the operation with the ‘ client-error-attri butes-or-val ues-not-supported'.
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10.1.4 ippfax-off-ramp-retry-interval (integer(0:MAX)) operation/Job Description
attribute

The Sender MAY supply this attribute when sending to an Off-Ramp; the Receiver MUST support this
attribute if it acts as an Off-Ramp. This attribute specifies the number seconds between retries that the
Receiver will attempt acting as an Off-Ramp after the first failure to send. |f supplied by the Sender, the
Recelver populates the “ippfax-off-ramp-retry-interval” Job Description attribute with the same value.

10.1.4.1 ippfax-off-ramp-retry-interval-default (integer(0:MAX)) Printer Description
attribute

The Receiver MUST support this attribute if it acts as an Off-Ramp. The Printer populates the Job’s
“ippfax-off-ramp-retry-interval” Job Description attribute with this value, if the Sender omitsit.

10.1.4.2 ippfax-off-ramp-retry-interval-supported (rangeOfinteger(0:MAX)) Printer
Description attribute

The Receiver MUST support this attribute if it acts as an Off-Ramp. |If the Sender submits an “ippfax-
off-ramp-retry-interval”, it MUST bein range of this attribute; otherwise, the Printer MUST reject the
operation with the ‘ client-error-attri butes-or-val ues-not-supported'.

10.2 On-Ramps

In the IPPFAX On-Ramp scenario the user originally sent the Document using some other mechanism
to some intermediate agent. The intermediate agent, acting as an IPPFAX Sender, then uses the
IPPFAX protocol to transmit the Document to an |PPFAX Receiver which MAY be either afinal
destination or an Off-Ramp. IPPFAX has no specific support for on-ramps.

11 Attribute Syntax

No new attribute syntaxes are defined.
HHPPEAX-

ISSUE 3048: CanOK that we get-got rid of the new ‘octetString32k’ attribute syntax and use existing
IPP/1.1 attribute syntaxes, so that existing | PP systems can be used as gateways?
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12 Status codes

No-new-status-codes-are-defined—I n addition to Fthe status codes defined in [4] and [11], the following
status code is defined:are-to-be-used.

12.1 client-error-missing-required-attribute (0x0419)

The client has failed to supply one or more attributes in a request which are REQUIRED to be supplied.
The requirement can be because of the Printer’s current configuration or because of some other
attributes that the client supplied. The Printer MUST reject the request, return the ‘ client-error-
missing-required-attribute’ status code, along with the keyword attribute name (but not the value) of the
missing attribute(s).

ISSUE 31: Isthe description of this new ‘ client-error-missing-required-attribute’ (0x0419) status code
sufficient?

13 Conformance Requirements

This section summarizes the conformance requirements for IPPFAX Senders and IPPFAX Receivers
that are defined elsawhere in this document.

ISSUE 3219: Do the conformance requirements look ok?

1. The Sender MUST supply and the Receiver MUST support the “ippfax-semantics’ operation
attribute in all operations to get the IPPFAX semantics as described in section 3.2.

2. The Sender MUST query and the Recelver MUST support the attributes using the Get-Printer-
Attributes operation as described in sections 4 and 5 and Table 1.

3. The Sender MUST supply and the Receiver MUST support the operation/Job Description
attributes for |dentify Exchange as described in section 6.

4. The Sender MUST support submitting and the Receiver MUST accept |PPFAX Jobs as defined
in section 7 and Table 2, Table 3, Table 4, and Table 5.

5. The Sender MUST place the Sender’ s identity on every page as required in section 7.8.

6. The Sender and Receiver MUST support the operations as indicated in section 8 and Table 6.

7. The Sender and Receiver MUST support the security mechanismsindicated in section 9,
including TLS.

8. If the Sender and Receiver support Off-Ramps, they must support the attributes defined in
section 10.1.
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14 IANA Considerations

Need to register the new attributes and the new status code. Text TBD.

15 Appendix B: vCard Example
The following ASCII text is acomplete vCard [10, 19, 20] example:

ISSUE 33: Need version 3.0 of vCard, since it is an RFC, while version 2.1 is not.

BEGIN:VCARD

VERSION:2.1

N:Moore;Paul

FN:Paul Moore

ORG:Peerless Systems Networking

TEL;CELL;VOICE:(206) 251-7008

ADR;WORK:;;10900 NE 8th St;Bdlvue;WA;98004;United States of America
EMAIL;PREF;INTERNET:pmoore@peerless.com

REV:19991207T215341Z

END:VCARD

ISSUE 3420: |sthis example accurate? The phone number format seem wrong.
ISSUE 35 (repeat): What vCard restrictions? No pictures, no |ogos, no sound?

16 Appendix C: Generic Directory Schema for an IPPFAX Receiver

This section defines a generic schema for an entry in adirectory service. A directory service is ameans
by which service users can locate service providers. In IPP environments, this means that |PP Printers
can be registered (either automatically or with the help of an administrator) as entries of type printer in
the directory using an implementation specific mechanism such as entry attributes, entry type fields,
specific branches, etc. Directory clients can search or browse for entries of type printer. Clients use the
directory service to find entries based on naming, organizational contexts, or filtered searches on
attribute values of entries. For example, aclient can find al printersin the "L oca Department” context.
Authentication and authorization are also often part of adirectory service so that an administrator can
place limits on end users so that they are only allowed to find entries to which they have certain access
rights. IPP itself does not require any specific directory service protocol or provider.

Note: Some directory implementations allow for the notion of "aliasing”. That is, one directory entry
object can appear as multiple directory entry objects with different names for each object. 1n each case,
each alias refers to the same directory entry object which refers to asingle |PP Printer object.
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The generic schema s a subset of PP Printer Job Template and Printer Description attributes
([RFC2911] sections 4.2 and 4.4). These attributes are identified as either RECOMMENDED or
OPTIONAL for the directory entry itself. This conformance labeling is NOT the same conformance
labeling applied to the attributes of 1PP Printers objects. The conformance labeling in this Appendix is
intended to apply to directory templates and to | PP Printer implementations that subscribe by adding
one or more entries to adirectory. RECOMMENDED attributes SHOULD be associated with each
directory entry. OPTIONAL attributes MAY be associated with the directory entry (if known or
supported). In addition, all directory entry attributes SHOULD reflect the current attribute values for
the corresponding Printer object.

The names of attributes in directory schema and entries SHOULD be the same as the | PP Printer
attribute names as shown, as much as possible.

In order to bridge between the directory service and the |PP Printer object, one of the
RECOMMENDED directory entry attributes is the Printer object's " printer-uri-supported” attribute.
The directory client queries the "printer-uri-supported” attribute (or its equivalent) in the directory entry
and then the | PP client addresses the | PP Printer object using one of its URIs. The "uri-security-
supported"” attribute identifies the protocol (if any) used to secure a channel.

The following attributes define the generic schema for directory entries of type PRINTER:

Table 8 - Generic Schema Directory Entries

All of the attributes in [RFC2911] section 16 Appendix E Generic Directory Schema, plus:
ippfax-versions-supported (1setOf type2 keyword) RECOMMENDED  section 5.1
ippfax-semantics-supported (1setOf type2 keyword) RECOMMENDED  section 5.2
document-format-supported (1setOf mimeMediaType) RECOMMENDED  section 5.3
ippfax-uif-profiles (1setOf type2 keyword) RECOMMENDED section 5.4
ippfax-off-ramp-schemes-supported (1setOf uriScheme) RECOMMENDED  section 10.1.1.1

ISSUE 36: What other Recelver attributes should go in the Generic Directory Schema for an |PPFAX
Receiver?

ISSUE 37: OK that it is of abstract type printer?

ISSUE 38: Should the concrete type be ‘ IPP’ (since the ‘ipp’ schemeis being used), or ‘ IPPFAX’ to
differentiate it from an | PP Printer?

ISSUE 39: |sthe conformance right?
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ISSUE 40: Should we add authors to PWG standards like we do IETF RFCs?

ISSUE 41: Should we add participants to PWG standards like we do IETF RFCs?

18 Revision History (to be removed when standard is approved)

Revison Date Author Notes
1 1/16/01 | Paul Moore, Netreon Initial version
2 2/27/01 | Paul Moore, Gail Specify TLSas MUST
Songer, Netreon Removed Cover page and combined device
Added need for big text types
3 4/11/01 | Gail Songer, Netreon Move attribute definition to first reference
4 5/24/01 | Tom Hastings Editorially updated the document to follow the style

of the IPP standard documents. Added 23 issues to
be reviewed. Capitalized the specia terms throughout
without showing revisions in order to make the
document with revisions more readable.

5 5/21/01 | Tom Hastings, John Updated from the 6/6/01 telecon agreements on most
Pulera, IraMcDonald | of the 23 issues. There are 20 issues remaining,
mostly new.
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