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22" CC

UF-CCDB Workshop in Toledo (Day 1)

Thursday 10 November

Buenavista 1

Buenavista 2

9:00 - 9:30

9:30 - 10:00

10:00 - 10:30

10:30 - 11:00

11:00 - 11:30

11:30 -12:00 iTC Chair Meeting - Brian Wood
12:00 - 12:30

12:30 - 13:00 LUNCH

13:00-13:30 Buenavista 3 + Foyer

13:30 - 13:45 Welcome

13:45 - 14:15 Big Changes Coming - Michael Vogel, Mike Grimm
14:15 - 15:00 CCUF over the next 2 years - Lachlan Turner
15:00 - 15:30 Break

15:30 - 16:00 Joint Session

16:00 - 16:30 -iTC Updates - Question & Answers
16:30 - 17:00 - CCDB Updates - office hours

18:00 onwards Happy Hour - Hotel bar




22nd CCUF-CCDB Workshop in Toledo (Day 2)f

Friday 11 November

Buenavista 1 Buenavista 1

9:00 - 9:30
Biometrics iTC - Brian Wood

|7:30 - 10:00 NDiTC - Kristy Knowles (Closed Session)

10:00 - 10:30

NIAP Automation — Kevin Gallicchio
10:30-11:00

11:00-11:30 Break

11:30-12:00 ND iTC - Kristy Knowles
Mobility TC — Kevin Gallicchio /

12:00-12:30 (Closed Session)
12:30- 13:00
13:00- 13:30
13:30 - 14:00

LUNCH
Buenavista 3 + Foyer

14:00 - 14:30

- Mobility TC— Craig Pezold HCD iTC - Kwangwoo lee
14:30 - 15:00

15:00 - 15:30 Break

15:30 - 16:00

16:00 - 16:30
16:30-17:00




22"4 CCUF-CCDB Workshop in Toledo (Day 3)

Monday 14 November

Buenavista 1

Buenavista 1

9:00 - 9:30 ISO Updates - Kwangwoo Lee
9:30 - 10:00
CCUF Tools Training - Brian Wood
10:00 - 10:30
10:30 - 11:00 Break
11:00-11:30
1130 _1200 EUCC& {:HJE'I— M|EUEI Banﬂn
12:00-12:30
12:30-13:00 LUNCH
13:00-13:30 Buenavista 3 + Foyer
13:30-14:00
12:00 - 14:30 Open discussion iTC, CCRA etc - Brian Wood
14:30 - 15:00 How do we make SDs more consistent across iTCs or do we want to - Michael Vogel
15:00 - 15:30 Closing - Kwangwoo lee
15:30 - 16:00 Break
16:00 - 16:30 DSCIiTC (Closed session)

16:30-17:00




* CCUF Management Group, for
organizing the workshop

._‘*l‘
* Cnxtd Event Media Corp, for & 2 8
supporting our workshop, providing I [‘ - |
facilities and working with the venue I\ e

managers. In particular:

* Bill Rutledge
* Andrew Baranich )
B Hotel Eurostars Palacio Buenavista

* Oscar
s * YOU, for arriving early to attend the

workshop CWD
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CCUF Workshop
Toledo Spain

Joint Session
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Welcome iTC updates CCUF Responses  CCDB Updates Office hours
to CCDB and responses to
Questions CCUF Questions CCUF WOkahOp

Toledo Spain

Biometric iTC
HCD TC

Network iTC

SW Apps ITC
DSCITC

DBMS ITC

iTC Chair Update
CCin the Cloud

CCUF Toledo
Workshop

* Opportunities for Face to Face
meeting are valuable
* TCs meeting and Joint
Session

* Participate in the supporting
projects

* Give your support to the
CCDB, I1SO and other
relationships

* Contribute to the general
discussions on PPs and
ancillary topics

Welcome (Petra Manche)



What’s changed? iTCs and workgroups

* Last big set of changes to CC led to establishing iTCs and workgroups to
* We are meeting in person © develop protection profiles and assurance activities

* |t has taken a while, but there are iTCs for
Application Software
Biometrics

* iTCs and workgroups continue to grow ,
* Database Management

* Certifications are becoming more automated

* EU CCis on the way Dedicated Security Components
. 2 , Full Disk Encrypti

* Revision to ISO/IEC 15408 and 18045 is complete; ISO/IEC 22216 too | - o rof o

* Possible adoption of ISO/IEC 15408:2022 * Nutwark Funcamantas anc Fifewal
* USB Portable Storage Device

* A newish warkgroup for “CC in the Cloud”

Certifications and automation EU CC is on the way

* FIPS 140 Is moving towards automation for
* Algorithm testing (CAVP) . Arrival Of EU CC
* Entropy quality analysis [ESV)
* Ingesting data from module reports (WebCRYPTIK)
* Investigating automated review of module testing and dotument (ACMVP}

* Transformation of SOGIS

* Similar developments in Commaon Criteria community . . 4
* Evaluation laboratories offering test harnesses and automation * A major topic here in Toledo
* GitHub tookng and documentation templates s "EU CC & CRA”, Monday session

* NIAP developing a schema for NP protection prafiles

* “Updates from Schemes and ITCs: EU Updates” at ICCC, November 16 9:00 -
=>See "Advances in the Use of Commeon Criteria: Tool Support” at ICCC, Novernber 17 9:00 - 10:30 10:30

- "Advances in the Use of Common Criteria: Select Topics” at ICCC, November 16 11:00 - 12:30 ¢ “CC In New Domains: New App“cations" at |CCC, November 16 15:30-17:00
= "Meeting Customer Requirements: Process Improvement” at ICCC, November 17 10:45 - 12:15

Possible adoption of ISO/IEC 15408:20227 Updated ISO standards

* Current version of CC is Common Criteria v3.1 Release 5 * “EU CC & CRA”, Monday session Ehanges Coming to
* Authored by CC Development Board -OMMmon Criterig
* Maintained by CC Maintenance Board
* ISO/IEC 15408:2022
* Authored and maintained by ISO/IEC SC 27 WG3
« |f CC management decided to adopt ISO/IEC 15408:2022, would need
to consider
* Updates to CC operating documents

* Revisions to protection profiles and supporting documents Blg Changes C0m|ng _ M'Chael Vogel / Mlke Grlmm

* May have a long transition

* |ICCC, November 15, plenary session
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Once word to describe the next few years:

CCUF

What should we do over the next few years?

Turbulent
Automation
Fluz
Interpretation

People Networking

Collaborating

Information sharing

Creating community to work together

Providing support for working groups / TCs

Humanizing stakeholders

In-person working meetings — effective to getwork done
Diversity of perspective

Without CCUF there would be no iTCs

: vellq
smmunication — hard to find things
Coordination
Engagement / marketing
Internal participation — getting more of our members to be active
Discoverability of information
End user participation - trying to make the CC relevant
Spread the word about CC
Information sharing — onboarding peopleto the CC
Hard to figure out what iTCs are doing [ where they are at
Getting broader participation

What should we prioritize ?

Freguent getting togetherto share knowledge between stakeholders
Communication / Regular updates

Organizing existing information

Supporting Automation

Supportfor CCin the Cloud

CC recruitment/ training / engagement

How to get consistency for the same reguirements across PPs (e.g. TLS, X509 etc)

CCUF over the next 2 years (Lachlan Turner)
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Biometric iTC, DSCiTC, iTC Chair Update (Brian Wood)
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Kwangwoo Lee (HP)
HCD iTC chair
November 10, 2022

Highlights

coliaborative Protection Profile for
Hardcopy Devices

Acknowledgrmania
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The iTT hars worked on the followang iterms:

1. Comglete Evaluation Actaity Develaomaent

2. Rivewng compenng, and collsbarating with OTHER (TG
3 Panting setup of a1 HCD Interpretatians Taam

& Estshinheg Wnterpretation Team (HT)

Current I5sues

HCDITC

= The Hardcopy Devices international Technical Community (HCD iTC) has
representatives from Industry, Common Criteria Test Laboratories,
Schemes, Government agencies, and Consultants

* The team is comprised of 74+ members including 20+ active members
« 20+ of us work collaboratively at reqular meeting attendance

B Leomork w ocd Canon Xerox RICOH m 8 KYOLERS
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Highlights: Github Issue & Review Comments

546+

HCD iTC Executive Summary

Title Hardcopy Devices
Workspany 10Oy 11 Jugest
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(CC Portad frits (Mewes crrenorir fanacortl Mgt tagpe paess it

Kaangwoo Les | Al Sueeet
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Essontial Secunty VLT, 2020-05-08 [Lyse}
ReQurememis

Penition Staternents {LUs]  lapan, Reoutile of Korea. US

Securtty Hrotdem Ll Redaaie for #C0 TC rnoonal R W03, 200108051

Defniticn Pubiic Review Oraft (0.4, 2021-05-090

Srvve ber N

History of Security Standardization for Hardcopy Devices

HCD cPP v1.0 ISO/IEC 15408 (CC) Common

SOAECTC 1

(EEE 2600.1 PP nco»no
(EAL 34) £ 2015 :2022.10.31  1SO/IEC 18045 (CEM) Security
1EEE 2600.2 PP | (Published) :2022.08 Guideline
{EAL 2+) (Published) (wie)
12009
Highlights
310ct | The HCD iTC has published their collaborative P Profile and Supporting Document v1.0.
2022

Please visit the HCD ITC home page for more information and to access the published documents.

B Multi-Function Devices - 1 Protection Profile
Pratertion i Versim|  Messmsoce Lol | Tosieesl
1h e mrpn

HCD iTC Update (Kwangwoo Lee)



DBMS iTC Update
CCUF November 2022

Maureen Barry

DBMS ITC chair

Oracle Security Evaluations - Global Product Security
November 10, 2022

Highlights
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Pepeat of Deveiopers Tess: The evabaance repeanid e sume of Be Oneslaper s 51 wsh wire Dased oo the
12itg srennenty dedwied i the Supoorieg Document for e colsboative Proteciian Profile lof Datadase
Manigerwnt Synens OF, 7 Aprd 2000, Vedn 817

Who are we?

The Database Management System (DBMS) international Technical Community
has representatives from Industry, Government agencies, Consultants and
Common Criteria Test Laboratories

= Theteam is comprised of 33 members including 19 active members
» 13 of us work collaboratively at regular meeting attendance
=  Scheme participants include Sweden, Germany and Japan

1) Technologies ~
9 B Microsof o D DEKRA
= SEC= CSEC On the st cde
T ———. DL ghtship Security
TERONI ORACLE: CCMBITECH
Future Activity
* Supporting CC in the Cloud activities .‘- x

« Mapping cPP and Supporting Document to cioud implementations

Sunsetting of the German 85I DBMS PP v2.12
« Valid until 04 April 2027

« Sunsettad once the new DEMS Supportng Dacument & appeoved which woet happen until a Hes

luation

Another ¢PP version?

« Oneatatime x]

DBMS iTC Update (Maureen Barry)



CC in the Cloud update
Virtual CCUF Workshop
November 2022

Brandon Harvey
Principal Security Ar

Technical Writor, TCaC TWG

What is our goal?

* The current standard does not
allow for service evaluations. We
are focused on product
evaluations In Cloud
deployments.

* To enable Common Criteria
assurance for Cloud use cases

* Provide guidance and
documentation to support this
effart

Guidance for PP Authors

* Process to develop PP modules
for CCitC using the Threat Model
in the ESR

+ Moedular design can be enforced
by PP Configuration

¢ot, Oracie Secutity Evalustions

Who we are:

* The teom is comprised of 58 members including about 15 active members
PLightship Security

s
s
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—
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p MACSCiammmn

Mapping Evaluation Frameworks

* There is a bilateral - - - -
relationship between Cloud - - -
authorization providers
(FedRAMP, C5, CSA, etc) and

* Controls can be mapped from
the Cloud Service Provider
down to the TOE.

Long term or Aspirational Goal-a Reminder

CC for ICT products running in cloud (not CC for services or cloud providers)

Providing assurance for products in a cloud scenario (not for the cloud
administrative functionality—this is what the Trusted Provider part will cover)

Obtain endorsement from the CCDB as an ITC

Have the CCRA formerly accept solutions to evaluate IT products in the cloud
Provide guidance to evaluate a product/service in a cloud enviranment:

* Short term via modules/supporting documents

* ~5 years--Next version of Common Criteria 1SO standard (15408)

Project Timeline ﬂ

March 2020 Mar 2022
Projoct Bks A8 150 Prbbohad
J Septa020 May 2022
WA, AGA wad DS
Trusted Platform Concept o

CCin the Cloud Update (Brandoﬁ Harvey)

Uses existing PPs to compose a
trusted platform “stack”

Can be formed from HW Root of *  —
Trust to Application Layer  — - —

Relies on existing PP Assumptions
and Objectives

How to Contribute

! Join the discussion = s comices -5
_~
—

2 Submit ISSUES ~ npsupthus comtem-she-ciou e

3 Come to the meetings — rumesottnes

4 Check the website for developme

!
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ND ITC MEMBERS

. . CCDB Haison - US
N ETWO R K DEV' E ) Vendars | Schemes | €CTLs { Covernment | Consubants | Academia -
C Chatir — Kristy Knowles (Clsco)

iTC U P D TE £ - au _ l“'"” Tl’elll)( %% paloalto RIIRIIT Vice Chair — Michael Vogel (atsec)
A Pt ey cisco {

Sub-Groups
@ BROADCOM MITRE TERON .

Editorial -« Mark Jackson (Cisco), Michael Vogel {atsec) and Kristy Knowles (Cisco)
Network iTC Interpretation Team (NIT) - leads, Michael Vogel! (atsec) and Andy Nissen
(Treldlix)

Maintenance {TC Network Team [MINT) - lead, Ken Dill (Cisco)

TLS Subgroup - lead, Kristy Knowles (Cisco)

X.509 Subgroup - lead, Kenji Yoshino [Lightship)

Core Protections Group - lead, Kevin Micciche (HPE)

WHERE WE ARE WHERE WE ARE WHERE WE ARE GOING

| NDcPPv2.20 | \ Current allowead PP Modules | NOCcPPY3.0 draft
| : RTINS * 03 OCl 2022 xal J | - e
* Actively being daimed by numerows vendaors * Al Wl B = e ey o Fdl !‘l '3 = R ; “k' 0"‘-30 ‘: :003%1’0:’!;):‘:“ i
' C o NTHY OLM * P C Raviaw S, 0
. P luh'- d 23 MAR 2020 * PP-module for Stateful Traffic Filter Firewath, Ve 1.4 +Ercata 20200625 {25 R Ve,
Pub oo
* Certilied on it vse 30 DEC 2020
dorsed and Pogted by NIAP 27 MAR 2020
* Endorsed by Canodion Scheme 21 OCT 2021

une 2020) * Torget refease by end of Jon 2023
PP-Module for Yolce /Video aver IF [VValP] Endpaints, Yer, 1.0 (28 October 2020) NDcPPv3.0 finks
PP.-Module for Wireles: intrusion Detection/Prevention Systorms {WIDS /WIPS), Vor, * Roadmap {Only Office):

|

L

1.0 (30 September 2020}

| e sfot e onlyol flos com

| Sunset of older NDePP versions 11 JAN 2022 PP-Module for Enterprise Session Controlled (ESC), Ve, 1.0 (19 Novambear 2020)

"
PP-module for Intruion Prevention Systenms (IPS), Ver 10411 Moy 2021) d

aft Announcement {Only Office):
' couseiafonam.onlyoffice.com
* collaborative Protection Protile for Natwork Devices Version 1,0 Module for Vistual Private Natwork (VPN] Gateways, Ver. 1.2 (31 March & Q&407 #comments

hox or Vis = Gateways, Ver. 1. ] T

4} GitHub Draft Beonch:
PP-Module for Wireless Locol Areo Network (WLAN] Acosss System, Ver, 1.0 (31 t s/ /ity o /NI
Maorch 2022) * Github Issue Trockes:
collobarativa Prataction Prafile for Natwork Devices Varsion 2.1 iz / /aithubscoen /ND

collabaorativa Prataction Prafile for Network Devikes Version 2.0
atlve Praroction Pratile for Network Devices Version 2.0 + Erroto
14

WHERE WE ARE GOING WHERE WE ARE GOING

D 20 drat HOPPY 3.8 moser chomges * Added teams by swhgroup
i NDcPPV3.0 draft [ Added 1S v1.3 * Added permissions rules by team

Removed TLS v1.1 / DILS 1.0

* 03 OCT 2022 - Dvaft of 3.0 refeosed for public review
* Public Raview 4 weeks, through 30 OCT 2022 " - - e L
COCMB comment resolufion from thelr review of the Supporting G !

Document v2.2 nvo
Added ALC_FIR a2 an optienal addifional assurance AN
[ ”
| NDePPv3.0 links component 1o bettes align with ELICC TRANS'"ON
SSH SFRs removed, NAP's Functivnal Packoge now required
for SSH

Updoted references to standards (RFCs ond NIST SPs)

* Jarge! releme by end of Jan 2023

Remaved support for published hash os a meons of providing
software intagrity

Address formatiing comments

¥ docomen tas dane - LA Do
NxPP Roodmap Deaft Amowncemmes [ o ’ Gintsb bowm Trocker 1¥ docoment updates done In GitHub {AsdiiDox)

23 colloborators :
L Y SR —
| N """‘.'.‘."‘"S‘.W’,",‘l:" By e TR A il e
B (B Sarteg o 00 =
O el e e e wbb
e—pe

Network Device iTC Update (Kristy Knowles)

THANK YOUI




TrelhX 1he:
/2. Current Status B Resources
“Z= . Leadership Change 11+ Main Page: https.//appswcpp.github.io/
— * 2022/04/0% Andy N, 4y« Git Hub: https://github.com/appswcpp
<33+ V10 cPP_APP_SW published in April 2541 * File issues here
™ ! » Server & Agent Modules 552252:
n i » Current work —_y

App SWITC - Update » Soliciting Position Statements ~~——=2-
» Getting everything on the CC paortal

T ’, s . + Developing Processes
Andy Nissen (andy nissen@trellix.com) « Interpretations/Workflow

» Work plan ‘
‘ - Trelix ° TreliX

Update from 2022/08
. App SW cPP, SD + modules released (2022/04)
. Looking for Scheme Support
. Received feedback, from a scheme, to be
reviewed and incorporated
. Working on adding Mac OS ?? Platform
. Adding mobile platforms on deck.

Application Software iTC Update (Andy Nissen)



https://www.commoncriteriaportal.org/communities/application_software.cfm
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Questions from CCUF on CCDB for joint CCDB-CCUF Enaret wonla b b carifetions in the £U wouldbe | st EUCC sl net st e foree Smmnedistely apon

affected for products that are intendad to be listed on adoption, but after a period of 1-2 years.
¥ NIAP's PCL.
meeting at CCUF WS, November 2022 NTAP will provide assessmment on the effsct of products
michael vogel (on behalf of the CCUF MG), V0.2, 06.10.2022, public intanded to be listad on the PCL after these discussions
conclude.
Introduction Smver dnsine CCUE WS (2022711 CCRA/EUCC Coexistance WG
Thiz iz 2 collaction of questions from the CCUF to the CCDE for diseuszion during the joint CCDB-CCUF meeting at the CCUF WE, Additional details will be provided after the Now 2012
Movember 2022, Questions have bean collected via a survey that has been initiated by the CCUF MG on Qpl:Qffice, This decument iz Implementing Act is published. The EU members are
handad over on behalf of the CCUF MG to the CCDEB. mesting m two weeks, at which point we should hawve a
better estimate on when the Implementing Act will be
TCpiCE publizhad.
The questions are grouped into differsnt categories. The order does not reflect any prioritization. NIAP will provide assessment on the effact of products
Questions related to the revised CCRA, EUCC, [JCs cFPs 50 (ITC) intended to be listed on PCL after these diseussions _
| This catezory summarizes all questions related to the revised CCRA 1TCs cPPs SDs unless covered in another catezory conelude. EUCC Implementing Act
No. Queztion Anzwer ITC.22_03 | Can you please provide an update about the update of the | Answer durne virtual CCUF WS (2021/10): fiics 7
; o ; E iz ; S inaksing EUCC Implomenting Act
ITC22_01 | Can the CCDB please provide an update on the status of | Answer durine virtual CCUF W3 (2021/101; 1TC prossss? A mors simplified {TC procsss iz undsr discussion m the st Lancps o AR
the EUCCT The CCDB is providing an update to the CCUF at the CCDB meetings, and an update is expected soon. s 1.9
. - HCO apran
joint seszion on EUCC. Anewer during virtuzl CCUF WS (2022/05); R e—————
& more simplifisd {TC procsss is under discussion in th Wortag dacvemrt
Anewer durine virtual CCUF WS (2022/05); CCDE mastines snd on the ssends for tomommone. brore pesera: 2 prve
The CCDE ha:z contmued discussions with the ,o;:v:‘:mn‘ Reyaares G We are (still) here
commission and the gemeral statuz 15 mare or less the Answer during CCUF W8 (2022/11): adgron .
same, but details are bemng refined. We expect to provide The simplified {J{, process iz antering itz final review Coargorm torce S Expected Q7 2027
mere details at the next joint meeting. process.

Answer dunme CCUF WS (2022/113:
The CCDE haz continued discussions with the Questions related to the Common Criteria themselves (CC)
commission and the general status i= ppope ot Jess the This category summarizes all questions related to the comman critena themselves
same, but details are bemg refined. An mformal analysis

Differences between CCRA and EUCC Scheme

- S - No. Dueztion Answer . Lo et
f the differences bafv the CCREA and the EUCC [V ———— S Y
e — = =1 [CC2201 | Canthe CCDB talk about the plan to adopt and roll out the | Answer durine CCUF WS (2022/11); et
the baziz of our disenssions and 13 provided hare 2z an [y} new version of CC7 The CCDEB has recommended the approval of CC:2022 = ¢ oy gy 1 1
Additional details will b vided after fh a) What is the strategy? and CEM:2022 derved from ISOIEC 153408:2022 and PV e ey oy b+ e o e P Ty
—— oha gems T T RO = e b) TWill there ba a transition period? 180452022, ~ — e

Implementing Act 1s published The EU membars are

- 7 - T
meeting m two weeks, at which point we should have a ©) When can we expact it to 2o into affect]

(Ja rm vt = v

- - [ There will be a transition peried. The CCDB has agreed 924 A0 1 dotomee e alherver v B TP Py o g e W (34 004 14 &bt
bel—.e.r estimate on when the Implementmz Act wall be to the requirements at a hizh level and recammendad for - oot e B bk by . g & o
publizhed. approval.
ITC.22_01b | During the last CCUF Workshop the CCDE has told tha Answer during virtual CCUF WS (2032/05): o
CC community, that for the upcoming EUCC schame the | The EUCC membears wers already aware of this 1ssue but The CCMC i= reviewing both on 14 Movember and a lais
usa of AVA_ VAN and ALC_FLE will be mandatory. This | see no pessibility on relawing the requirements for formal vote will be fortheoming.
will affect all (¢)PPs for uze within EUCC which don't AVA VAW and ALC FLE. We appraciate that CCUF iz
melude AVA VAN and ALC_FLE Whls for strict and trymg to zolve the iszue by propozmg =oluhonz. The The transition peried by which all evaluations and FPs
demenstrable conformance (2)PPs the missing azsurance CCDE iz mterezted in the proposal to create cne commaon st nse the new "9'55‘3"11 “EH be m.r._cuu.a‘ed :"”h the
requirements could be added, (2)PPs with axact meodule and will discuss it this week. We encourage the 311.1]._1]?_1.1:31_‘:];1{' ﬂ:e Céf:l:l}; a..ud dC:$I_:;C'2;. M:'rj
conformance elaims would become umnszble for EUCC (in | 1T0s to look at the viahility of the volunteered selution 1;:  EUICANCE 15 UNCEr [EVIEW and WiLl be ammounce
particular NIAP PPs lika the widely used MDF PP). Are for sach of their PPz .
there amy plans to overcomes thiz izsme?
While AVA_VAN is contained m many (2)PPs today, the | Answer durine CCUF WS (2022/11): ) o
situation 1s different for ALC_FLE. Cne very simple way | The format should be an Assurance Package rather than Questions from the CCDE to the CCUF (DE)
of fixing this i=sus would be to creats cne commen a PP-Module. NIAP will convert the initial documents to This catezory s‘umma.:izaes all questions from the CCDB for the CCUF
Modula just for ALC_FLE and allow to nse it with all an assurance package and will offer opportunitiss to No. Q"m S— - - Answer - _ il
{c)PPs that are mizsing ALC FLE. This way, the existing | comment for the members of the OCUF and the CCRA, DB.21 01 Wh'm “":!l the DSC, FW NW, and USB m;imnde M . .
PPs could remain untouchad. with the intention of publication and any ¢PE. or PP can adjudication of 3D comments from the CCDBT <answer will be provided during the Joint Session= Questio n fro m CCU F on CCD B
usa it
Topics requested for further discussion {DISC) Michael VO el
ITC22 0le | Withm EUCC certifieates on AVA_VAN level 'substantial’ | Anewer during virtual CCUF WS (2022/05): Tll\]ll:. category S'-“-‘:mzlmﬁ all topics requestad for further discussion ( g )
(corrected) :“hﬂ; ﬁ‘j“:f 32\(.:);__3\5‘41'11.113 iy df*::?“ﬁi;;; i =shortened= DISC.22_01 | I would like to see more consistency and formality in the test | Results from the CCUF WS (202011}
<PPe. What iz the stztus ahout the CC Recognition A private CAB i= already issuing certificates within 0 dezeriptions in the $Ds. I think this would help ansure CCDB U pd ate a nd response to
Amangement regarding the acceptance of CC certificates | Netharlands and iz anthorized by Wetherlands CCEA consiztency and would help us in our quest for more CCUF Questions
1szued by private CAB:? Az EUCC 1= expactad to be participant. automation.
enzcted within 2022, thiz is an urgent issue to be resolved. DISC.22_02 | I= there any formalized training regarding Common Criteria? | Results from the CCUTF WS (3022/11% ( Matt DOWney)
Ctherwize, CC certificatss izzued within the EUf based on | CCEA members have continued discussions en CCEA [e] Video on demand? WebmarsT (it iz not clear whether the
many PPs and ¢PPe will not be coverad by the CCRA and | mutnal recosnition mn relation to ETCC. and do not have author of the question expacts thiz to ba fres or charge or not)
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31 Oct The HCD iTC has published their collaborative Protection Profile and Supporting Document v1.0.

2022

Please visit the HCD ITC home page for more imformation and to access the published documents,

B Multi-Function Devices - 1 Protection Profile

o Pratncion Profile
o Sempuisy Doy

* Losbersoymeeat SCatroeen!

Hardcopy Devices iTC
Update

Kwangwoo Lee (HP)
HCD ITC chair
November 10, 2022

HCD iTC (Kwangwoo Lee)



Mobility TC (Craig Pezold)
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* A new preliminary work item titled "Investigation of the feasibility and
implementation of changes to ISO/IEC 15408 and ISO/IEC 18045 " proposed by
the associated WG 3 roadmap has been proposed.

* The scope of this PWI covers any work needed to gain consensus within WG 3 for
both the contents and the implementation of the changes.

* It will provide the overall coordination and project management needed to ensure
a coherent set of changes and smooth, successful set of revision to the ISO/IEC
15408 and ISO/IEC 18045.

WG 3 would welcome inputs from the CCUF at any point and, in particular, any
suggestions arising from their use of the updated standards.

ISO Update (Kwangwoo Lee)
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CCUF Tools Training (Brian Wood)
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* Regulation (EU) 2019/881, Cybersecurity Act
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¢ European Cyber Resilience Act

* Foreseeable standards/certification landscape in EU market
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Open discussion iTC, CCRA etc (Mike Grimm)



How do we make SDs more consistent across iTCs or do we want to? (Michael Vogel)




Special Thanks

CCDB

Miguel Bafidn
Mike Grimm
Kwangwoo Lee
Petra Manche
Lachlan Turner
Michael Vogel
Brian Wood
Matt Downey
Maureen Barry
Andy Nissen
Kristy Knowles
Brandon Harvey
Kevin Gallicchio
Craig Pezold

*The 22nd CCUF Workshop, November 10-14, 2022, Toledo, Spain

*The 21th CCUF Workshop, May 18-19, 2022, WebEx meeting

*The 20th CCUF Workshop, October 13-14, 2021, WebEx meeting

*The 19th CCUF Workshop, May 11-12, 2021, WebEx meeting

*The 18th CCUF Workshop, November 11-12, 2020, WebEx meeting

*The 17th CCUF Workshop mini, March 17(18), 2020, Zoom meeting

*The 17th CCUF Workshop, March 17-19, 2020, Butrlingten, US (Cancelled)
*The 16th CCUF Workshop, September 25-30, 2019, Pan Pacific, Singapore.
*The 15th CCUF Workshop, April 9-11, 2019, Rome, Italy.

*The 14th CCUF Workshop, October 24-29, 2018: Amsterdam, Netherlands.
*The 13th CCUF Workshop, April 2018, Trondheim, Norway.

*The 12th CCUF Workshop, October 2017, Berlin, Germany.

*The 11th CCUF Workshop, April 2017, Amsterdam, Netherlands.

*The 10th CCUF Workshop, November 2016, Reading, UK.

*The 9th CCUF Workshop, April 2016, Seoul, Korea.

*The 8th CCUF Workshop, September 2015, London, UK.

*The 7th CCUF Workshop, April 2015, Canberra, Australia.

*The 6th CCUF Workshop, September 2014, New Delhi, India.

*The 5th CCUF Workshop, March 17 - 20, 2014, Istanbul, Turkey.

*The 4th CCUF Workshop, September 4 - 9, 2013, Orlando, US.

*The 3rd CCUF Workshop, May 13 - 17, 2013.

*CCUF General Membership Meeting, February 25, 2013.

*The 2nd CCUF Workshop, September 11 - 13, 2012, Paris, France.

*The 1st CCUF Workshops, 2012, Cannes, France and Tokyo, Japan.
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Recordings

* To be updated soon




Presentation
Slides

https://ccusersforum.onlyoffice.com/Products/Files/#3174088




Petra Manche (Chair)

2022- 2024
CCUF MG

Mike Grimm Michael Vogel

(Vice Chair)

Brian Wood



Thank you
and
See you In ICCC 2022

and/or next CCUF meeting!
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