IDS Conference Call Minutes
March 5, 2020

This IDS Conference Call was stated at approximately 3:00 pm ET on March 5, 2020.

Attendees
Cihan Colakoglu Kyocera
Gerardo Colunga HP
Graydon Dodson Lexmark
Matt Glockner Lexmark
Erin Huber Xerox
Ira McDonald High North
Alan Sukert Xerox
Brian Volkoff Ricoh
Bill Wagner TIC
Rick Yardumian Canon

Agenda Items

1. The topics to be covered during this Conference Call were:

Results of a 02/14/2020 Hardcopy Device (HCD) Technical Committee (TC) Conference Call.
Status of the HCD Security Guidelines.

2. Al reviewed the minutes from the 02/14/2020 Hardcopy Device (HCD) Technical Committee (TC)
Conference Call. The minutes can be found at https://ftp.pwg.org/pub/pwg/ids/white/HCDTC
Monthly Teleconferences 02-14-2020 Meeting Minutes.docx. The main points discussed at the

Conference Call were as follows:

At the time of the TC meeting the Common Criteria Management Committee (CCMC) had not yet
endorsed the HCD international TC (iTC) but had started to vote on this issue. Note:
Subsequent to the meeting Kwangwoo Lee received a letter indicating that the CCMC had
completed its voting and that the CCMC had approved formation of the HCD iTC.

HCD collaborative Protection Profile (cPP) development milestones (same as before)

o We decided to follow the existing milestone that was proposed by last month.
e 176 month: 1** Working Draft (Starting from 2020)
e 7~12 month: 2" Working Draft
e 13~18 month: SMEs Review (call for comments and comment resolution) v0.8.x
e 19~23 month: Public Review (call for comments & comment resolution) v0.9.x
e 24 months: HCD cPP v1.0 (Final Version)

Working Groups established
o TLS 1.3: Ira McDonald (Draft: June 2020)
e Feb 2020 - set up the TLS 1.3 session
o Hardware-anchored integrity verification: Jerry Colunga (Draft: June 2020)
o SED & HDD Encryption: Alan Sukert (Draft: June 2020)
e Need to align with FDE cPP

Al mentioned that there will also need to be a subgroup to ensure that the HCD cPP is in sync
with the Network Device (ND) cPP. He plans to bring that up at the next HCD iTC meeting.

Brian Volkoff indicated that he had received an email from Kwangwoo Lee that in light of the
coronavirus the HCD iTC meeting scheduled for the CCUF Workshop on March 18t was going to
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be rescheduled (no date was given), although Kwangwoo has not sent out anything formally
about it to HCD iTC members. We speculated that there is a good chance the entire March CCUF
Workshop may be cancelled, although as of this call it was still on with a final decision to be made
by the CCUF Management Committee on March 11t

3. lIra briefly reviewed the status of the HCD Security Guidelines. Right now he is working on Section 4
which covers Network Security. He has notes on topics like SSH and bridging. He plans to have
another draft ready in time for the next IDS Face-to-Face Meeting May 5-7 which at the moment is
planned to be held in Lexington KY.

Actions:

There were no actions that resulted from this call.

Next Steps
e The next IDS Conference Call is scheduled for March 19, 2020 at 3:00P ET / 12:00N PT

This IDS Conference Call was completed at approximately 3:40 pm ET on March 5, 2020.



