IDS Conference Call Minutes
April 30, 2020

This IDS Conference Call was stated at approximately 3:00 pm ET on April 30, 2020.

Attendees
Cihan Colakoglu Kyocera
Graydon Dodson Lexmark
Matt Glockner Lexmark
Erin Huber Xerox
Smith Kennedy HP
Ira McDonald High North
Alan Sukert Xerox
Brian Volkoff Ricoh
Bill Wagner TIC
Rick Yardumian Canon

Agenda Items

The topics to be covered during this Conference Call were:

Results of the 04/28/2020 Hardcopy Device (HCD) international Technical Committee (iTC)
meeting.

Preparation for the May 7t IDS WG Face-to-Face Meeting

Al reviewed the minutes from 04/28/2020 Hardcopy Device (HCD) international Technical Committee
(iTC) meeting which are included below:

]

2020-04-28 HCDIiTC
BiweeklyTeleconferenc

The key points discussed during review of the minutes were:

Bill Wagner asked a question whether the Essential Security Requirements (ESR) and Terms of
Reference (ToR) documents that are approved when an iTC is approved change frequently.
Typically, once approved an ESR doesn’t change at all as it is the basis for the requirements that
will encompass the collaborative Protection Profile (cPP). However, in the case of the HCD iTC
there is a special situation in that the HCD Working Group, which consists of the Korean and
Japanese Common Criteria Schemes that sponsored formation of the HCD iTC, developed a
version of the ESR and the HCD TC developed a version of the ESR, and thee two versions are
slightly different. These two ESR versions have to be reconciled, so the ESR that was approved
by the Common Criteria Development Board (CCDB) which was the HCD WG version will change
slightly to reconcile with the HCD TC version. But once the two versions are reconciled the ESR
will not change.

Similarly, the ToR approved by the CCDB generally does not change, although it can change if
the HCD iTC feels a change is needed for some reason. The “Key Persons” document, on the
other hand, will likely change frequently as people on the list get added, deleted, change
companies, etc.

We reviewed in the detail the editing status of the HCD cPP and Supporting Documents (SD)
which took up a good part of the meeting. Essentially Brian Volkoff is converting the applicable
parts of the HCD PP v1.1 into the baseline HCD cPP v1.0 and Jerry Colunga is converting the
applicable parts of the HCD PP v1.1 into the baseline HCD SD v1.0. Brian hopes to have a first
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cut of everything in the cPP except the Appendices done by the end of this week and Jerry hopes
to have a first cut of the SD done by the next HCD iTC meeting which will be on May 14,

We would like to have line numbers in the documents we create to make commenting easier, but
apparently putting line numbers in asciidocs in extremely difficult. We are going to have to look
into some type of post-processing way to do it if that is possible.

There is not much change in the subgroup status from the last meeting.

Ira mentioned during the meeting about compact TLS and there was some discussion about it at
the meeting. To be honest | personally do not know much about it, but if interested here is a link
to an IETF draft document from the TLS Subgroup about Compact TLS 1.3 -
https://tools.ietf.org/id/draft-rescorla-tls-ctls-01.html.

Al then took those present at the meeting through the cPP Development Process Flow Chart
which is attached below to show the 31-step process that an iTC has to go through to get created
and generate a cPP and SD. Right now, the HCD iTC is in Step 13 to create the Work Plan; it has
taken us essentially the better part of 3 years to get to that step; our goal it to get through the
remaining 18 steps in the next two years which is a very aggressive goal.

cPP Development
Process Flow.pdf

Al then went through the planned content for the IDS WG Face-to-Face Meeting that will be part of
the virtual PWG May Face-to-Face Meetings that will be held next week (May 5-8). The IDS WG
Session will be on Thursday, May 7™ from 10A - 12 ET. Al will send out the details next week. Based
on the discussion at the meeting (thanks to Ira for some additional suggestions) the topics to be
covered will be:

Status of the HCD iTC and results from the HCD iTC meetings since the Feb F2F

New thoughts on Issues that HCD iTC need to consider for inclusion on HCD cPP v1.0 and
beyond including SEDs/FDEs and IPP encrypted jobs

Ira will do a slide on the HCS Security Guidelines status

Follow-up on the discussion from the 4/16 Conference Call on other standards efforts we might
follow

Actions:

There were no actions that resulted from this call.

Next Steps

IDS WG Virtual Face-to-Face is scheduled for May 7, 2020 at 10:00 ET / 8:00 MT / 7:00 PT
The next IDS Conference Call is scheduled for May 28, 2020 at 3:00P ET / 12:00N PT
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