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26 Various client platforms require that some setting up take place a the workstation before the client can
27 properly submit jobs to a specific printer.  This setup process is sometimes referred to as printer ingtallation.
28 Most clients need some information about the printer being ingtaled as well as support filesto complete the
29 printer ingalation. The nature of the support files varies depending on the oecific dient platform, from smple
30 configuration files to highly sophiticated printer drivers. This document refers to these support filesas* Client
31 Print Support Files’. Traditionaly, the selection and ingtdlation of the correct Client Print Support Files has
32 been error prone. The sdection and ingtallation process can be smplified and even automated if the
33 workstation can learn some key information about the printer and which sets of Client Print Support Files are
34 available. Such key informetion includes: operating system type, CPU type, document-formeat (PDL), natura
35 language, etecompresson mechaniam, file type, dient file name, policy for autometic loading, file Sze, file
36 verson, file date and time, file information description, and digital Sgnature. This document describes the | PP
37 extensons that enable workstations to obtain the information needed to perform a proper printer driver
38 ingdlation usng IPP, including security for downloading executable code and data.
39
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Thefull st of IPP documents includes:

Design Goals for an Internet Printing Protocol [RFC2567)

Rationde for the Structure and Modd and Protocol for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and Semantics [RFC2911]

Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]

Internet Printing Protocol/1.1: Implementer’ s Guide [ipp-iig]

Mapping between LPD and I PP Protocols [RFC2569]

The “Design Gods for an Internet Printing Protocol” document takes a broad look at distributed printing
functiondity, and it enumerates red- life scenarios that help to clarify the features that need to beincluded in a
printing protocol for the Internet. It identifies requirements for three types of users: end users, operators, and
adminigrators. It calls out a subset of end user requirements that are satisfied in IPP/1.0. A few OPTIONAL
operator operations have been added to IPP/1.1.

The “Rationde for the Structure and Mode and Protocol for the Internet Printing Protocol” document
describes IPP from a high level view, defines aroadmap for the various documents that form the suite of 1PP
specification documents, and gives background and rationde for the IETF working group’s mgjor decisions.

The “Internet Printing Protocol/1.1: Encoding and Transport” document is aformal mapping of the abstract
operations and attributes defined in the model document onto HTTP/1.1 [RFC2616]. It defines the encoding
rules for anew Internet MIME media type caled “gpplication/ipp”. This document aso defines the rules for
trangporting a message body over HTTP whose Content- Typeis “gpplication/ipp”. This document defines a
new scheme named ‘ipp’ for identifying | PP printers and jobs.

The “Internet Printing Protocol/1.1: Implementer’s Guide” document gives insight and advice to implementers
of IPP clientsand IPP objects. It isintended to help them understand IPP/1.1 and some of the considerations
that may assst them in the design of their client and/or IPP object implementations. For example, atypica
order of processing requestsis given, including error checking. Moativation for some of the specification
decisonsis aso included.

The “Mapping between LPD and |PP Protocols’ document gives some advice to implementers of gateways
between IPP and LPD (Line Printer Daemon) implementations.

Parra, Tronson, Hastings Expires August 28, 2001 [page 2]




67
68

69

70

71
72
73
74
75
76
77
78
79
80
81
82
83

84

85

86

87
88
89

90

91

92

93

94
95

96

97
98

INTERNET-DRAFT |PP: Printer Ingtallation Extension February 28, 2001

Table of Contents

Tables

N [ 01100 (8 o 1 o TSRS 5
FZ2 1= 011 07 0 YRS 5
G T 00 (= T = S [0S 5
31 cdlient-print-support-files-supported (1setOf oCtetSIING(MAX)) woovveeiieeiieeiieeeesee e 6
311 Useof KEyWord VAUESINFIEOS. ......c.cieiiiieieiesie st 9
3.1.2 Useof the Specid Keyword VAUuE “UNKNOWN' ........c.ooiuiiiiiieiie e 9
3.1.3 Examplesof “dient-print-support-files-supported” attribute VAUES...........ccccoveeevveieeceneesecee 9
3.2 Get- Printer- Attributes Operation EXIENSION.........ccviiiieiiiciiesie et 10
321  Get-Printer-AttriDUIES REGUESL ........oviieiieieirieeiereeee ettt 10
3211 dient-print-support-files-filter (octetString(MAX)) operation attribute.............ccceeeveieennn, 10
32111 FIEr MEChING TUIES........ciiiieiieee ettt 11
322  Get-Printer- AtriDUIES RESDONSE. ......c.vieiie ittt sre e sb e s neenree s 13
3.3 Get-Client- Print-SUPPOIT-FIES ... 14
3.3 1  Get-Clignt-Print- SUPPOrt-FIIES REQUESL ........coiuieeiie ettt st nnee s 14
332  Get-Client-Print- SUpPOrt-FilES REJIONTE........couiriirieieiesie st 15
O ©(0 o o117 06 SO UROPPS PR 16
5  Encoding Of the OpEration LaAYEN ........cccccueieerieeieieerie e seesiesee s este e seesseeaesseesseeseesseesseensssseensens 16
6  ENcOdiNg Of TranSuOrt LaYEN .......coouiiiecie ettt st eae b e n e nne e enne e 17
A VAN NN VAN @001 To = = 1] SR 17
7.1 ANDUIE REJISITATONS ...ttt ettt et st s e et e e e e e e beesateebeesaseesseeenneeans 17
7.2 (@]07= 1= 1[0 gl R Ts o K (= 100 STV 18
8 InternaionaliZation CONSIAEIBHIONS ........ovueiitieiieiesiee ettt et e e e b e e nre s 18
O SECUNLY CONSUBIAIONS ... ceueeeete ittt ettt sttt e et bbb e bt st et e e e e et e seesbenbeeneeneeneas 19
O = 1= (= 000 ST RSSO 19
U110 S AN (015 =S 20
12 FUll Copyright STEEMENT .....coeeiiiceieie et s b et et e e bt e aeenes 21
Table 1 - “dient-print-support-files-supported” attribute fields...........coovevereeiicie e 7

Parra, Tronson, Hastings Expires August 28, 2001 [page 3]




99
100
101

102

INTERNET-DRAFT

Table 2 - “dient-print-support-files-filter” attribute fids
Table 3 - REQUIRED “dient-print- support-files-filter” fidds

Parra, Tronson, Hastings

|PP: Printer Ingtallation Extension

Expires August 28, 2001

February 28, 2001

[page 4]




102

103
104
105
106
107
108
109
110
111
112
113
114
115

116

117
118
119
120

121
122
123
124

125
126
127

128

129
130
131
132

133

134
135

INTERNET-DRAFT |PP: Printer Ingtallation Extension February 28, 2001

1

Introduction

A common configuration for printing from a workstation requires that some Client Print Support Files (eg.,

PPD, printer driver files) specific to the target printer be ingtalled on that workstation. Selection and
configuration of the gppropriate Client Print Support Files can be smplified and even automated if the
workgtation can obtain some key informetion about the printer and which sets of Client Print Support Files are
avaladle. Such key information includes: operating system type, CPU type, document-format (PDL), naturd
language, compression mechaniam, file type, dient file name, policy for automatic loading, file Sze, file verson, ‘
file date and time, file information description, and digital Sgnatureete. With afew extensions, |PP providesa
ample and reliable vehicle for printers to convey this information to interested workstations. The IPP

extensons described in this document enable a flexible solution for ingdling Client Print Support Fleson
workgtations running different operating systems and for printers of al makes and models. It dlows Client

Print Support Files to be downloaded from repositories of different sorts. A possible repogtory for thefilesis
the printer itsdf. The extensions necessary for getting Client Print Support Files from the printer are included

in this document, including security for downloading executable code and data. ‘

Terminology

Client Print Support Files- aset of files, such asaprinter driver, font metric file, printer configuration file

(PPD, GPD, etc.) that support aclient printing to a particular Printer. A Printer eaaMAY have multiple sets of \
Client Print Support Files that work for different operating systems, document formats, natural languages,

CPUs, etc.

This document uses terms such as “ attributes’, “keywords’, and “ support”. These terms have specid meaning
and are defined in the modd terminology [RFC2911] section 12.2. This document also uses the terms ' | PP
Printer”, “Printer” and “ Printer object” interchangesbly asin [RFC2911] to mean the software entity that
accepts | PP operation requests and returns | PP operation responses (see [RFC2911] section 2).

Capitaized terms, suchas MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY, NEED
NOT, and OPTIONAL, have specid meaning relating to conformance. These terms are defined in
[RFC2911] section 12.1 on conformance terminology, most of which is taken from RFC 2119 [RFC2119].

This section defines the following additiond terms that are used throughout this document:

REQUIRED: if an implementation supports the extensons described in this document, it MUST support
a REQUIRED fesature.

OPTIONAL : if an implementation supports the extensions described in this document, it MAY support
an OPTIONAL festure.

Model Extensions

To assst workgtations in the printer ingtallation process, an | PP printer needs to provide the workstation with
information about the Client Print Support Files, such as the their name and location/s. Thisinformation needs
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3.1

to match the workstation’ s specific environment, such as its operating system, preferred natura language, and
preferred document format.

The following extensons to the |PP model enable assisted or automated printer inddlation. This section
describes each extension in detail.

- A new REQUIRED Printer Description attribute: “ client- print- support-files-supported” (1setOf
octetString(MAX)).

- A new REQUIRED Get-Printer-Attributes operation attribute: “client- print- support-files-filter”
(octetString(MAX)).

- A new RECOMMENDED printer operation: Get- Client- Print- Support-Files.

client-print-support-files-supported (1setOf octetString(MAX))

An IPP Printer uses the REQUIRED Printer Description attribute “ client- print- support-files- supported” to
represent relevant information about al of the Client Print Support Filesit supports. Each vaue is acomposte
UTF-8 gtring with well-defined fields (see Table 1). Each vaue string MUST be formatted as follows:

“uri=val; < fidd-namey=val,y,. .. ,valy< ... < fidd-name,=vay,...,va<”
Thefirg fidd MUST bethe“uri” fidd. Theremaning fidds MAY bein any order.

The string MUST NOT include any control characters (hex 00 to 1F), even the so-called white space control
characters (TAB, CR, and LF) anywhere. Only zero or more UTF-8 SPACE characters (hex 20) can be
included and they can be included only IMMEDIATELY AFTER the puretdationddimiter character: “<*, but
NOT anywhere dse, including after “="* and “,”. However, if the UTF-8 SPACE character is needed in afile
namedient-file-name value, then each occurrence isincluded directly, without escaping (see example). On the
other hand, if the UTF-8 SPACE character is needed in a URL vaue, then each occurrence is escaped as.
%207 %20" (URI conventions - see [RFC2396]).

Table 1 lists the REQUIRED fidds that a Printer MUST support and the OPTIONAL fields that a Printer
MAY support in the “client-print- support-files-supported” (1setOf octetString(MAX)) Printer Description
atribute. A Printer implementation MAY support additiond fields using the same syntax. Vaues are defined
to be either CASE-SENSITIVE or ALL-LOWER-CASE according to the definitions for the attribute
gyntaxes from [RFC2911] (set off by single quotesin thetable). The CASE-SENSITIVE vaues MAY have
upper and lower case letters as for the corresponding attribute syntaxesin [RFC2911]. The LOWER-CASE
vaues MUST have dl lower case dphabetic letters. Additional characters, such as digits, hyphen-minus (-),
period (.), and dash (/) are according to the corresponding attribute syntaxes in [RFC2911].

Clients SHOULD ignore fields they don't recognize in agiven vaue. Thisalows for future extensonsto the
format of the string without breaking compatibility with eerlier dients.
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Table 1 - “client-print-support-files-supported” attributefields

Fidd name

Fidd value

“ Url

One REQUIRED CASE-SENSITIVE ‘uri” gring identifying the uri where to obtain the
support filesfor each OS platform, document format, and natura language the printer
supports. ThisMUST bethefirgt fiddd in each value. Examples of uri schemesthat MAY
be found here are ‘ftp', ‘http’, and ‘ipp’. The ‘ftp’ and ‘http’ schemed URIsidentify the
archivefile that contains al the necessary client support files.

The‘ipp’ schemed URIs identify the archive file which-may-bethat clients MAY obtained
from the Printer using the Get- Client- Print- Support- Files operation (see section 3.3). The
URI MUST be avaid URI to the same Printer object, i.e., one of the values of the
Printer's "printer-uri- supported” attribute. The ‘ipp’ URI isused to digti nguish between
multiple Client Print Support Filesin an implementation dependent manner using the URL
query syntax (e.q., "drv-id=xxx") [RFC2396]-sdeh-as-using-afile URL-parameter{
file=oeg. The query part MUST NOT exceed 127 octets, not counting the “?” character
that begins the query part. A Printer SHOULD support the ‘ipp’ scheme.

One or more REQUIRED comma-separated LOWER-CASE ‘keyword’ gtrings
identifying the operating system types supported by this set of Client Print Support Files.
Vdid vadues include-are the operating sysem names defined in the IANA document [os-
names]_and the specid keyword vaue: ‘unknown’. Although the IANA regisiry requires
that the names be dl upper-case, the vdues MUST be dl lower casein thisfied (plus
hyphen-minus(-), period (.), and dash (/)). Examples: ‘linux’, ‘linux-2.2", ‘092, ‘sun-
0s-4.0", ‘unix, ‘unix-bsd’, ‘win32’, ‘windows-95’, ‘windows-98’, ‘windows-ce,
‘windows-nt’, ‘windows-nt-4’, ‘windows-nt-5’, ‘unknown'.

“ Cpu-type”

One or more REQUIRED comma-separated LOWER-CASE ‘keyword’ grings
identifying the CPU types supported by this set of Client Print Support Files. The vaues
indicate the CPU family independent of the CPU manufacturer. Vdid keyword Mvaues
{er-compatible)are: “urknewn- ‘x86-16', ‘x86-32', ‘x86-64', ‘dec-vax’, ‘dpha,
‘power-pc’, ‘m-68000, ‘sparc’, ‘itantium’, ‘mips’, ‘arm’_and will be used as the initid
vaue for the “cpu-type’ IANA registry. In addition, the specia keyword value:
‘unknown’_isvdid.

“document-
format”

One or more REQUIRED comma-separated CASE-SENSITIVE * deeument-
fermatmimeM edialype dringsidentifying the document formats supported by this set of
Client Print Support Files. Valid vaues are the string representation of the IPP
mimeMediaType attribute syntax (see [RFC2911] section 4.1.9), for example
‘application/postscript’. 1n addition, the specid keyword vaue: *unknown’ isavdid-vaue.

“naturd-
language’

One or more REQUIRED comma- separated LOWER-CASE ‘naturdLanguage strings
identifying the naturd language used by this set of Client Print Support Files. Vdid vaues
are the string representation of the IPP ' naturaLanguage’ attribute syntax (see [RFC2911]
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Fidd name

Fidd value

section 4.1.8), for example ‘en’ and ‘en-us . In addition, the specid keyword vaue:
‘unknown’ is a-vdid-vaue.

“compresson”

One REQUIRED LOWER-CASE ‘keyword gtring identifying the mechanism used to
compressthis set of Client Print Support Files. All files needed for the ingtalation of a
printer driver MUST be compressed into asinglefile. Valid keyword values are the
keywords defined by [RFC2911] or registered with IANA for usein the IPP
“compression” and “compressionsupported” atributes. See [RFC2911] section 4.4.32),
for example —deflate--* gzip' —compress-. The ‘none’ vaue is-atowed-butlimits the
uncompressed Client Print Support Fileto asnglefile_The valuesfor the “compresson”
field that a Printer supports NEED NOT be the same vaues that the Printer is configured
to support in Job Creation operations as indicated in the Printer’ s * compressons-
supported” attribute.

“file-type?’

One or more REQUIRED comma- separated LOWER-CASE ‘keyword' strings
identifying the type of the Client Print Support Files. Vdid keyword vaues are: ‘ printer-

driver’, ‘ppd’, ‘updf’, ‘gpd’.

“dient-file-
name’

One REQUIRED CASE-SENSITIVE gring identifying the name by which the Client Print
Support Fileswill beingaled on the workstation. For Client Print Support Files of type
‘printer-driver’, thisis dso the name that identifies this printer driver in an .inf file,

Hmiwu

One REQUIRED-OPTIONAL LOWER-CASE ‘keyword’ gtring indicating the policy for
automdtic loading. Valid keyword vaues are: —urknewn- * manufacturer-recommended’,
‘adminigrator-recommended’, ‘ manufacturer-experimenta, and ‘ adminigtrator-
experimental’. The experimenta values are for beta test.

“file-9ze”’

One OPTIONAL file szein octets represented as ASCII decimd digits.

“file-verdon”

One OPTIONAL LOWER-CASE verson number. Recommended to be of the form
“Maor.minor|.revison]” where “Mgor” isthe mgor verson number, “minor” isthe minor
verdon number and “revison” isan optiona revison number.

“file-date-time’

One OPTIONAL File CASE-SENSITIVE creation date and time according to 1SO 8601
where dl fidds are fixed length with leading zeroes (see [RFC2518] Appendix 2).
Examples: 2000-01-01T23:09:05Z and 2000-01-01T02:59:59-04.00

“file-info”

One OPTIONAL CASE-SENSITIVE human readable ‘text’ string describing this set of
Client Print Support Files. The naturd language for this vdue MUST be the naturd
language indicated by the Printer's * naturd-language- configured” attribute. To avoid
exceeding the maximum limit imposed on | PP attributes and to increase interoperability
with other systems, the length of this fidd vaue MUST not exceed 127 characters.

“digital-
sgnature’

One REQUIRED LOWER-CASE ‘keyword’ sring identifying the mechanism used to
ensure the integrity and authenticity of this set of Client Print Support Files. VVdid vaues
ae ‘smime, ‘pgp’, ‘dss, and ‘xmldsg’ which are defined in [RFC2634], [RFC1991],

Parra, Tronson, Hastings
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Fidd name Fidd value

[dss], and [xmldsig], respectively. In addition, the specid keyword vaue: ‘non€e isvdid. |

169 Each vaue MUST refer to one and only one set of Client Print Support Files, even if thefilesare
170 downloadable from various repositories (i.e., even if they are associated with multiple URIS).

171 3.1.1 Use of Keyword Values in fields

172 A number of thefiddsin Table 1 use keyword strings as values. The syntax of these keywords isthe same as
173 in [RFC2911], including the use of private keywords. See [RFC2911] sections4.1.3 and 6.1. Printer

174 implementers are srongly RECOMMENDED to submit additiona keyword vaues for registration with IANA
175 according to the procedures for registering attributes. See section 7 and [RFC2911] section 6.1.

176 3.1.2 Use of the Special Keyword Value: ‘unknown’

177 A number of REQUIRED ‘keyword’ vaue fidds have a specid keyword value: ‘unknown’ defined. This
178 vaueisintended for use when the actud vaue is not known, such as by an administrator automatic software
179 configuring the | PP Printer object. However, it is strongly RECOMMENDED that other more meaningful
180 values be used, instead of the ‘unknown’ vaue whenever possible.

181 3.1.3 Examples of “client-print-support-files-supported” attribute values

182 The following illugtrates what two vaid vaues of the “dient- print- support-files-supported” (1setOf

183 octetString(MAX)) Printer Description attribute might ook like:

184 uri =i pp:// myconpany. conf nyprinter ?drv-i d=Model Y. gz< |
185 os-type=wi ndows- 95< cpu-type=x86-32<

186 documnent - f or mat =appl i cati on/ postscri pt<

187 nat ur al -1 anguage=en< conpressi on=gzi p<

188 Fastal-file-type=printer-driver<

189 client-file-name=ConpanyX- Model Y-driver.gz<

190 pol i cy=manuf act urer-recommended< |
191

192 uri=ftp:// myconpany. conf’root/drivers/w n95/ ConpanyX/ Model Y. gz<
193 os-type=wi ndows- 95< cpu-type=x86-32<

194 docunent - f or mat =appl i cati on/ postscri pt, application/vnd. hp- PCL<
195 nat ur al -1 anguage=en, fr< conpressi on=gzi p<

196 Fastal-file-type=printer-driver<

197 client-fil e-name=Conpany T Moddel Z driver.gz<

198 pol i cy=manuf act ur er -reconmmended<
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The above examples have been broken onto separate lines for readability in this document. However, there
MUST NOT be any line breaks in the actua values.

The “dient- print- support-files-supported” Printer Description attribute MAY  be preset a manufacturing time
or-setviathe HPP-Seat-Printer-Attribute operation-or through adminitrative means outside the scope of HRRthis

document.

3.2 Get-Printer-Attributes Operation Extension

The “dient- print- support-files-supported” Printer Description attribute defined in section 3.1 contains
information, such as operating system, natura language, and document format, about all of the sets of Client
Print Support Files. This section defines an extenson to the Get- Printer-Attributes operation that dlows a
workgtation to filter out dl but the Client Print Support Files of interest.

3.2.1 Get-Printer-Attributes Request

A Printer MAY contain information about multiple sets of Client Print Support Filesto match the different
operating systems, natura languages and document formats it supports. A workstation saayMAY query this
information by incdluding the ‘ dient-print- support-files-supported’ keyword as a vaue of the “requested-
atributes’ operation attribute of the Get- Printer- Attributes operation.

3.21.1 client-print-support-files-filter (octetString(MAX)) operation attribute

The client can request a subset of the vaues of the “ client-print-support-files-supported” Printer attribute by

supplying the “dient- print-support-files-filter” (octetString(MAX)) operation atribute in the request as afilter.
Thefilter value indicates in which Client Print Support Files the client isinterested. The dlient MAY supply this

attribute. The Printer MUST support this attribute.

Thefilter value of the “dient- print-support-files-filter” attribute is a composte string with the same format as
that of “dient- print-support-files-supported” (see Table 1 - “dient- print-support-files-supported” attribute
fiddsin section 3.1) with the following exceptions:
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Table 2 - “client-print-support-files-filter” attributefields

Fied Name | Fied Valuein the“client-print-support-files-filter” attribute

uri-scheme One or more REQUHRED-comma- separated LOWER-CASE ‘ uriScheme' string
vauesidentifying the uri schemeto befiltered on. Vdid vaues are the string
representation of the PP ‘uriScheme’ attribute syntax (see [RFC2911] section 4.1.6).
Example URI schemesare: ‘ftp', ‘http’, and ‘ipp’. The Printer SHOULD support the
‘ipp’ scheme. If supplied by the dlient, thisfild NEED NOT befirg. If thisfiddis
omitted by the client, the Printer returns all schemes.

XXX One or more comma-separated valuesfor any Allof the fidds defined in Table 1, with
the aingle exception of the“uri” fieddd which aclient MUST NOT supply and a Printer
MUST NOT support.

The Printer MUST support Aany filter fidd eanr-havehaving more than one vaue
separated by a COMMA (), including thefields that Table 1 indicates MUST BE
snglevaued.

Printer implementations MUST support the “ dient- print-support-files-filter” operation attribute in a Get-
Printer- Attributes request with the member fiddslisied Table 3. Printers MAY support any additiond filter
fiddsliged in Table 2.

Client implementations MAY supply any filter fiddslised in Table 2 in the “ dient- print- support-files-filter”
operation attribute of a Get- Printer- Attributes request.

Table3 - REQUIRED “client-print-support-files-filter” fields

uri-scheme
os-type
cpu-type

document-format

natural-lanquage

3.2.1.1.1 Filter matching rules

The Printer returns only the values of the * dient- print-support-files- supported” Printer Description attribute
that match the filter in the “ dient- print- support-files-filter” operation attribute. The following filter matching
rules are defined:
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1. A match occursif a least one vaue of each fidd supplied by the client in the filter matches a Client
Print Support File value. Printers MUST ignore afilter fidld supplied by adlient that the Printer does
not support and return amatch if dl supported fidlds do match, no matter what vaue the client
supplied for that unsupported fiedld. Smilaly, Printers MUST ignore a filter field supplied by adient
that the Printer does support, but which the fidd has not been populated for a Client Print Support
Hles and return amatch if dl supported and populated fields do match, no matter what vaue the client
supplied for that unpopulated fidd.

2. A match for aCASE-INSENSITIVE field occurs independent of the case of the letters supplied by
the client and those stored by the Printer, while a match for a LOWER-CASE fidd isa strict
character for character match.

3. A matchfor a‘keyword' Printer fidd that is populated with the ‘ unknown’ specia keyword vaue
occurs for any vaue supplied by the client for that fidd.

4. If the“dient-print-support-files-filter” operation attribute filter is not supplied by the client, the printer
shouldSHOUL D behave asiif the attribute had been provided with al fidds left empty (i.e., return an
unfiltered lis).

The following are two examples of a* dient-print-support-files-filter” filter vaue:

os-type=wi ndows- 95< cpu-type=x86-32<
docunent - f or mat =appl i cati on- postscri pt< natural -1 anguage=en, de<

uri-scheme=i pp< os-type=wi ndows- 95< cpu-type=x86-32<
documnent - f or mat =appl i cati on- postscri pt< natural -1 anguage=en, de<

See section 3.2.2 for example matching #-theresponses.

It isRECOMMENDED that workgtations first use the Get- Printer- Attributes operation in combination with
“dient-print-support-files-filter” operation attribute filter to get alist of the potentid Client Print Support Files
that meet the workgtation’ s requirements. The workstation can then choose from the returned list which Client
Print Support Files to use and where to get them. If one of the URIsreturned is an IPP uri, the workstation
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271 can retrieve the Client Print Support Files from an | PP printer via the Get- Client- Print- Support-Files operation
272 (see section 3.3).

273 3.2.2 Get-Printer-Attributes Response

274 A Printer MUST return the “ client- print- support-files- supported” (1setOf octetString(MAX)) dttribute in the
275 Printer Object Attributes group (group 3) when requested by aclient. Each returned attribute value

276 mugM UST satisfy the criteria specified by the client in the request.

277 For example, if the request contains the following “ dient- print-support-files-filter” filter:

278 os-type=wi ndows- 95< cpu-type=x86-32<

279 documnent - f or mat =appl i cati on- postscri pt<

280 nat ural -1 anguage=en, de<

281 A conforming response is the following two octet String vaues:

282 uri =i pp:// myconpany. con’ nyprinter ?drv-id=Model Y. gz<

283 0s-type=w ndows- 95< cpu-type=x86-32<

284 document - f or mat =appl i cati on/ postscri pt <

285 nat ur al -1 anguage=en< conpressi on=gzi p<

286 Fastall-file-type=printer-driver<

287 client-file-name=ConpanyX- Model Y-driver. gz<

288 pol i cy=manuf act urer - recomended<

289 di gital -signature=sm ne<

290

291 uri=ftp:// myconpany. conf’root/drivers/w n95/ ConpanyX/ Model Y. gz<
292 os-type=wi ndows- 95< cpu-type=x86-32<

293 document - f or mat =appl i cati on/ postscri pt, application/vnd. hp- PCL<
294 nat ur al -1 anguage=en, fr< conpressi on=gzi p<

295 thastall-file-type=printer-driver<

296 client-file-name=ConpanyX- Model Y-driver. gz<

297 pol i cy=manuf act urer - reconmended<

298 di gital -signature=sm ne<

299

300 These examples have been broken onto separate lines for readability in this document. However, there
301 MUST NOT be any line bresksin the actud values.

302 As another example, if the above request had aso contained the “ uri-scheme’ fidd in the following “ dient-
303 print- support-files-filter” filter:

304 uri-scheme=i pp< os-type=wi ndows- 95< cpu-type=x86-32<
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document - f or mat =appl i cati on- postscri pt<
nat ur al - | anguage=en, de<

Then only the firgt vaue would have been returned as a Sngle octetString value:

uri =i pp:// myconpany. conf nypri nter ?drv-i d=Model Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ postscri pt<

nat ur al -1 anguage=en< conpressi on=gzi p<
Fastall-file-type=printer-driver<
client-file-name=ConpanyX- Mbdel Y-driver. gz<

pol i cy=manuf act ur er -r ecommended<

di gi tal -si gnature=sm ne<

3.3 Get-Client-Print-Support-Files

This RECOMMENDED operation adlows a client to download Client Print Support Files from an IPP Printer.

33.1

Get-Client-Print-Support-Files Request

The following sets of attributes are part of the Get- Client- Print- Support- Files request:

Group 1: Operation Attributes

Natural Language and Character Set:

The “dtributes-charset” and “ attributes- naturd-language’ attributes as described in [RFC2911],
section 3.1.4.1.

Target:

The " printer-uri” (uri) operation attribute which is the target for this operation as described in
[RFC2911], section 3.1.5._The client MUST use the URI vaue as the target of this operation that the
Printer returnsin the “uni” fidd (see Table 1) in the Get- Printer- Attributes response.  Furthermore, the
client MUST use the appropriate authorization and security regime for this URI asindicated by the
Printer’ s “ printer-uri- supported”, “ uri-authentication supported” and “ uri- security-supported”
atributes (see [RFC2911] sections4.4.1, 4.4.2, and 4.4.3). Only if the URI returned in the “uri” fidd
matches the URI that the dient used for the Get- Printer- Attributes request MAY the dient usethe

same HTTP connection. The ‘ipp’ URL matching rules are defined in [ipp-url] and do not include the
query part.

Requesting User Name:

The “requesting-user-name” (name(MA X)) attribute SHOULD be supplied by the client as described
in [RFC2911], section 8.3.

“dient- print- support-files-uriquery” (brtext(127)):
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338 The dient MUST supply this atribute specifying the query part [RFC2396] of the ipp uri for the
339 desired Client Print Support Files not incduding the *?” character that starts the query part, i.e., the
340 vaue of the“uri” fidd following the “?" character returned by the Get- Printer- Attributes in one of the
341 vaues of the “dient- print- support-files-supported” (1setOf octetString(MAX)) Printer attribute (see
342 Table 1) that had an ‘ipp’ scheme. FheURI-schememug-bepp

343 Note—TFhis uri-speitherthe Printer s target “printer-urinor-the U

344 3.3.2 Get-Client-Print-Support-Files Response

345 The Printer object returns the following sets of attributes as part of the Get-Client-Print- Support- Files

346 Response:

347 Group 1: Operation Attributes

348 Status Message:

349 In addition to the REQUIRED status code returned in every response, the response OPTIONALLY
350 includes a*“ satus-message” (text(255)) operation attribute as described in [RFC2911], sections 13
351 and 3.1.6.

352 Natural Language and Character Set:

353 The “dtributes-charset” and “ attributes-natura-language’ attributes as described in [RFC2911],
354 section 3.1.4.2.

355

356 Group 2: Unsupported Attributes

357 See [RFC2911], section 3.1.7 for details on returning Unsupported Attributes.

358

359 Group 3: Printer Object Attributes

360 “dient-print- support-files-supported” (octetString(MAX)).

361 This attribute identifies the properties of the returned Client Print Support Files. The Printer object
362 MUST return this attribute if the response includes Group 4 (i.e,, if aset of Client Print Support Files
363 identified by the supplied “ dient- print-support-files- queryur” operation attribute was found). The
364 Printer MUST return al configured fields for the sdlected Client Print Support Filesin the format
365 shown in section 3.1.

366

367 Group 4 Client Print Support Files

368 The printer MUST supply the Client Print Support Files that match the client’ s criteria following the “ end-
369 of-attributes’ tag. All necessary filesmugMUST be compressed into asingle transferred file
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4 Conformance

A Printer conforming to this specification:

1

MUST support the “ client-print- support-files-supported” Printer Description attribute as defined in
section 3.1, induding dl of the REQUIRED fidds defined in Table 1 and MAY support the
OPTIONAL fidds defined in Table 1.

MUST support the “ client-print-support-files-filter” operation attribute in the Get- Printer- Attributes
request as defined in section 3.2, including al of the fidds defined-listed in Fable2Table 3 and ignoring
any fidds not recognized.

MUST support a least one of the following URI schemes that identify the support files: ‘ftp’, ‘http’, or
‘ipp’, of which the 'ipp’ schemeisthe RECOMMENDED one.

SHOULD support the Get-Client- Print- Support- Files operation as described in section 3.3. If this
operation is supported, then one of the supported schemes MUST be ‘ipp’.

SHOULD support TL S as described in section 9.

SHOULD support the downloading of Client Print Support Files that have been digitally Sogned as

described in section 9.

A dient conforming to this gpecification:

1

MUST ignore any fields returned by the Printer in the “ client- print- support-files- supported” Printer
Description attribute that the client does not recognize or support.

SHOULD be adleto retrieve Client Print Support Files by ether fp-FTP Get or http-HT TP Get
operations.

MUST be able to retrieve Client Print Support Files using the Get- Client- Print- Support-Files
operéation, i.e., support the ‘ipp’ scheme.

MUST supply the proper URI vauefor the “ printer-uri” operation attribute as specified in section

3.3.1 under Target.

MUST vdidate that files that are supposed to be digitdly sgned are done with the indicated mechaniam

as described in section 9.

SHOULD support TL S as described in section 9.

5 Encoding of the Operation Layer

This extension uses the operation layer encoding described in [RFC2910].
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6

7.1

Encoding of Transport Layer
This specification uses the transport layer encoding described in [RFC2910] with the following extensions.

New Error codes:

0x0417 client-error-dient- print- support-file- not-found
New Operation code
0x0021 Get- Client-Print- Support- Fles

IANA Considerations

The IANA-registered operating system names that IANA has registered [0s-names] are required by this spec
for ueinthe“ostype’ field (see Table 1).

Table 1 of this document defines possible ‘ keyword' vauesfor the “ cpu-type” fidd-.FHhe“epu-type—isheta
eurrentFANAregistin—Theeurrent However, the exiding IANA machine regigtration [cpu-names| is
Inadequate for two reasons: @) it is redly amachine modd number, not a CPU fype—Alsatype, and b) it
doesn't express whether aCPU is 16-hit, 32-hit, or 64b|t which needsto bemdlcated in the CPY
namekeyword vaue. w ey , v— T herefore, the “os-type” fidd
will beanew typeef—reglstratlon Wlth |n|t|d values assigned.

Therest of this section contains the exact information for IANA to add to the |PP Registries according to the
procedures defined in RFC 2911 [RFC2911] section 6.

Note to RFC Editors: Replace RFC NNNN below with the RFC number for this document, so that
it accurately reflects the content of the information for the | ANA Reqistry.

Attribute Registrations

The attributes and fields defined in this document will be published by IANA according to the proceduresin
RFC 2911 [RFC2911] section 6.2 with the following path:

ftp.i9.edu/iana/ass gnments/i pp/attributes/

The regisry entry will contain the following information:

Printer Description Attributes: Ref: Section:
client-print-support-files-supported (1setOf octetString(MAX))
RFC NNNN 3.1
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7.2

For purposes of | ANA attribute registration, the followi ng fields
of the “client-print-support-files-supported” and the “client-
print-support-files-filter” attributes are registered foll ow ng

t he procedures for IPP attribute registration:

Ref: Section:
uri (uri) RFC NNNN 3.1
os-type (type2 keyword) RFC NNNN 3.1
cpu-type (type2 keyword) RFC NNNN 3.1
docunent -format (m neMedi aType) RFC NNNN 3.1
nat ural -1 anguage (natural Language) RFC NNNN 3.1
conpression (type2 keyword) RFC NNNN 3.1
file-type (type2 keyword) RFC NNNN 3.1
client-file-name (nane( MAX)) RFC NNNN 3.1
policy (type2 keyword) RFC NNNN 3.1
file-size (integer(0: MAX)) RFC NNNN 3.1
file-version (name(MAX)) RFC NNNN 3.1
file-date-tine (text(25)) RFC NNNN 3.1
file-info (text(127)) RFC NNNN 3.1
digital -signature (type2 keyword) RFC NNNN 3.1
uri-schenme (uri Schenme) RFC NNNN 3.2
Operation Attri butes: Ref: Section:

client-print-support-files-filter (octetString(MAX))RFC NNNN 3.2

Operation Registrations

The operations defined in this document will be published by IANA according to the procedures in RFC 2911
[RFC2911] section 6.4 with the following path:

ftp.i9.edw/iana/ass gnments/ipp/operations

The registry entry will contain the following information:

Oper ati ons: Ref. Section:
Get-Client-Print-Support-Files RFC NNNN 3.3

Internationalization Considerations

All text representations introduced by this specification adhere to the internationaization-friendly
representation supported by IPP. Thiswork is aso accommodates the use of Client Print Support Files of

different languages.
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464 9 Security Considerations

465 The IPP Modd and Semantics document [RFC2911] discusses high-level security requirements (Client

466 Authentication, Server Authentication and Operation Privacy). Client Authentication is the mechanism by

467 which the client provesits identity to the server in a secure manner. Server Authentication is the mechanism by
468 which the server provesits identity to the client in a secure manner. Operation Privacy is defined asa

469 mechanism for protecting operations from eavesdropping.

470 Only operators of a printer sheuld- SHOULD be allowed to set the “dient- print- support-filesprHater-driver-
471 supported” attribute and only users of the printer sheuldSHOULD be alowed to query that information.

472 The | PP extenson described in this document introduces the potentid for a security threat previoudy not

473 encountered by IPP. As Client Print Support Files might exist in the form of executable objects (asis the case
474 with printer drivers, for example), additiond provisons are needed to prevent the distribution of maicious
475 code through this mechaniam. Digitd Sgnatures provide the message level security commonly used to help
476 consumers of network resources verify the authenticity and integrity of those resources. Specificdly, digital
477 sgnatures help defend againgt security threats such as message insertion, message deletion, and message

478 modification, and their combined use into marrin-the-middle attacks.

479 This document identifies some commonly used signing mechanisms (SMIME [RFC2634], PGP [RFC1991],
480 DSS [dsg], and XML Digita Signatures [xmldsig]), though any others MAY be used. Of coursg, it is assumed
481 that once end-users know the identity of the provider of Client Print Support Files, they can make the correct
482 determination as to whether it is safe to use thosefiles.

483 Printers that support the Get- Client- Print- Support- FHles operation SHOUL D support the downloading of
484 Client Print Support Filesthat have been digitdly signed. Clients thet invoke the Get- Client- Print- Support-
485 Files operation MUST make sure that Client Print Support Files that are supposed to be signed (i.e., whose
486 dient- print-support-files- supported attribute vaue includes the "digitd-signature” fidd) are indeed signed via
487 the specified mechanism when downloaded from the printer.

488 Furthermore, printers that support the Get- Client- Print- Support- Files operation SHOUL D are REQUIRED
4389 teimplement TLSto provide application level channe security and enable users to reliably authenticate the
490 source of the Client Print Support Files.
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