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STATUS OF THISMEMO

This document is an Internet-Draft and isin full conformance with al provisions of Section 10 of [RFC2026].
Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and its
working groups. Note that other groups may aso distribute working documents as Internet- Drafts.

I nternet- Drafts are draft documents vaid for a maximum of six months and may be updated, replaced, or
obsoleted by other documents at any time. It isingppropriate to use Internet- Drafts as reference materid or
to cite them other than as "work in progress.”

Thelig of current Internet- Drafts can be accessed at http://www.ietf.org/ietf/1id- abstracts.txt

Theligt of Internet-Draft Shadow Directories can be accessed as http:/iww.ietf.org/shadow.html.

ABSTRACT

This document is one of aset of documents which together describe dl aspects of anew Internet Printing
Protocol (IPP). IPPisan application leve protocol that can be used for distributed printing on the Internet.
There are multiple parts to | PP, but the primary architecturd components are the Model, the Protocol and an
interface to Directory Services. This document provides a statement of the requirements for notifications as
part of an IPP Service.
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The full set of 1PP documentsinclude:

Design Godsfor an Internet Printing Protocol [RFC2567]

Rationae for the Structure and Model and Protocal for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.0: Modd and Semantics [RFC2566]

Internet Printing Protocol/1.0: Encoding and Trangport [RFC2565]

Internet Printing Protocol/1.0: Implementer's Guide [RFC 2639

Mapping between LPD and | PP Protocols [RFC2569]

The 'Design Godsfor an Internet Printing Protocol’ document takes a broad look at distributed printing
functionality, and it enumerates red-life scenarios that help to clarify the features that need to beincluded in a
printing protocol for the Internet. It identifies requirements for three types of users: end users, operators, and
adminigtrators. It calls out a subset of end user requirements that are satisfied in IPP/1.0. Operator and
adminigtrator requirements are out of scope for verson 1.0.

The 'Rationade for the Structure and Model and Protocol for the Internet Printing Protocol’ document
describes IPP from a high level view, defines aroadmap for the various documents that form the suite of PP
specifications, and gives background and rationae for the IETF working group's magjor decisions.

The 'Internet Printing Protocol/1.0: Encoding and Trangport' document is aforma mapping of the abstract
operations and attributes defined in the modd document onto HTTP/1.1. It defines the encoding rulesfor a
new Internet media type called "gpplication/ipp..

The 'Internet Printing Protocol/1.0: Implementer's Guide document gives insight and advice to implementers of
|PP clients and IPP objects. It isintended to help them understand 1PP/1.0 and some of the considerations
that may assst them in the design of their client and/or |PP object implementations. For example, atypica
order of processing requestsis given, including error checking. Mativation for some of the specification
decisonsis aso included.

The 'Mapping between LPD and |PP Protocols document gives some advice to implementers of gateways
between IPP and LPD (Line Printer Daemon) implementations.
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1 Scope

The scope of this requirements document covers functiondity used by the following kinds of IPP Users End
Users, Print Administrators and Operators.

2 Terminology

It is necessary to define a set of termsin order to be able to clearly express the requirements for notification
sarvicesin an |PP System.

2.1 Job Submitting End User

A human end user who submits a print job to an PP Printer. This person may or may not be within the same
security domain as the Printer. This person may or may not be geographically near the printer.

2.2 Adminigtrator
A human user who established policy for and configures the print system.
2.3 Operator

A human user who carries out the policy established by the Administrator and controls the day to day running
of the print system.

2.4 Job Submitting Application
An application (for example, abatch gpplication), acting on behdf of a Job Submitting End User, which
submits a print job to an PP Printer. The gpplication may or may not be within the same security domain as
the Printer. This gpplication may or may not be geographicaly near the printer.

2.5 Security Domain
For the purpaoses of this discussion, the set of network components which can communicate without going
through aproxy or firewal. A security domain may be geographicaly very large, for example - anyplace within
IBM.COM.

2.6 IPP Client

The software component that sends | PP requests to an |PP Printer object and accepts | PP responses from an
|PP Printer.

2.7 Job Recipient
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122 A human who is the ultimate consumer of the print job. In many casesthis will be the same person as the Job
123 Submitting End User, but this need not always be the case. For example, if | use IPP to print adocument on a
124 printer in a business partner's office, | am the Job Submitting End User, while the person | intend the document
125 for in my business partner's office is the Job Recipient. Since one of the gods of IPP isto be able to print near
126 the Job Recipient of the printed output, we would normally expect that person to be in the same security

127 domain as, and geographically near, the Printer. However, this may not ways be the case. For example, |
128 submit a print job across the Internet to a Kinko's print shop. | am both the Submitting end User and the Job
129 Recipient, but | am neither near nor in the same security domain as the Printer.

.30

131 2.8 Job Recipient Proxy

132

133 A person acting on behdf of the Job Recipient. In particular, the Job Recipient Proxy physicaly picks up the
134 printed document from the Printer, if the Job Recipient cannot perform that function. The Proxy isby

135 definition geographicaly near and in the same security domain as the printer. For example, | submit a print
136 job from home to be printed on a printer at work. 1'd like my secretary to pick up the print job and put it on
137 my desk. Inthiscase, | am acting as both Job Submitting End User and Job Recipient. My secretary is acting
138 as a Job Recipient Proxy.

139

140 2.9 Notification Subscriber

141

142 A client that requests the | PP Printer to send Event Notifications to one or more Notification Recipients. A
143 Notification Subscriber may be a Job Submitting End User or an End User, an Operator, or an Adminigtrator
144 that is not submitting ajob.

145

146  2.10 Notification Source

47

148 The entity that sends Event Notifications.

149

50  2.11 Notification Recipient

151

152 The entity that receives | PP Notifications about Job and/or Printer events. A Notification Recipient may bea
153 Job Submitting End User, Job Submitting Application, Job Recipient, Job Recipient Proxy, Operator, or

154 Adminigrator, etc., and their representatives or log file or usage statistics gathering gpplication or other active
155 or passive entities.

.56

157 212 Natification Recipient Agent

158

159 A program which receives Event Noatifications on behdf of the Notification Recipient. The agent may teke
60 some action on behdf of the recipient, forward the notification to the recipient via some dternative means (for
161 example, page the recipient), or queue the notification for later retrieva by the recipient.

62

63 213 Event

.64
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65 A Event is some occurrence (either expected or unexpected) within the printing system of a change of State,
L66 condition, or configuration of a Job or Printer object.

67

68  2.14 Event Notification

69

L70 When an event occurs, an Event Notification is generated that fully describes the event (what the event was,
71 where it occurred, when it occurred, etc.). Event Notifications are delivered to dl the Notification Recipients
172 that are subscribed to that Event, if any. The Event Notification is ddlivered to the address of the Notification
73 Recipient usng the natification ddivery method defined in the subscription. However, an Event Natificationis
L74 sent ONLY if there is a corresponding subscription.

L75

L76  2.15 Notification Subscription

Lr7

178 A Noatification Subscription is arequest by a Notification Subscriber to the IPP Printer to send Event

L79 Notifications to goecified Naotification Recipient(s) when the event occur.

180

81 216 Notification Attributes

182

183 |PP Objects (for example, a print job) from which notification are being sent may have attributes associated
184 with them A user may want to have one or more of these associated attributes returned along with a particular
185 notification. In generd, these may include any attribute associated with the object emitting the notification.
186 Examplesinclude

87

|88 number- of-intervening jobs

189 job-k-octets

190 job-Kk-octets processed

191 job impressons

192 job-impressions-interpreted

193 job-impressions-compl eted

194 impressionsCompl etedCurrentCopy (job MIB)

195 sheetCompletedCopyNumber (job MIB)

196 sheetsCompletedDocumentNumber (job MIB)

197 Copies-requested

198 Copy-type

199 Output-destination

’00 Job-state-reasons

201 Job ID

202 Printer URI

203 Subscription 1D (for job independent subscription)

204

05 217 Natification Delivery Method (or Ddlivery Method for short)

206

207 Event Natifications are ddivered usng a method, such as email, TCP/IP, etc.
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2.18 Immediate Notification
Notifications sent to the Notification Recipient or the Notification Recipient's agent in such away that the
notification arrivesimmediately , within the limits of common addressing, routing, network congestion and
qudlity of service.

2.19 Store and Forward Notification
Notifications which are not necessarily ddivered to Notification Recipients immediately, but are queued for
delivery by some intermediate network application, for later retrieval. Email is an example of astore and
forward natification delivery method.

2.20 Relidble Ddlivery of Natificaions
Notifications which are ddivered by ardiable ddivery of packets or character stream, with acknowledgment
and retry, such that delivery of the natification is guaranteed within some determinate time limits. For example,
if the Notification Recipient has logged off and gone home for the day, an immediate natification cannot be
guaranteed to be ddlivered, even when sent over ardiable transport, because there is nothing there to catch it.
Guaranteed delivery requires both store and forward notification and areliable transport.

2.21 Notification over Unreliable Transport

Notifications are delivered viathe fundamentd transport address and routing framework, but no
acknowledgment or retry is required. Process to process communications, if involved, are unconstrained.
2.22 Human Consumable Notification

Notifications which are intended to be consumed by human end users only. Email would be an example of a
Human consumable natification, though it could dso contain Machine Consumable Natification.

2.23 Machine Consumable Natification
Notifications which are intended for consumption by a program only, such as an IPP Client. Machine
Consumable natifications may not contain human readable information. Do we need both human and machine?
Machine readable is intended for gpplication to gpplication only. The Notification Recipient could process the
meachine readable Event Notification into human readable format.

2.24 Mixed Notification

A mixed notification contains both Human Consumable and Machine Consumable information.
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3 Scenarios

1.

| am ditting in my office and submit a print job to the printer down the hdl. | am in the same security
domain asthe printer and of course, geographicaly near. | want to know immediately when my print job
will be completed (or if thereis a problem) because the document | am working on is urgent. | submit the
print job with the following attributes:

- Natification Recipient - me

- Natification Events - dl

- Notification Attributes - job-state-reason
- Notification Type - immediate

| am working from home and submit a print job to the same printer asin the previous example. However,
sncel am not a work, | cannot physicaly get the print file or do anything with it. It can wait until | get to
work this afternoon. However, I'd like my secretary to pick up the output and put it on my desk so it
doesn't get lost or miss-filed. I'd d <o like a store and forward notification sent to my email so that when |
get towork | can tel if there was a problem with the print job. | submit a print job with the following
attributes:

- Natification Recipient - my secretary
- Noatification Events - print complete
- Natification Type - immediate

- Natification Recipient - me

- Noatification Events - print complete

- Natification Attributes - impressions completed
- Notification Type - store and forward

| am ditting in my office and submit a print job to aclient at an engineering firm we work with on adaily
basis. The engineering firm isin Belgium. | would like my dlient to know when the print job is complete, so
that she can pick it up from the printer in her building. It isimportant that she review it right away and get
her comments back to me. | submit the print job with the following atributes:

- Notification Recipient - dient & engineering firm
- Natification Events - print complete

- Notification Type - immediate

- Natification Language - French

| am in ahotel room and send a print job to aKinko's store in the town | am working in, in order to get a
printed report for the meeting | am attending in the morning. Since I'm going out to dinner after | get this
job submitted, an immediate notification won't do me much good. However, 1'd like to check in the
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202 morning before | drive to the Kinko's store to see if the file has been printed. An email notification is

203 aufficient for this purpose. | submit the print job with the following atributes:

294

295 - Natification Recipient - me

206 - Natification Events - print complete

297 - Natification Type - store and forward

208

299 5. | am printing alarge, complex print file. | want to have some immediate feedback on the progress of the
300 print job asit prints. | submit the print job with the following attributes:

301

302 - Notification Recipient - me

303 - Natification Type - immediate

304 - Noatification Events - dl sate trangtions

305 - Natification Attributes - impresson completed

306

307 6. | am an operator and my dutiesisto keep the printer running. | subscribe independently from ajob

308 submission so that my subscription outlasts any particular job. 1 subscribe with the following attributes:
309

310 - Notification Recipient - me

311 - Natification Type - immediate

312 - Notification Events - dl Printer Sate trangtions

313 - Natification Attributes - Printer state, printer state reasons, device powering up, device powering
314 down.

315

316 7. | am ausage statistics gathering gpplication. | subscribe independently from ajob submission so that my
317 subscription outlasts any particular job. My subscription may persists across power cycles. | subscribe
318 with the following attributes:

319

320 - Notification Recipient - me

321 - Natification Type - immediate

322 - Noatification Events - job completion

323 - Notification Attributes - impression completed, sheets completed, time submitted, time started, time
324 completed, job owner, job Size in octets, etc.

325

326 8. | amaclient gpplication program that displays alist of jobs currently queued for printing on a printer. |
327 display the "job-name’, "job-gtate", "job-state-reasons’, "page-count”, and “intervening-jobs" ether for the
328 user'sjobsor for dl jobs. The window displaying thejob list remains open for an independent amount of
329 time, and it is desired that it represent the current sate of the queue. 1t is desired that the application only
330 need to perform adow poll in order to recover from any missed notifications. So the event delivery

331 mechanism provides the means to update the screen on al needed changes, including querying for some
332 attributes that may not be ddlivered in the Notification.

333
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0.

10.

11.

12.

| am aclient application program that displaysalist of printers. For each Printer | display the current Sate
and configuration. The window displaying the printer list remains open for an independent amount of time,
and it isdesired that it represent the current state of each printer. It isdesired that the gpplication only
need to perform adow poll in order to recover from any missed natifications. So the event delivery
mechanism provides the means to update the screen on al needed changes, including querying for some
attributes that may not be ddivered in the Notification.

| am an |PP Server that controls one or more devices and implements an | PP Printer object to represent
each device. | want to support IPP Notification for each of the IPP Printer objects that | implement.
Many of these devices do not support notification (or IPP). So | need to support the IPP Natification
semantics specified for each IPP Printer object mysdf on behdf of each of the devices that each of the

| PP Printer objects represent. When | accept | PP job creation requests, | convert the request to what the
device will accept. In some cases, | must poll the devicesin order to be informed of their job and device
state and state changes in order to be able to send PP Notifications to subscribed Notification Recipients.

| am an |PP Server that controls one or more devices and implements an | PP Printer object to represent
each device. | want to support IPP Notification for each of the IPP Printer objects that | implement.
These devices al support IPP, including IPP Notification. | would like the design choice for supporting
|PP Natification for these IPP Printer objectsthat | implement elther (1) by forwarding the notification to
the IPP Printers that | lone control and have them send the natifications to the intended Notification
Recipients without my involvement or (2) replace the notification submitted with the Job to indicate me as
the Notification Recipient and | will in turn forward Natifications to the Noatification Recipients requested
by my clients. Most of the rest of the contents of the IPP Job that | send to the IPP Printers that | control
will be the same as the IPP Job that | receive from my IPP clients.

| am an |PP Server that controls one or more devices and implements an | PP Printer object to represent
each device. | want to support |PP Notification for each of the IPP Printer objects that | implement.
These devices dl support IPP, including PP Natification. Because these IPP Printers MAY aso be being
controlled by other servers (using IPP or other protocols), | only want job events for the jobsthat | send,
but do want Printer events al the time, so that | can show proper Printer state to my clients. Soll
subscribe to these PP Printers for Printer events with along standing subscription with myself to asthe
Notification Recipient. When | get a Job Crestion request, | decide to which IPP Printer to send the job.
When | do so, | dso add ajob subscription for Job events with me as the Notification Recipient to the
job's job subscriptions supplied by my clients (this usage is cdled "piggy-backing”). These IPP Printers
automaticaly remove their job subscriptions when the job completes as for dl job subscriptions so thet |
no longer get Job events when my jobs are completed.

4 Requirements

The following requirements are intended to be met by the PP Natification specification (not the
implementation). The resulting IPP Notification Specification document:
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376 1. must indicate which of these requirements are REQUIRED and which are OPTIONAL for a conforming
377 implementation to support. See [RFC2911] section 12.1 for the definition of these important

378 conformance terms.

379

380 2. must be designed to that an IPP Printer can transparently support the IPP Notification semantics usng
381 third party naotification services tha exist today or that may be standardized in the future.

382

383 3. mug define means for a Job Submitting End User to specify zero or more Natification Recipients when
384 submitting aprint job. A Submitter will not be able to prevent out of band subscriptions from authorized
385 persons, such as Operators.

386

387 4. mus define means when specifying a Notification Recipient, for a Notification Subscriber to be able to
388 gpecify one or more natification events for that Notification Recipient, subject to administrative and

389 security policy redrictions. Any of the following condtitute Job or Printer Events that a Job Submitting End
390 User can specify natifications be sent for:

391 - Any standard Printer MIB dert (i.e. device derts) (critica and warning?) (Sate change

392 notifications)?

303 - Job Received (trangtion from Unknown to Pending)

394 - Job Started (Trangtion from Pending to Processing)

395 - Page Complete (Page is stacked)

396 - Callated Copy Complete (last sheet of collated copy is stacked)

397 - Job Complete (trandtion from Processing or Processing-stopped to Completed)

308 - Job aborted (trandgtion from Pending, Pending-held, Processing, or Processing-stopped to

399 Aborted)

100 - Job canceled (trangition from Pending, Pending-held, Processing, or Processing-held to Canceled)
101 . Other job state changes like 'paused’, purged?

102 - Device problemsfor which the job is destined

103 - Job (interpreter) issues

104

105 5. must define how an End User or Operator subscribesfor:

106 - Any st of Job Events for a specific job.

107 - Any st of Printer Events while a specific job is not complete.

108

109 6. mus define how an End User or Operator subscribes for the following without having to submit a Job:
110 - Any st of Printer Events for a defined period.

111 - Any st of Job Eventsfor dl jobswith no control over which jobs.

112

113 7. must define how the Notification Subscriber is able to pecify either immediate or store and forward
114 natification independently for each Natification Recipient. The means may be explicit, or implied by the
115 method of delivery chosen by the Job Submitting End User.

116

117 8. mus define common ddivery methods, e.g. emal, must be defined.

deBry, Lewis, Hastings Expires July 23, 2001 [Page 11] |



INTERNET DRAFT IPP/1.1: Notification Requirements January 23, 2001

118

119 9. mud define how an IPP Printer vdidatesiits ability to ddiver an Event using the specified ddivery scheme.
120 If it does not support the specified scheme, or the specified scheme isinvaid for some reason, then the
121 | PP Printer accepts and performs the request anyway and responds indicating the unsupported attribute
122 vaues. Thereisno requirement for the IPP Printer recaiving the print request to vdidate the identity of an
123 Notification Recipient, nor the ability of the system to deliver an event to that recipient as requested (for
124 example, if the Notification Recipient is not a work today).

125

126 10. must define a dass of 1PP event natification delivery methods which can flow through corporate firewals.
127 However, an | PP printer need not test to guarantee ddivery of the natification through afirewall before
128 accepting a print job.

129 11. may define means for ddivering a natification to the submitting client when the delivery of an event

130 notification to a specified Notification Recipient fails. Fall back means of subscribers determining if

131 natifications have faled, i.e. polling, may be provided.

132

133 12. mug define amechanism for locaizing Human Consumable notifications by the Natification Source.

134

135 13. may define away to specify whether or not event delivery requires acknowledgement back to the

136 Notification Source.

137

138 14. There must be a mechanism defined so that job independent subscriptions do not become stale and do not
139 require human intervention to remove stale subscriptions. However, sde must not be the inability to

140 ddiver an Event Noatification , snce temporary Natification delivery problems must be tolerated.

41

142 15. A mechanism must be defined s0 that an Event Subscriber is able to add an Event Subscription to a Job
143 after the Job has been submitted.

144

145 16. A mechanism must be defined so that aclient is able to cancel an Event Subscription on ajob or printer
146 after the job has been submitted.

a7

148 17. A mechanism must be defined so that a client can obtain the set of current Subscriptions.

149

150 5 Security consderationsfor | PP Notificationsrequirements

151

152 By far the biggest security concern is the abuse of notification: sending unwanted notifications to third parties
153 (i.e,, spam). The problem is made worse by notification addresses that may be redistributed to multiple

154 parties (eg. mailing lists). There exist scenarios where third party notification is required (see Scenario #2 and
155 #3). The fully secure solution would require active agreement of al recipients before sending out anything.
156 However, requirement #9 (“There is no requirement for IPP Printer receiving the print request to validate the
157 identity of an event recipient”) argues againg this. Certain systems may decide to disdlow third party

158 natifications (atraditiona fax modd).

159
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160 Clients submitting notification requests to the IPP Printer has the same security issues as submitting an IPP/1.1
61 print job request. The same mechanisms used by IPP/1.1 can therefore be used by the client notification

162 submission. Operations that require authentication can use the HTTP authentication. Operations that require
163 privacy can usethe HTTP/TLS privecy.

164

165 The notification access control model should be similar to the PP access control model. Cresting a

166 notification subscription is associated with auser. Only the creator or an operator can cancel the subscription.
167 The system may limit the listing of itemsto only those items owned by the user. Some subscriptions (e.g. those
168 that have alifetime longer than ajob) can be done only by privileged users (operators and/or adminigtrators), if
169 that is the authorization policy.

170

71 The standard security concerns (delivery to the right user, privacy of content, tamper proof content) apply to
172 the notification ddivery. PP should use the security mechanism of the ddivery method used. Some delivery
173 mechanisms are more secure than others. Therefore, sengtive natifications should use the ddivery method that
k74 has the strongest security.

75

176 6 Internationalization Consderations

K7

178 The Human Consumable natification must be localized to the naturd language and charset that Notification

179 Subscriber specifies within the choice of natura languages and charsets that the | PP Printer supports.

180

181 The Machine Consumable notification data uses the ‘gpplication/ipp' MIME mediatype. It contains some

182 attributes whose text values are required to be in the natura language and charset that the Notification

183 Subscriber specifies within the choice of naturd languages and charsets that the IPP Printer supports. See

184 [RFC2566].

185

186 7 IANA Congderations

187

188 There will be some naotification delivery methods registered with IANA for usein URLs._ These will be defined
189 in other documents.
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10 _Appendix A: Full Copyright Statement
Copyright (C) The Internet Society (1998,1999,2000,2001). All Rights Reserved

This document and trandations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assis in its implementation may be prepared, copied, published and
digributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this paragraph are included on al such copies and derivative works. However, this document itself may not
be modified in any way, such as by removing the copyright notice or references to the Internet Society or
other Internet organizations, except as needed for the purpose of developing Internet standards in which case
the procedures for copyrights defined in the Internet Standards process must be followed, or as required to
trandate it into languages other than English.

The limited permissions granted above are perpetua and will not be revoked by the Internet Society or its
SUCCESSOrS OF assigns.

This document and the information contained herein is provided on an "AS|IS' bass and THE INTERNET
SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE
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