OCOoO~NOOUILDS,WN B

25
26
27
28
29

30
31
32
33

35
36
37

38

Internet Printing Protocol WG Robert Herriot (editor)

INTERNET-DRAFT- Xerox Corp.
<draft-ietf-ipp-notify-get-043.txt> Carl Kugler
Updates. RFC 2911 Harry Lewis
[Target category: standards track] IBM, Corp.
Expires. January 17, 2002 July 17Aprit5, 2001

Internet Printing Protocol (I1PP):
The‘ippget’ Delivery Method for Event Notifications

Copyright (C) The Internet Society (2001). All Rights Reserved.

Status of this M emo:

This document is an Internet-Draft and isin full conformance with al provisions of Section 10 of
[rfc2026]. Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its
areas, and its working groups. Note that other groups may also distribute working documents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced,
or obsoleted by other documents at any time. It isinappropriate to use Internet-Drafts as reference
material or to cite them other than as “work in progress’.

The list of current Internet-Drafts can be accessed at http://www.ietf.org/ietf/1id-abstracts.txt
Thelist of Internet-Draft Shadow Directories can be accessed as http://www.ietf.org/shadow.html.
Abstract

This document describes an extension to the Internet Printing Protocol/1.0 (IPP) [RFC2566, RFC2565]
and IPP/1.1 [RFC2911, RFC2910]. This document specifies the ‘ippget’ Delivery Method for use with
the “1PP Event Notifications and Subscriptions” Sspecification [ipp-ntfy]._\When IPP Notification [ipp-
ntfy] is supported, the Delivery Method defined in this document is one of the RECOMMENDED
Delivery Methods for Printersto support.

The‘ippget’ Delivery Method is a‘ pull-ard-push’ Delivery Method with aspects of a‘push’ method as
well. That is, when an Event occurs, the Printer saves the Event Notification for a period of time caled
the Event Notification Lease Time. The Notification Recipient fetches (pulls) Event Notifications using
the Get-Notifications operation. If the Notification Recipient has selected the option to wait for
additional Event Notifications, the Printer continues to return (similar to push) Event Notifications to
the Notification Recipient as Get-Notification responses as Events occur._This push aspect is not a true
‘push’, since the Printer does not open the connect, but rather continues to return responses as Events
occur using the connection originated by the Notification Recipient.
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1 Introduction

The “IPP Event Notifications and Subscriptions” Speeifieation—document [ipp-ntfy] defines an
OPTIONAL extension to Internet Printing Protocol/1.0 (1PP) [RFC2566, RFC2565] and 1PP/1.1
[RFC2911, RFC2910]. For adescription of the base |PP documents, see section 19. Fhis-The [ipp-
ntfy] extension defines operations that a client can perform in order to create Subscription Objectsin a
Printer and carry out other operations on them. A Subscription Object represents a Subscription
abstraction. A client associates Subscription Objects with a particular Job by performing the Create-
Job-Subscriptions operation or by submitting a Job with subscription information. A client associates
Subscription Objects with the Printer by performing a Create-Printer-Subscriptions operation. Four
other operations are defined for Subscription Objects: Get-Subscriptions-Attributes, Get-Subscriptions,
Renew-Subscription, and Cancel-Subscription. The Subscription Object specifies that when one of the
specified Events occurs, the Printer sends an asynchronous Event Notification to the specified
Notification Recipient viathe specified Delivery Method (i.e., protocol).

The “IPP Event Notifications and Subscriptions” Speetfieation—document [ipp-ntfy] specifies that each
Delivery Method is defined in another document. This document is one such document, and it specifies
the ‘ippget’ delivery method._When IPP Notification [ipp-ntfy] is supported, the Delivery Method
defined in this document is one of the RECOMMENDED Delivery Methods for Printersto support.

The‘ippget’ Deivery Method isa‘ pull’ ang-pushi—Delivery Method with aspects of a‘push’ method as
well. That is, when an Event occurs, the Printer saves the Event Notification for a period of time caled
the Event Notification Lease Time. The Notification Recipient fetches (pulls) the Event Notifications
using the Get-Notifications operation. This operation causes the Printer to return all Event
Notifications held for the Notification Recipient. If the Notification Recipient has selected the option to
wait for additional Event Notifications, the Printer continues to return (smilar to push) Event
Notifications to the Notification Recipient as Get-Notification responses as Events occur._This push
aspect is not atrue ‘push’, since the Printer does not open the connect, but rather continues to return
responses as Events occur using the connection originated by the Notification Recipient.

2 Terminology
This section defines the following terms that are used throughout this document:

This document uses the same terminology as [RFC2911], such as “client”, “Printer”, “Job”, “ attribute”’,
“attribute value’, “keyword”, “operation”, “request”, “response”’, and “ support”.

Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL have speC|aI meanlng relatmg to conformancete%hlsspeemeanen

ﬁcemas deflned in RFC 2119 [RF02119] and [RFC2911] sectlon 121 If an |m|oI ementatlon supports
the extension defined in this document, then these terms apply; otherwise, they do not. These terms
define conformance to this document only; they do not affect conformance to other documents, unless
explicitly stated otherwise.
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Event Notification L ease: The lease that is associated with an Event Notification. When the lease
expires, the Printer discards the associated Event Notification.

Event Notification L ease Time: The expiration time assigned to alease that is associated with an
Event Notification.

Event Notification Attributes Group: The attributes group in a response that contains attributes that
are part of an Event Notification.

Event Wait M ode: The mode requested by a Notification Recipient client in its Get-Notifications
Request and granted by a Printer to keep the connection open where the Printer sends subsequent Event
Notifications to the Notification Recipient as they occur as additional Get-Notification Responses.

Other capitalized terms, such as Notification Recipient, Event Notification, Compound Event
Notification, Printer, etc., are defined in [ipp-ntfy], have the same meanings, and are not reproduced

here.

3 Model and Operation

In a Subscription Creation Operation, when the value of the “notify-recipient-uri” attribute has the
scheme ‘ippget’, the client is requesting that the Printer use the ‘ippget’ Delivery Method for the Event
Notifications associated with the new Subscription Object. The client SHOULD choose a vaue for the
address part of the “ notify-recipient-uri” attribute that uniquely identifies the Notification Recipient.

When an Event occurs, the Printer MUST generate an Event Notification and MUST assign it the Event
Notification Lease Time. The Printer MUST hold an Event Notification for its assigned Event
Notification Lease Time. The Printer MUST assign the same Event Notification Lease Time to each
Event Notification.

When a Notification Recipient wants to receive Event Notifications, it performs the Get-Notifications
operation, which causes the Printer to return all un-expired Event Notifications held for the Notification
Recipient. If the Notification Recipient has selected the Event Wait Mode option to wait for additional
Event Notifications, the response to the Get-Notifications request continues indefinitely as the Printer
continues to send Event Notifications in the response as Events occur. For the Get-Notification
operation, the Printer sends only those Event Notifications that are generated from Subscription Objects
whose “ notify-recipient-uri” attribute value equals the value of the “notify-recipient-uri” Operation
Attribute in the Get-Notifications operation.

If aNotification Recipient performs the Get-Notifications operation twice in quick succession, it will
receive nearly the same Event Notification both times because most of the Event Notifications are those
that the Printer saves for afew seconds after the Event occurs. There are two possible differences.
Some old Event Notifications may not be present in the second response because their Event
Notification Leases have expired. Some new Event Notifications may be present in the second response
but not the first response, because they occurred after the first response.
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When the Notification Recipient requests Event Notifications for per-Job Subscription Objects, the
Notification Recipient typically performs the Get-Notifications operation within a second of performing
the Subscription Creation operation. Because the Printer is likely to save Event Notifications for
severa seconds, the Notification Recipient is unlikely to miss any Event Notifications that occur
between the Subscription Creation and the Get-Notifications operation.
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174 4 General Information

175 If a Printer supports this Delivery Method, the following are its characteristics.

176 Table 1 — Information about the Delivery Method
Document Method Conformance Requirement Delivery Method Realization
1.  What isthe URL scheme name for the Delivery Method? ippget

2. Isthe Delivery Method REQUIRED, RECOMMENDED or | RECOMMENDED
OPTIONAL for an |PP Printer to support?

3. What transport and delivery protocols does the Printer useto | IPP with one new operation.
deliver the Event Notification Content, i.e., what is the entire
network stack?

4, Can several Event Notifications be combined into a Yes.
Compound Event Notification?

5. Isthe Delivery Method initiated by the Notification Recipient | This Delivery Method is a pull
(pull), or by the Printer (push)? method with aspects of and-a

push method, though the

Printer does not initiate the

connection.
6. Isthe Event Notification content Machine Consumable or Machine Consumable
Human Consumable?
7. What section in this document answers the following Section 5
guestion? For a Machine Consumable Event Notification,
what is the representation and encoding of values defined in
section 9.1 of [ipp-ntfy] and the conformance requirements
thereof? For a Human Consumable Event Notification, what is
the representation and encoding of pieces of information
defined in section 9.2 of [ipp-ntfy] and the conformance
reguirements thereof ?
8.  What are the latency and reliability of the transport and Same as |PP and the
delivery protocol ? underlying HTTP transport
9.  What are the security aspects of the transport and delivery Same as |PP and the
protocoal, e.g., how it is handled in firewalls? underlying HTTP transport
10. What are the content length restrictions? None

11. What are the additional values or pieces of information that a | None
Printer sends in an Event Notification content and the
conformance requirements thereof ?

12. What are the additional Subscription Template and/or None
Subscription Description attributes and the conformance
requirements thereof ?

13. What are the additional Printer Description attributes and the | None
conformance requirements thereof ?

177
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5 Get-Notifications operation

This operation is issued by a client acting in the role of a Notification Recipient and causes the Printer to |
return all Event Notifications held for the Notification Recipient.

A Printer MUST support this operation.

When a Printer performs this operation, it MUST return all and only those Event Notifications:

1.

Whose associated Subscription Object’s “notify-subscription-id” attribute eguals the “ notify-
subscription-id” Operation attribute if supplied AND

Whose associated Subscription Object’s “notify-recipient-uri” attribute equals the “ notify-
recipient-uri” Operation attribute AND

Whose associated Subscription Object’s “notify-recipient-uri” attribute has-a-matches the
scheme value of ‘ippget’ using the matching rulesin section 11.5.2 AND

Whose Event Notification Lease Time has not yet expired AND

Where the Notification Recipient is the owner of or has read-access rights to the associated
Subscription Object.

The Printer has the following options for responding to a Get-Notifications Request:

1.

The Printer can reject the request and return the ‘ server-error-busy’ status code, if the Printer is

too busy to accept this operation at thistime. In this case, the Printer MUST return the “ get-
notify-interval” attribute to indicate when the client should try again.

If the Notification Recipient did not request Event Wait Mode, the Printer MUST respond to

this operation immediately with whatever Event Notifications it currently holds and return the
“notify-get-interval” attribute with number of seconds from now at which the Notification
Recipient MAY repeat the Get-Notifications Request to get future Event Notifications.

If the Notification Recipient requested Event Wait Mode, Fthe Printer MUST respond to this

operatl on immediately with whatever Event Notlflcatl onsit currently holds HJtheNetmeatlen

continue to send Event Notlflcatl ons asthey occur unt|I aII of the assoCi ated Subscrl ption
Objects are cancelled. A Subscription Object is cancelled elther viathe Cancel-Subscription
operation or by the Printer (e.g., the Subscription Object is cancelled when the associated Job
completes and is no longer in the Job Retention or Job History phase - see the “ippget-event-

time-to-live (integer(0:MAX))” attribute discussion in section 8.1). However, the Printer MAY
decide to terminate Event Wait Mode at any time, including in the first response. In this case
the Printer MUST return an additional Event Notification Attributes Group that contains the
single “notify-get-interval” attribute. This attribute indicates that the Printer wishes to leave
Event Wait Mode and the number of seconds in the future that the Notification Recipient
SHOULD try the Get-Notifications operation again. The Notification Recipient MUST accept
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this response and MUST disconnect. If the Notification Recipient does not disconnect, the
Printer SHOULD do so.

theepera&renﬁpmeaneleseieheeenneeuen—lf the Notlflcatlon Reci plent wi sh&e to termmate the Get-

Notifications operation, it can close the connection._See section 12 for the encoding and transport rules
for the Get-Notifications Response for the Event Wait Mode.

The Printer MUST accept the request in any state (see [RFC2911] “printer-state” and “printer-state-
reasons’ attributes) and MUST remain in the same state with the same “ printer-state-reasons’ values.

Access Rights: If the policy of the Printer isto allow all usersto access al Event Notifications, then the
Printer MUST accept this operation from any user. Otherwise, the authenticated user (see [RFC2911]
section 8.3) performing this operation MUST either be the owner of each Subscription Object identified
by the “ notify-recipient-uri” Operation attribute (as determined during a Subscription Creation
Operation) or an operator or administrator of the Printer (see [RFC2911] Sections 1 and 8.5).
Otherwise, the IPP object MUST reject the operation and return: ‘ client-error-forbidden’, * client-error-
not-authenticated’, or ‘ client-error-not-authorized’ status code as appropriate.

5.1 Get-Notifications Request

The following groups of attributes are part of the Get-Notifications Request:
Group 1: Operation Attributes

Natural Language and Character Set:
The “attributes-charset” and “ attributes-natural-language” attributes as described in
[RFC2911] section 3.1.4.1.

Target:
The “printer-uri” (uri) operation attribute which is the target for this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:
The “requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [RFC2911] section 8.3.

“notify-subscription-id” (integer(1:MAX)):
The client SHOULD supply this attribute, if known, and the client is only monitoring asingle
Subscription object. The Printer object MUST support this attribute. |f supplied, but no
Subscription Object exists with this identifier, the Printer MUST return the ‘ client-error-not-
found' status code.

If supplied and the identified Subscription Object exists, the Printer MUST check that the
Subscription Object’ s “ notify-recipients-uri” attribute schemeiis ‘ippget’ (case insensitive-
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match - see section 11.5.2). |If the scheme does not match ‘ippget’, the Printer MUST reject
the request and return the ‘ client-error-uri-scheme-not-supported’ status code.

Note: If Notification Recipients supplies this attribute, if known, then the Event Notifications
will be sent in time stamp order since only one Subscription object isinvolved (see “ Event
Notification Ordering” requirements in [ipp-ntfy] section 9). Supplying this attribute also
reduces the Event processing time on the Printer since the Printer doesn’'t have to search all of
the Subscription Objectsin order to match the “notify-recipient-uri” operation attribute (see

next attribute).

“notify-recipient-uri” (uril(255)):

Herriot, et al.

The client MUSFMAY supply this attribute whether or not it aso supplies the “notify-
subscription-id” operation attribute. The Printer object MUST support this attribute. |f the
client supplies neither the “ notify-subscription-id” nor the “ notify-recipient-uri”, the Printer
MUST reject the request and return the * client-error-bad-request’ status code.

If the supplied scheme is not ippget (case insensitive-match - see section 11.5.2), the Printer
MUST reject the request and return the ‘ client-error-uri-scheme-not-supported’ status code.

If the client also supplied the “notify-subscription-id” attribute, then the value of this attribute
MUST match the “notify-recipient-uri” Subscription Description attribute for the identified
Subscription object. If they do not match, the Printer MUST return the * client-error-not-
found’ status code.

If the client did not supply the “notify-subscription-id” operation attribute, Fthe Printer
matches the value of this " notify-recipient-uri” attribute (bytefor-byte-with-ne-case-conversion)

against the value of the “ notify-recipient-uri” Subscription Description attribute in each
Subscription Object in the Printer_using the URI matching rules specified in section 11.5.2. If

thereare no match&& the IPP Pri nter MUST return the * cllent -error-not- found' status code.

The value of this attribute is defined to be shorter (255 octets) than the ‘uri’ attribute syntax
(1023 octets) in [RFC2911], since this uri is used for identification, not for locating a network
resource.

The [ipp-ntfy] specification REQUIRES that Subscription Object’s “notify-recipient-uri”
attribute be returned in any operation with the identical representation as supplied by the
original Subscribing Client in the Subscription Creation Request. Therefore the Printer
implementation MUST use other means to perform the URI match than changing the
Subscription Object’ s original “notify-recipient-uri” value to a canonical form.

Expires: January 17, 2001 [page 10]
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296 Note: this attribute allows a subscribing client to pick URLs that are unique, e.g. the client’s
297 own URL or afriend’s URL, which in both casesis likely the URL of the person’s host. An
298 application could make a URL unique for each application.

299

300 “notify-ne-wait” (boolean):

301 The client MAY supply this attribute. The Printer object MUST support both values of this
302 atribute. If the valueis ‘true’, the client is requesting Event Wait Mode. See the beginning of
303 sectl on 5 for the ruI es for Event Walt M ode H—the#alaeef—ﬂmsatfmbuteﬁ—fdse—thepnmer
304

305

306

307

308

309

310

311 5.2 Get-Notifications Response

312 The following groups of attributes are part of the Get-Naotifications Response:

313 Group 1: Operation Attributes

314 Status Message:

315 In addition to the REQUIRED status code returned in every response, the response

316 OPTIONALLY includes a*“status-message” (text(255)) and/or a “detailed-status-message”
317 (text(MAX)) operation attribute as described in [RFC2911] sections 13 and 3.1.6.

318

319 The Printer can return any status codes defined in [RFC2911]. If the status code is not

320 ‘successful-xxx‘, the Printer MUST NOT return any Event Notification Attribute groups. The |
321 following is a description of the important status codes:

322

323 successful-ok: the response contains all Event Notification associated with the specified
324 “notify-recipient-uri”. If the specified Subscription Objects have no associated Event
325 Notification, the response MUST contain zero Event Notifications.

326 client-error-not-found: The Printer has no Subscription Object’ s whose “notify-

327 recipient-uri” attribute equals the “notify-recipient-uri” Operation attribute, if supplied
328 or whose “notify-subscription-id” attribute equals the “notify-subscription-id”

329 Operation attribute, if supplied.

330 server-error-busy: The Printer istoo busy to accept this operation. If the “suggested-
331 ask-again-time-Hatervalnotify-get-interval” operation attribute is present in the

332 Operation Attributes of the response, then the Notification Recipient SHOULD wait
333 for the number of seconds specified by the “suggested-ask-again-time-Hatervalnotify-
334 get-interval” attribute before performing this operation again. If the “suggested-ask-
335 again-time-Hatervalnotify-get-interval” Operation Attribute is not present, the

336 Notification Recipient shedtd- SHOULD use the normal network back-off agorithms
337 for determining when to perform this operation again.
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338 redirection-other-site: The Printer does not handle this operation and requests the
339 Notification Recipient to perform the operation again with the uri specified by the
340 “petity-Hppget-redirectredirect-uri” Operation Attribute in the response.

341

342 Natural Language and Character Set:

343 The “attributes-charset” and “ attributes-natural-language’ attributes as described in

344 [RFC2911] section 3.1.4.2.

345

346 The Printer MUST use the values of “notify-charset” and “notify-natural-language’,

347 respectively, from one Subscription Object associated with the Event Notificationsin this
348 response.

349

350 Normally, there is only one matched Subscription Object, or the value of the “notify-charset”
351 and “ notify-natural-language’ attributesis the same in al Subscription Objects. If not, the
352 Printer MUST pick one Subscription Object from which to obtain the value of these attributes.
353 The agorithm for picking the Subscription Object isimplementation dependent. The choice of
354 natural language is not critical because ‘text’ and ‘name’ values can override the “ attributes-
355 natural-language” Operation attribute. The Printer’s choice of charset is critical because a bad
356 choice may leave it unable to send some ‘text’ and ‘name’ values accurately.

357

358 “printer-up-time” (integer(61:MAX)):

359 The value of this attribute is the Printer’ s “printer-up-time” attribute at the time the Printer
360 sends this response. Because each Event Notification also contains the value of this attribute
361 when the event occurred, the value of this attribute lets a Notification Recipient know when
362 each Event Notification occurred relative to the time of this response.

363

364

365

366

367

368

369

370

371

372 “petity-Hppget-redirectredirect-uri” (uri):

373 The vaue of this attribute is the uri that the Notification Recipient MUST use for the-a

374 subsequent Get-Notifications operation. This attribute is present-returned in the Operation
375 Attributes Group if and only if the status code has the value ‘ redirection-other-site’.

376

377 Group 2: Unsupported Attributes

378 See [RFC2911] section 3.1.7 for details on returning Unsupported Attributes.

379

380

381

382
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Group 3 through N: Event Notification Attributes

Herriot, et al.

The Printer responds with one Event Notification Attributes Group per matched Event
Notification. The entire response is considered a single Compound Event Notification (see
[ipp-ntfy]). Thelast Event Notification Attributes Group MAY contain asingle “ notify-get-
interval” (see section 7.1 and 12), in which case the Printer will return no future responses.
Theinitial matched Event Notifications are all un-expired Event Notification associated with
the matched Subscription Objects and MUST follow the “Event Notification Ordering”
requirements for Event Notifications within a Compound Event Notification specified in [ipp-

ntfy] section 9.

If the Notification Recipient has selected the Event Wait Mode option to wait for additional
Event Notifications (the “notify-wait” attribute was set to ‘true’), the Printer sends the
subsequent Event Notlflcatlons In the response each ti me |t processes additional Eventsate

Eventeeeups Each time the Pnnter sends such Event Notlflcatlons the|r ordennq MUST

follow the “ Event Notification Ordering” requirements in [ipp-ntfy] section 9.

Note: If a Notification Recipient performs two consecutive Get-Notifications operations, the

time stamp of the first Event Notification in the second Get-Notifications Response may be less

than the time stamp of the last Event Notification in the first Get-Notification Response. This
happens because the Printer sends all unexpired Event Notification according to the ordering
specified in [ipp-ntfy] and some Event Notifications from the first Get-Notifications operation
may not have expired by the time the second Get-Notifications operation occurs.

From the Notification Recipient’s view, the response appears as an initial burst of data, which
includes the Operation Attributes Group and one Event Notification Attributes Groups per
Event Notification that the Printer isholding. After the initial burst of data, if the Notification

Recipient has selected the Event Wait M ode option to wait for additional Event Notifications, |

the Notification Recipient receives occasional Event Notification Attribute Groups. Proxy
servers may delay some Event Notifications or cause time-outs to occur. The client MUST be
prepared to perform the Get-Notifications operation again when time-outs occur.

Each attribute is encoded using the IPP rules for encoding attributes [RFC2910] and may

MAY be encoded in any order. Note: the Get-Jobs response in [RFC2911] acts as a model for

encoding multiple groups of attributes. See section 12 for the encoding and transport rules.

Each Event Notification Group MUST contain all of attributes specified in section 9.1

(“ Content of Machine Consumable Event Notifications”) of [ipp-ntfy] with exceptions denoted

by asterisks in the tables below.

The tables below are copies of the tables in section 9.1 (“ Content of Machine Consumable
Event Notifications’) of [ipp-ntfy] except that each cdll in the “Sends’ columnisa “MUST”.

Expires: January 17, 2001 [page 13]
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Source Vaue Sends Source Object
notify-subscription-id (integer(1:MAX)) MUST Subscription
notify-printer-uri (uri) MUST Subscription
notify-subscribed-event (type2 keyword) MUST Event Notification
printer-up-time (integer(MHN1:MAX)) MUST Printer
printer-current-time (dateTime) MUST * Printer
notify-sequence-number (integer (0:MAX)) MUST Subscription
notify-charset (charset) MUST Subscription
notify-natural-language (natural L anguage) MUST Subscription
notify-user-data (octetString(63)) MUST ** Subscription
notify-text (text) MUST Event Notification
attributes from the “ notify-attributes’ attribute MUST *** | Printer

attributes from the “ notify-attributes’ attribute MUST *** | Job

attributes from the “ notify-attributes’ attribute MUST *** | Subscription

* The Printer MUST send the “ printer-current-time” attribute if and only if it supports the

“printer-current-time” attribute on the Printer object.

** |f the associated Subscription Object does not contain a “notify-user-data’ attribute, the

Printer MUST send an octet-string of length O.

*** |f the “notify-attributes’ attribute is present on the Subscription Object, the Printer MUST
send all attributes specified by the “ notify-attributes’ attribute. Note: if the Printer doesn’t
support the “notify-attributes’ attribute, it is not present on the associated Subscription Object.

For Event Notifications for Job Events, the Printer includes the additional attributes shown in

Table 3.

Table 3 - Additional Attributesin Event Notification Content for Job Events

Source Vaue Sends Source Object
job-id (integer(1:MAX)) MUST | Job
job-state (typel enum) MUST | Job
job-state-reasons (1setOf type2 keyword) MUST | Job
job-impressions-completed (integer(0:MAX)) MUST * | Job

Herriot, et al.

* The Printer MUST send the “job-impressions-completed” attribute in an Event Notification

only for the combinations of Events and Subscribed Events shown in Table 4.
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Table 4 — Combinations of Events and Subscribed Eventsfor “job-impressions-completed”

Job Event Subscribed Job Event
‘job-progress ‘job-progress
‘job-completed’ ‘job-completed’
‘job-completed ‘job-state-changed”

For Event Notification for Printer Events, the Printer includes the additional attributes shown
in Table 5.

Table5— Additional Attributesin Event Notification Content for Printer Events

Source Vaue Sends Source Object
printer-state (typel enum) MUST Printer
printer-state-reasons (1setOf type2 keyword) MUST Printer
printer-is-accepting-jobs (boolean) MUST Printer

6 Subscription Template Attributes

This section defines the Subscription object conformance requirements for Printers.

6.1 Subscription Template Attribute Conformance

The ‘ippget’ Delivery Method has the same conformance requirements for Subscription Template
attributes as defined in [ipp-ntfy]. The ‘ippget’ Delivery Method does not define any addition
Subscription Template attributes.

6.2 Additional Information about Subscription Template Attributes

This section defines additional information about Subscription Template attributes defined in [ipp-ntfy].

6.2.1 notify-recipient-uri (uri)

This section describes the syntax of the value of this attribute for the ‘ippget’ Delivery Method. The
syntax for values of this attribute for other Delivery Method is defined in other Delivery Method
Documents.

In order to support the ‘ippget’ Delivery Method and Protocol, the Printer MUST support the following
syntax:

Herriot, et al. Expires: January 17, 2001 [page 15] |
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The ‘ippget:// URI scheme. The remainder of the URI indicates something unique about the
Notification Recipient, such asits host name or host address (and optiona path) that the Printer uses
to match the “ notify-recipient-uri” Operation attribute supplied in the Get-Notifications request. See
section 11 for a complete definition of the syntax of the IPPGET URL.

6.3 Subscription Description Attribute Conformance

The ‘ippget’ Delivery Method has the same conformance requirements for Subscription Description
attributes as defined in [ipp-ntfy]. The ‘ippget’ Delivery Method does not define any addition
Subscription Description attributes.

7 Attributes only in Event Notifications

This section defines attributes that exist only in Event Notifications and do no exist in any |PP-defined
objects.

7.1 “notify-get-interval” (integer(0:MAX))

The Printer returns this attribute to give the client an indication of when to try another Get-Notifications
request in the future. The value of this attribute is the number of seconds that the Notification Recipient
SHOUL D wait before trying the Get-Notifications operation again. This value is intended to help the
client be a good network citizen.

The Printer MUST return this attribute by itself in a separate Event Notification Attributes Group. The
Printer MUST return this attribute if and only if:

1. Printer busy case: the Printer returns the ‘ server-error-busy’ status code OR

2. No wait case: the Printer returns the ‘ successful-ok’ status code and the client either (1)
supplied the “notify-wait” attribute with avalue of ‘false’ or (2) omitted the attribute entirely
OR

3. Printer leaves Event Wait Mode: the Printer returns the ‘ successful-ok’ status code and the
client supplied the “notify-wait” attribute with the ‘true value (Event Wait Mode) but the Printer
wants the client to disconnect (no wait), instead of staying connected. The client MUST accept
this response and MUST disconnect. |f the client does not disconnect, the Printer SHOULD do
s0. The Printer returns this attribute for this case only if the implementation does not want to
keep the connection open at thistime. If the Printer wants the client to keep the connection
open and remain in Event Wait Mode, then the Printer MUST NOT return this attribute in the

response.

8 Additional Printer Description Attributes

This section defines additional Printer Description attributes for use with the ‘ippget’ Delivery Method.
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#18.1 ippget-event-time-to-livebegin-to-expire-time-interval (integer(0: MAX))

This Printer Description attribute specifies the number of seconds that a Printer keeps an Event
Notification that is associated with the *ippget’ Delivery Method.

The Printer MUST support this attribute if it supports the ‘ippget’ Delivery Method.

The value of this attribute is the minimum number of seconds that MUST el apse between the time the
Printer creates an Event Notification object for the ‘ippget’ Delivery Method and the time the Printer
discards the same Event Notification.

For example, assume the following:

1. aclient performs a Job Creation operation that creates a Subscription Object associated with this
Delivery Method, AND

2. an Event associated with the new Job occurs immediately after the Subscription Object is
created, AND

3. the same client or some other client performs a Get-Notifications operation N seconds after the
Job Creation operation.

Then, if N isless than the value of this attribute, the client(s) performing the Get-Notifications
operations can expect not to miss any Event-Notifications, barring some unforeseen lack of memory
space in the Printer.

The value of this attribute also specifies the minimum number of seconds that the Printer, if supporting
the ippget Delivery Method, MUST keep ‘ completed’, ‘ canceled’, or ‘aborted’” Job objects in the Job
Retention and/or Job History phases. See [RFC2911] section 4.3.7.1 and the discussion in [ipp-ntfy]
‘[ob-completed’ event) that explains that a Notification Recipients can query the Job after receiving a
‘job-completed’ Event Notification in order to find out other information about the job that is
completing. However, this attribute has no effect on the Cancel-Subscription operation which deletes
the object immediately, whether or not it contain the ippget scheme. |mmediately thereafter,
subsequent Get-Notifications Responses MUST NOT contain Event Notifications associated with the
cancelled Subscription object.
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9 New Values for Existing Printer Description Attributes

This section defines additional values for existing Printer Description attributes define in [ipp-ntfy].

9.1 notify-schemes-supported (1setOf uriScheme)

The following value for the “ notify-schemes-supported” attribute is added in order to support the new
Ddivery Method defined in this document:

‘ippget’ - The IPP Notification Delivery Method defined in this document.
9.2 operations-supported (1setOf type2 enum)

Table 6 lists the “operation-id” value defined in order to support the new Get-Notifications operation
defined in this document.

Table 6 — Operation-id assignments

Vaue Operation Name

0x001C Get-Notifications

10 New Status Codes

The following status codes are defined as extensions for this Delivery Method and are returned as the
status code of the Get-Notifications operation.

10.1 redirection-other-site (0x0300)

This status code means that the Printer doesn’'t perform that Get-Notifications operation and that the
“petity-Hppget-redirectredirect-uri” Operation Attribute in the response contains the uri that the
Notification Recipient MUST use for performing the Get-Notifications operation.

11 The IPPGET URL Scheme

This section defines the ‘ippget’ URL and the conformance requirements for using it.

10-111.1 The IPPGET URL Scheme Applicability and Intended Usage

This section isintended for use in registering the ‘ippget’ URL scheme with IANA and fully conforms
to the requirements in [RFC2717]. This document defines the ‘ippget’” URL (Uniform Resource
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Locator) scheme for specifying a unique identifier for an PP Client which implements the IPP Get-
Notifications operation specified in this document (see section 5).

The intended usage of the ‘ippget’” URL schemeis COMMON.

11.2 The IPPGET URL Scheme Associated Port
None.

An ‘ippget” URL behaves as a unique identifier for PP Clients and is NOT used to initiate any over-the-
wire protocol associations.

See: IANA Port Numbers Registry [[ANA-PORTREG].

11.3 The IPPGET URL Scheme Associated MIME Type

All PP Get-Notifications operations (requests and responses) MUST be conveyed in an
‘application/ipp’ MIME mediatype as registered in [IANA-MIMEREG]. An ‘ippget’ URL MUST
uniquely identify an IPP Client that support this *application/ipp’” MIME mediatype.

See: IANA MIME Media Types Registry [IANA-MIMEREG].

11.4 The IPPGET URL Scheme Character Encoding

The ‘ippget’ URL scheme defined in this document is based on the ABNF for the URI Generic Syntax
[RFC2396] and further updated by [RFC2732] and [RFC2373] (for IPv6 addressesin URLS). The
‘ippget’” URL schemeis case-insenditive in the scheme and "authority' part; however, the 'abs path’' part
is case-sengitive, asin [RFC2396]. Code points outside [US-ASCII] MUST be hex escaped by the
mechanism specified in [RFC2396].

11.5 The IPPGET URL Scheme Syntax in ABNF

This document is intended for use in registering the ‘ippget’ URL scheme with IANA and fully
conforms to the requirements in [RFC2717]. This document defines the ‘ippget’ URL (Uniform
Resource Locator) scheme for specifying a unique identifier for an 1PP Client which implements IPP
‘Get-Notifications operation specified in this document.

The intended usage of the ‘ippget’” URL schemeis COMMON.

The IPP protocol places alimit of 1023 octets (NOT characters) on the length of a URI (see section
4.1.5 ‘uri’ in [RFC2911]). An IPP Printer MUST return the ‘ client-error-request-value-too-long’ status
code (see section 13.1.4.10 in [RFC2911]) when a URI received in arequest is too long.
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Note: 1PP Clients and IPP Printers ought to be cautious about depending on URI lengths above
255 bytes, because some older client or proxy implementations might not properly support these
lengths.

An‘ippget’” URL MUST be represented in absolute form. Absolute URL s always begin with a scheme
name followed by a colon. For definitive information on URL syntax and semantics, see “Uniform
Resource Identifiers (URI): Generic Syntax and Semantics’ [RFC2396]. This specification adopts the
definitions of “authority”, “abs _path”, “query”, “reg_name’, “server”, “userinfo”, and “hostport” from
[RFC2396], as updated by [RFC2732] and [RFC2373] (for I1Pv6 addressesin URLYS).

The ‘ippget’ URL scheme syntax in ABNF is as follows:

i ppget _URL = “ippget:” “//” authority [ abs_path [ “?” query ]]
authority = server | reg_nane
reg_name = 1*( unreserved | escaped | “$" | “," |
UL @ | e | =] )
server =[] [ userinfo “@ ] hostport ]
userinfo = *( unreserved | escaped |
T T I A o R A R
host port = host [ “:” port ]
abs_path = */" path_segnents

If the port is empty or not given, then no port is assumed. The semantics are that the ‘ippget’ URL isa
unique identifier for an IPP Client that will retrieve IPP event notifications via the | PP Get-Notifications
operation.

Note: The use of IP addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

11.5.1 IPPGET URL Examples

The following are examples of valid ‘ippget’ URLs for IPP Clients (usnhg DNS host names):

i ppget://abc. com
i ppget://abc.con |istener
i ppget:// bob@bc. com |istener/ 1232

Note: The use of IP addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

The IPP Client that creates the Subscription object and the Notification Recipient have to agree on a
unique IPPGET URL value in order for the Get-Notifications operations to retrieve the proper Event
Notifications. Therefore, the choice of ‘userinfo@hostport’ versus the simpler *hostport’ production in
an ‘ippget’ URL may be influenced by the intended usage.

If agiven IPP Client creates an | PP Subscription object for event notifications intended for retrieval by
the same | PP Client, then the smple ‘hostport’ production may be most appropriate. In this case, the
IPP Client and the Notification Recipient both know the 'hostport' of the client.
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621 On the other hand, if agiven IPP Client creates an | PP Subscription object for event notifications
622 intended for retrieval by a different PP Client, then the * userinfo@hostport’ production (using, for
623 example, the right-hand side of a‘mailto:” URL, see [RFC2368]) may be most appropriate. For this
624 case, amail address serves as the prior agreement on the IPPGET URL value between the IPP Client
625 and the Notification Recipient.

626 11.5.2 IPPGET URL Comparisons

627 When comparing two ‘ippget’ URLsto decide if they match or not, an IPP Client or IPP Printer
628 MUST use the same rules as those defined for HTTP URI comparisons in [RFC2616].

629 1112 Encoding_and Transport

630 This section defines the encoding and transport considerations for this Delivery Method based on

631 [REC2910].

632 The encoding of a Get-Notifications Response is modeled the Get-Jobs Response (see [RFC2911]). In
633 a Get-Notifications Response, each Event Notification Attributes Group MUST start with an ‘ event-
634 notification-attributes-tag’ (see the section “ Encodings of Additional Attribute Tags’ in [ipp-ntfy]), but
635 only the last group ends with an ‘ end-of-attributes-tag’. In addition, for Event Wait Mode the multi-
636 part/related is used to separate each multiple response (in time) to a single Get-Notifications Request.
637 The Printer returns Get-Notification Response as follows:

638 1. If the Notification Recipient client did not request Event Wait M ode (“notify-wait” = ‘false’ or
639 omitted), the Printer ends the response with an ‘ end-of-attributes-tag’ (see [RFC2911] Get-Jobs
640 encoding) as with any operation response. The Notification Recipient is expected to close the
641 connection.

642 2. |If the Notification Recipient client requests Event Wait M ode (“ notify-wait” = ‘true’) and the
643 Printer wishes to honor the request, the Printer ends the Response without an ‘ end-of-attributes-
644 tag’ and MUST return the response as an application/ipp part inside a multi-part/related MIME
645 mediatype. Neither the Notification Recipient nor the Printer close the connection. When one
646 or more additional Events occur, the Printer returns each as an additional Event Notification
647 Group using a separate application/ipp part under the multi-part/related type.

648 3. If theclient requested Event Wait M ode (“ notify-wait” = ‘true’), but the Printer does not wish
649 to honor the request in the initial response but wants the client to disconnect, the Printer MUST
650 return the “notify-get-interval” attribute (see section 7.1) as the last Event Notifications

651 Attributes Group - see section 5.2), the Printer ends the Response with an ‘ end-of-attributes-
652 tag’. The Printer returns the response as an application/ipp part which MAY be inside an multi-
653 part/related type. The client MUST accept this response and MUST disconnect. |f the client
654 does not disconnect, the Printer SHOULD do so.
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4. If the client requested Event Wait M ode (“notify-wait” = ‘true’), and the Printer initially
honored the request, but |ater wishes to |leave Event Wait Mode, the Printer MUST return the
“notify-get-interval” attribute (see section 7.1) as the last Event Notifications Attributes Group -
see section 5.2), the Printer ends the Response with an ‘end-of-attributes-tag’. The Printer
returns the response as an application/ipp part which MUST be inside an multi-part/related type.

ISSUE: Should we use application/multiplexed (draft-herriot-application-multiplexed-03.txt) which can
chunk mime types using content lengths, instead of multi-part/related, which uses boundary strings?

Note: either the Notification Recipient or the Printer can abnormally terminate by closing the
connection. However, if the Printer closes the connection too soon after returning the response, the
client may not receive the response.

The Printer MAY chunk the responses, but this has no significance to the | PP semantics.

This notification delivery method uses the PP transport and encoding [RFC2910] for the Get-
Notifications operation with one extension allocated in [ipp-ntfy]:

Table 7 —The" event-natification-attributes-tag” value

Tag Vaue (Hex) Meaning

0x07 “event-notification-attributes-tag”

1213 Conformance Requirements

The ‘ippget’ Delivery Method is RECOMMEND for Printers to support.

12.113.1 Conformance for IPP Printers
| PP Printers that conform to this specification:
1. MUST meet the conformance requirements defined in [ipp-ntfy];
2. MUST support the Get-Notifications operation defined in section 5;
3. MUST support the Subscription object attributes as defined in section 6;

4. MUST support the additional values for IPP/1.1 Printer Description attributes defined in section
9

5. MUST support the “begir-te-expire-time-tatervali ppget-event-time-to-live” Printer Description
attribute defined in section 8.1;
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6. MUST support the “redirection-other-site” status code defined 10.1, if it redirects Get-
Notifications operations;

7. SHOULD reject received ‘ippget’ URLs N ‘application/ipp’ request bodies (e.g., in the “ notify-
recipient-uri” attribute in a Get-Notifications request) that do not conform to the ABNF for
‘ippget’ URLs specified in section 11.5 of this document;

8. MUST listen for the IPP Get-Notifications operation requests on IANA-assigned well-known
port 631, unless explicitly configured by system administrators or site policies;

9. SHOULD NOT listen for IPP Get-Notifications operation requests on any other port, unless
explicitly configured by system administrators or site policies.
12.213.2 Conformance for IPP Clients
IPP Clients that conform to this specification:
1. MUST create unambiguoudy unique ‘ippget’ URLsin all cases,

2. MUST send ‘ippget’ URLSs (e.g., in the “notify-recipient-uri” attribute in a Get-Notifications
request) that conform to the ABNF specified in section 11.5 of this document;

3. MUST send IPP Get-Notifications operation requests via the port specified in the associated
‘ipp’ URL (if present) or otherwise vialANA assigned well-known port 631;

4. MUST convert the associated ‘ipp’ URLsfor use in IPP Get-Notifications operation to their
corresponding ‘http’ URL forms for use in the HTTP layer according to the rulesin section 5
“IPP URL Scheme” in [RFC2910].

Note: The use of ambiguous ‘ippget’” URLsisNOT an optional feature for IPP Clients; it isanon-
conformant implementation error.
1314 IANA Considerations

IANA is+equestedtosnal register the ‘ippget’ URL scheme as defined in section 11 according to the
procedures of [RFC2717].

The rest of this section contains the exact information fer-additional-HPP-entities-for IANA to add to the |
| PP Registries according to the procedures defined in RFC 2911 [RFC2911] section 6.

Note to RFC Editors: Replace RFC NNNN below with the RFC number for this document, so that it
accurately reflects the content of the information for the |ANA Registry.
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13.114.1 Operation Registrations

The following table lists the operations defined in this document. This s to be registered wit-be
published-by-HANA-according to the procedures in RFC 2911 [RFC2911] section 6.4.-withthe

b

e i eduli analass el .
I . n i the following inf o

QOper ati ons: Ref . Section:

Get-Notifications operation RFC NNNN 5

The resulting operation registration will be published in the
ftp://ftp.iana.org/in-notes/iana/ass gnments/i pp/operations/
area

13.214.2 Additional attribute value reqgistrations ef-for existing attributes

This section lists additional attribute value registrations for use with existing attributes defined in other
documents.

13.2.114.2.1 Additional values for the “notify-schemes-supported” Printer attribute

The following table lists the uriScheme value defined in this document as an additional uriScheme value
for use with the “notify-schemes-supported” “uriScheme: Printer attribute defined in [ipp-ntfy]. value
definednthisdeeurment Thisisto be registered witH-bepublished-byHANA-according to the

procedures in RFC 2911 [RFC2911] section 6.1.~with-the fellowingpath:

uri Schene Attri bute Val ues: Ref . Secti on:
I ppget RFC NNNN 9.1

The resulting URI scheme attribute value registrations will be published in the
ftp://ftp.iana.org/in-notes/iana/assi gnments/i pp/attri bute-val ues/notify-schemes-supported/
area

13.2.214.2.2 Additional values for the “operations-supported” Printer attribute

The following table lists the enum attribute value defined in this document as an additional type2 enum
value for use with the * operations-supported” Printer attribute defined in [REC2911]. type2-enum
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attributevalue defined-nthisdeeurment This is to be registered wit-bepublished-by-HANA-according to
the procedures in RFC 2911 [RFC2911] section 6.1. with-the feHlowingpath:

type2 enum Attri bute Val ues: Val ue Ref . Section:
Get-Notifications 0x001C RFC NNNN 9.2

The resulting enum attribute value registration will be published in the
ftp://ftp.iana.org/in-notes/ianal/ass gnments/ipp/attri bute-val ues/operations-supported/
area

13.314.3 Attribute Registrations

The following table lists the attributes defined in this document. Thisis to be registered will-be
pubhshedrby—lANﬁraccordmg to the procedures in RFC 2911 [RFC2911] section 6.2. with-the

Printer Description attributes: Ref . Section:
I ppget-event-tine-to-live (integer(0: MAX)) RFC NNNN 8.1

The resulting attribute registration will be published in the
ftp://ftp.iana.org/in-notes/iana/assignments/i pp/attributes/
area

13.414.4 Status code Registrations

The following table lists the status codes defined in this document. Thisis to be registered -will-be
published-by-HANA-according to the procedures in RFC 2911 [RFC2911] section 6.6. with-the

b

e il analoss ; o
I . 1 i+ the followin inf on:

St at us codes: Ref . Section:
redi rection-other-site (0x0300) RFC NNNN 10.1
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The resulting status code registration will be published in the
ftp://ftp.iana.org/in-notes/iana/ass gnments/i pp/status-codes/
area

1415 Internationalization Considerations
The IPP Printer MUST localize the “notify-text” attribute as specified in section 14 of [ipp-ntfy].

In addition, when the client receives the Get-Notifications responsg, it is expected to localize the
attributes that have the ‘keyword’ attribute syntax according to the charset and natural language
requested in the Get-Notifications request.

1516 Security Considerations

The IPP Model and Semantics document [RFC2911] discusses high-level security requirements (Client
Authentication, Server Authentication and Operation Privacy). Client Authentication is the mechanism
by which the client provesits identity to the server in a secure manner. Server Authentication isthe
mechanism by which the server proves itsidentity to the client in a secure manner. Operation Privacy is
defined as a mechanism for protecting operations from eavesdropping.

Unlike other Event Notification delivery methods in which the IPP Printer initiates the Event
Notification, with the method defined in this document, the Notification Recipient is the client who s

the Get-Notifications operation. Therefore, there is no chance of “spam” notifications with this method.

Furthermore, such a client can close down the HTTP channel at any time, and so can avoid future
unwanted Event Notifications at any time.
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|PP Web Page: http://www.pwaq.org/ipp/
IPP Mailing List: ipp@pwa.org

To subscribe to the ipp mailing list, send the following email:
1) send it to majordomo@pwg.org
2) leave the subject line blank
3) put the following two lines in the message body:

subscribe ipp
end

| mplementers of this specification document are encouraged to join the IPP Mailing List in order to
participate in any discussions of clarification issues and review of registration proposals for additional
attributes and values. In order to reduce spam the mailing list rejects mail from non-subscribers, so you
must subscribe to the mailing list in order to send a question or comment to the mailing list.

1819 Description of Base IPP documents
The base set of 1PP documents includes;

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Model and Protocol for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and Semantics [RFC2911]

Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]

Internet Printing Protocol/1.1: Implementer’s Guide [ipp-iig]

Mapping between LPD and IPP Protocols [RFC2569]

Internet Printing Protocol (IPP): IPP Event Notifications and Subscriptions Speetieation[ipp-ntfy]

The “Design Goals for an Internet Printing Protocol” document takes a broad ook at distributed
printing functionality, and it enumerates real-life scenarios that help to clarify the features that need to
be included in a printing protocol for the Internet. It identifies requirements for three types of users:
end users, operators, and administrators. It calls out a subset of end user requirements that are satisfied
inIPP/1.0. A few OPTIONAL operator operations have been added to 1PP/1.1.

The “Rationale for the Structure and Model and Protocol for the Internet Printing Protocol” document
describes IPP from a high level view, defines a roadmap for the various documents that form the suite of
| PP specification documents, and gives background and rationale for the IETF working group’s mgjor
decisions.

The “Internet Printing Protocol/1.1: Model and Semantics” document describes a simplified model with
abstract objects, their attributes, and their operations that are independent of encoding and transport. It
introduces a Printer and a Job object. The Job object optionally supports multiple documents per Job.
It also addresses security, internationalization, and directory issues.
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The “Internet Printing Protocol/1.1: Encoding and Transport” document is aformal mapping of the
abstract operations and attributes defined in the model document onto HTTP/1.1 [RFC2616]. It defines
the encoding rules for a new Internet MIME media type called “application/ipp”. This document also
defines the rules for transporting over HT TP a message body whose Content-Type is “application/ipp”.
This document defines the *ippget’ scheme for identifying | PP printers and jobs.

The “Internet Printing Protocol/1.1: Implementer’s Guide” document gives insight and advice to
implementers of 1PP clients and IPP objects. It isintended to help them understand 1PP/1.1 and some
of the considerations that may assist them in the design of their client and/or |PP object
implementations. For example, atypical order of processing requests is given, including error checking.
Motivation for some of the specification decisions is aso included.

The “Mapping between LPD and | PP Protocols’ document gives some advice to implementers of
gateways between IPP and LPD (Line Printer Daemon) implementations.

The “1PP Event Notifications and Subscriptions” Speeifieation™—document defines an extension to |
IPP/1.0 [RFC2566, RFC2565] and IPP/1.1 [RFC2911, RFC2910]. Thisextension alows aclient to
subscribe to printing related Events and defines the semantics for delivering asynchronous Event
Notifications to the specified Notification Recipient via a specified Delivery Method (i.e., protocols)
defined in (separate) Delivery Method documents.
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