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Status of this Meno
This docunent is an Internet-Draft. Internet-Drafts are working

docunents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To learn the current status of any Internet-Draft, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abst ract

This Internet-Draft specifies an Internet Printing Protocol (I1PP)that
is intended to be version 1.0. This protocol is heavily influence by
the semantic operations and attributes defined in I SO 1EC 10175
Docurment Printing Application (DPA) parts 1 and 3. It also

i ncorporates sone of the inplenmentation and interoperability |essons
| earned fromother printing related standards such as POSI X System
Admi ni stration - Part 4 (POSI X 1378.4) and X/ Open A Printing System
Interoperability Specification(PSIS).

IPP is defined as a set of abstract data types and operations. The
operations are inplenented using a sinple request and response
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mechani smbuilt on top of HITP. The abstract data types are encoded
as sinmple ASCII text strings.

The 1 PP protocol covers only end user operations on basic print
service objects. Authentication is realized by mechani snms outside the
scope of the protocol, but the protocol does introduce some access
control functionality so that only authorized end users are all owed
to submit print jobs to printers whose inplenmentation and site policy
support access control. Also, the Cancel Job operation requires sone
aut hentication so that jobs can only be cancel ed by the end user who
submtted the job. Extended nonitoring and nmanagenent is possible

t hrough ot her protocols such as the SNMP Printer MB. In the areas
where there are no existing standards, some proposed and energi ng
standards are bei ng worked (managenent, security, etc.). As these
servi ces beconme nore stable, this docunment (and hence the protocol)
can be updated to reflect the integration and rel ationships with

t hese ot her standards.
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I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing on the Internet. The
protocol is heavily influenced by the printing nodel introduced in

t he Docunent Printing Application (1SQIEC 10175 DPA) standard, which
describes a distributed printing service. DPA identifies the end user
and admi ni strative roles associated with a distributed printing
service, and defines the set of operations supported by the service.
This I PP specification (version 1.0) deals only with the end user
role. These ideas and concepts, when unified with other Internet
protocol s and services, realize a distributed print service for the

I nternet.

This specification uses the verbs: "shall", "should", "may", and
"need not" to specify conformance requirenents as foll ows:

- "shall": indicates an action that the subject of the sentence
must inplenent in order to claimconformance to this specification

- may": indicates an action that the subject of the sentence does
not have to inplement in order to claimconformance to this
specification, in other words that action is an inplenentation
option

- "need not": indicates an action that the subject of the sentence
does not have to inplenent in order to claimconformance to this
specification. The verb "need not" is used instead of "may not",
since "may not" sounds |ike a prohibition

- "should": indicates an action that is reconmended for the subject
of the sentence to inplenment, but is not required, in order to
claim conformance to this specification
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2.

| PP Qperations

This section introduces the | PP operations. Since |IPP specifies the
use of HITP as the underlying comunication protocol, the mapping of
| PP operations on top of HITP nmethods is al so shown.

2.1 HTTP Overvi ew

PP is based on the existing HITP standard. I1PP is a |ightweight
application-level protocol designed with the Internet in mnd. It is
a generic, stateless, object-oriented protocol which can be used for
any task through extension of its request methods (commands).

HTTP al |l ows an open-ended set of nethods to be used to indicate the
purpose of a request. It builds on the discipline of reference

provi ded by the Uniform Resource Location (URL) and nessage formats
simlar to those used by Internet Mail and the Miltipurpose Internet
Mai | Extensions (M ME).

HTTP is based on a request-response paradigm A requesting program(a
client) establishes a connection with a receiving program (a server)
and sends a request to the server in the formof a request nethod, a
URL, and protocol version, followed by a MME-1|ike message contai ning
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request nmodifiers, client information, and possibly print data. The
server responds with a status line, including its protocol version
and a success or failure code, followed by a MME-1ike nmessage
contai ning server information, entity neta-information, and possibly
some content.

Current practice requires that the connection be established by the
client prior to each request and cl osed by the server after sending
the response. Both clients and servers shall be capabl e of handling
cases where either party closes the connection prematurely, due to
user action, automated tine out, or programfailure.

2.2 1 PP Qperation Encodi ng

| PP messages consi st of requests fromclient to server and responses
fromserver to client.

| PP MESSAGE = Request | Response

Requests and responses use the generic nessage format of RFC 822 for
transferring entities. Both nmessages nay include optional header
fields and an entity body. The entity body is separated fromthe
headers by a null line (a line with nothing preceding the CRLF).

Request = Request-Iline
* (CGeneral - Header
| Request - Header
| Entity-Header)
CRLF
[ Entity-Body ]

Response = Status-Iline
* (CGeneral - Header
| Request - Header
| Entity-Header)
CRLF
[ Entity-Body ]

Al |1 PP headers conformto the syntax
| PP- Header = field-nane ":" [field-value] CRLF

| PP/ 1.0 defines the octet sequence CRLF as the end-of-1ine marker for
all protocol elenents except the entity-body.

Note that HTTP 1.1 defines a slightly different syntax, allow ng for
dynam cal |l y generated nessages to be transmitted. This would be

requi red for cases such as PC driver generated Print Qperations.

HTTP 1.1 defines a nmessage header which specifies a transfer encodi ng
cal  ed "chunks".
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672 | PP messages are contained within HITP nethods. The HITP POST net hod
673 is used for the Print operation and the Cancel Job operation. The
674 HTTP GET nmethod is used for the Get Attributes operation and the Get
675 Jobs operation (section 5.4).

676 2.2.1 HITP Request - Header Fi el ds

677 HTTP request header fields allow the client to pass additiona

678 i nformati on about the request, and about the client itself, to the
679 server. All header fields are optional and when used it is assuned
680 that | PP woul d use these headers in a standard way. |PP requests
681 will be conpletely encapsulated within the entity body of an HITP
682 request. The HITP Entity-Header has the form

683

684 HTTP- Entity- Header = Cont ent - Encodi ng

685 | Content-Length

686 | Content-Type

687 | extension-header

688

689 The Content-Length field nmust always be a valid I ength, This neans
690 that for any Print Operations based on HTTP 1.0, the entire content
691 must be generated before this header can be built. HITP 1.1 provides
692 the notion of "chunks" which will allow the content to be generated
693 dynam cally as the data is sent.

694

695 Content-Type will always be "Application/IPP".

696 2.2.1.1 I PP Request-Line

697 The first line of the entity body in an I PP operation is the IPP
698 Request - Li ne. The Request-Line defines the Operation and the | PP
699 Ver si on

700

701 | PP- Request-Line = Qperation-token [IPP/1.0 CRLF

702

703 Qperation-token = Print | Cancel -Job

704 Get-Attributes | Get-Jobs

705

706 2.2.2 HITP Response-Header Fields

707 HTTP response fields allow the server to pass additional information
708 about the response back to the client. PP will use these headers in
709 a standard way. |PP responses will be conpletely encapsul ated within
710 the entity body of an HITP response.
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711 2.2.2.1 | PP Status-Line

712 The first line of the entity body in an I PP response is the IPP

713 Status-Line. The status-line consists of a protocol version followed
714 by a nuneric status-code and an associ ated text nessage.

715

716 | PP-Status-Line = I PP/1.0 Status-Code Reason-Phrase CRLF

717 2.3 The Print Job

718 In section 5.4.1, the Print Operation is described. 1In order to
719 understand that operation better, we first present the notion of a
720 Print Job. The entity body of a print operation request will contain
721 a Print Job, as defined below. The headers defined here are | PP
722 headers, but foll ow the sane syntax as the basic HITP headers.

723

724 Print-Job = Print-Job-(bject-Header ;section (5.3.1)

725 [Job-Attributes] ;section (5.3.4)

726 *( Docunent s)

727

728 Docunent = Docunent - Header ;section (5.3.2)

729 [ Docunent -attri butes] ;section (5.3.5)

730 [ Cont ent - Header ;section (5.3.3)

731 content]

732

733 2.3.1 Print Job Object Header

734 Print-Job- Obj ect Header = Content - Encodi ng

735 | Content-Length

736 | Content-Type

737 | extension-header

738

739 Content-Type is always "I PP Print oject". Qher header fields are as
740 defined for HITP 1.0.

741 2. 3.2 Docunent Header

742 The docunent header allows the insertion of multiple documents within
743 a job. At this point only a limted nunber of docunment attributes are
744 defined. However, this structure allows the addition of other
745 attributes which can be specified on a docunent boundary.
746 Docunent - Header = Cont ent - Encodi ng
747 | Content-Length
748 | Content-Type
749 | extension-header
750
751 Content type is always "I PP Docunent”. Qther header fields are as
752 defined in HITP 1.0.
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753 2. 3.3 Docunent - Cont ent Header

754 The docunent - cont ent - header provi des additional neta-information

755 about the docunent. The docunent content header is an optional field
756 and woul d not be present if the docunent was pointed to by a docunent
757 URL attribute. It is conposed of a nunmber of docunent header fields
758 as follows:

759 Docunent - Cont ent - Header = Cont ent - Encodi ng

760 | Content-Length

761 | Content-Type

762 | extension-header

763

764 Content-Type is defined as :

765 Content - Type = Data-Stream Format "/" Version

766

767 Thus, for exanple, if the docunent to be printed was a Postscript
768 Level 2 docunent, the Content-Type would be specified as:

769 Cont ent - Type: Postscript/2.0

770

771 O her header fields are as defined by HITP 1.0.

772 2.3.4 Job Attributes

773 Job attributes are defined in section 6.2. Attributes will always be
774 sent as

775 Job-Attribute = Attr-name ":" Attr-val ue CRLF

776

777 Attr-val ue = 1#Val ue

778

779 In the above exanple, "1#Val ue" neans one or nore "," separated

780 val ues.

781 2.3.5 Docunent Attri butes

782 Docurment attributes are defined in section 6.2.11. The syntax for a
783 docunment attribute is

784 Docunent-Attribute = Attr-Nane ":" Attr-Val ue CRLF

785

786 Attr-Value = 1#Val ue

787

788 In the above exanple, "1#Val ue" neans one or nore "," separated

789 val ues.

790 | 24 Operation—Semanties

791 hi . I : . I bed | :
792 their—contents—and semantics—
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793 238 Print—Coeratioh

794 VWhen—an—end—user—submts—afob—the chent—submts—a Print—Reguest
795 aRd—Fecetves—aPrat—Resheanse—

796 Motethat—the Printer—nanets—not—neededsinece s the target—of
797 i For: i i i i ;
798
799

800
801

802
803
804
805
806

807
808 Fer—ateb atiribute—then+the suisu—deviece shel—susoly 145 owa
809 deteub—value teor thetfob ottt but e+ nRecessary—+Rorder—to
810 preduce oot ot —

811

812  2-3-5-1 PrintRegquest

813 The—toHewngabstreet datetypesere Bart ot —the PriRtReovest—

Jeb—and A-—set—or—Jeb objtest—eand Pocurenteatirtbuiesas
Attt es
Atr-butes values—the reguester +s+hterested—
Eocurznt Eocumznt—eentert—+septtonel—and shall—net—be
814
815

816 2351 Print Response
817 The—toH ewng abstreet date—types—eare Bart——ef—the PratRessoRser
818
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819
820
821

822
823
824
825
826
827

828
829

830
831

832

833
834
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840

841
842
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879

880
881
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913 Arso—thetollowRgcoRrvenrttens—Hrom REC- 822 are wsed

oA | |
Syllta)( ",".

914

915
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919
920
921
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923

924
925
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927
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930
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940
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feb-status—abtrbute—

, . , L ,

Get-Jobs—but—not—Print—

2251 current—feb-state {iyselEnuA-

val-ues—are-
| he i ol . | ’ .
Hhdeterm-nate—
held he i ob i T | | | f
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994 The PP oretacel sussertsaHvalues for feb siates—but Printers
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1000
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1004
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1016
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bt e s TRU=-
| : h | f the i ob' s iol . :
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ts—a—cand-date—
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ARG5S _ _ .
} } O
Ll edt p?ss!b:y “@'“'“gslfeﬁ)l I .
the Caneeldob reguest—
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CUTIT  iawder TToTTR
1037 | '
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1046  2-36Job Sheet—Att+ributes {Set—by ClientfErdUser)

1047 Fhe—etient——shatt——speettytheseattributes to control—the prinatingof
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1055 - -
1056 - -

1057 sheets—detinedbyranadmntstrator—Hthe admnistrator s poebey+5
1058 aet—toseepert—hnere—the Printershelbvuse the deterbt-sheet—value 1+
1059 i i - - :
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+rlget-sebid sebd+nlget
Hhlget-ather sther—t+nlg-et

Beh Beh
thermal-transfer thermaltransfer
thermal-sensitive thermal—sensitive
thermal-diffusion thermaldiffusion
thermal-other otherthermal-
eleectro-erosion electro-erosion
electro-static electro-static
pllnet ogt aplln! c—r-erofiche pllnet ogt aplln! e—m-croH che
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Bypesetter Bypesetter
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wH-h—the{ob-end-wai-t—att+ributeset—and+s
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Aeeds—tkey— Fhe—printer—needstheattentionof—akey
operat-or coerator— ey operator fuRcHons o e

1588

1589 23 6printer-state-wessage {Srhgr

1590 This—attributesspeciiies—a ressagethat—ghvesHwrther—informtion
1591 aboutthe current—orinter state and shall-be set by the Printer—
1592 22 6messege{sirRg)

1593 This—attrtbuteprovides o FRssage FFomaheberater— SYSEen

1594 admrt-strator—er— At et gent—process—toitndicate to-the enduser
1595 Hferrmtteon—er—status—ofthe printer—suehas—why +++s—unravat-table

1596 ofF—when—+—t+s—expectedto beavattable-
1597 22 6brinter—tob-temlbates (e Bat ot

1598 This—atitrtbutetdentiites—the U3 of ecach et the Jeb Temlates—that
1599 this—Printeris—assectatedwth andthe oneJob Tenplate this Printer
1600 dsesas s dofault forsuonby fob attributes that the client—omits—
1601 There—shetH—beenbyoape—value wih the dereulbt oualiier—C-her
1602 PrAters—ean—beessoctatedwth the seA—Jeb Tersletes—
1603 FhesyAtax—+s—
1604 g defautt—
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1605 | 2-3-61tocale{type3locale)

1606 Thits—atitrtbute spectitesthetecale thetr the Printer oberates—+a—
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1773 2 36—Amdrmrnenduser-—prortty{ypelEnu-
1774 This—attributeindicatesthat—whenthe Printeraccepts—at+ob—the

1775 Feb—prority—rust—hot—exceedthevalveof thisattribute—O-herwse-

1776 the Printer sets the feb s tob oriority to the valus of this
1777 attribute—

1778 H—this—attributetsunrspectited—thenthe Printer places—noHmton
1779 “heJ-ob-ororty—

1780 The standardvalues are defined inthe sectionopthe tob oriority
1781 attribute—

1782 22 6—aueved-Jab-coumt {eardirab)

1783 Thits—atirtbutecentatlns—a—coupt—otr—he nurser—eotfebs that—areoeither
1784 pending—eaRdior—orocessing—eahe—shall—be set by the Printer—

1785 236 schedubtng-aleerithm{yne3Enun-
1786 Fhi-s—attributeindi-cates—the—eurrent—schedui-ng—algori-thmfor—this

1787 -
1788 received"—

1789 2-4—Job Templates

1790 The—att+rtbutes ter—a—Jeb Temsbete conbe any—of—the Job obiect
1791 ettt esdefined inthe sections

1792 — JobSheet Attributes
1793 — NotificationAttributes

1794 ——Job Scheduling-Attributes

1795 ——— (execept—job-print-after)

1796 — Job Production-Attributes

1797 — {exeept—page-select)

1798 — Attributes for Conversionof Text—and HMM Files
1799

1800 24 Conformance

1801
1802

1803 Abso—forthe eoreset—of atiributes Hsted+nrthisspeetteation—+t+
1804 ts—hAet—treaut+retthet e contermag—server—subport——at—{standerd)
1805 velues ot alH—supooried attri-butes— For oyanple—+—+ 5 Ret—reeuired

1806 that—a—printerinplepsnt ol finishing wetheds tndieated by the
1807 st andard—values—

1808 Fei ! - =

1809 ot—the—etirtbutesthet—deal—wiih Bripter FHREH-ORS BF +HE5EHFERS—+5
1810 thet—the server—shatH—recogntzethe etirtbete and these valuesthat
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1811
1812

1813
1814
1815
1816
1817
1818
1819
1820
1821

1822 3. Security Considerations

1823 This protocol does not identify any new authentication mechani sns.
1824 The aut henticati on nechanisns built into HTTP (such as SSL and SHITP)
1825 are reconmmended.

1826 This protocol does define a sinple authorization nmechani sm by

1827 i ntroduci ng the "end-user-acl" attribute as part of the Printer

1828 object. This ACL attribute is a nulti-valued Iist of all of the
1829 aut henti cat ed nanes of end-users. This protocol does not specify
1830 what the domain is for names in this ACL attri bute.

1831 Issue: WII it always be possible for a Printer to obtain a

1832 meani ngf ul aut henticated nane that the Printer can match agai nst the
1833 end-user-acl, or will some other nechani smbe necessary, such as a
1834 passwor d?
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1950 6. Appendix A: Sanple | PP Operations

1951 The followi ng exanples illustrate typical flows using the IPP

1952 protocol. In these exanples, the IPP Printer object naned "printer-1"
1953 is located at the node identified by the DNS name "sone. domai n. conf
1954 A Job Tenpl ate has been defined for printer-1 which establishes the
1955 print defaults.

1956 For brevity in the following flows, none of the HITP headers are
1957 shown. CRLF sequences are not shown.

1958 6.1 Querying the printer

1959 dient sone. domai n. com
1960

1961 e e e >
1962 Post http://some. domain.conprinter-1 http/1.0
1963 Get-Attributes |1PP/1.0

1964 printer-state

1965 si des- supported

1966 nmedi a- supported

1967 docunent - f or mat s- support ed

1968

1969 L e
1970 http/1.0 201 "Created" (a response)

1971 PP/ 1.0 xxx "attribute list returned"

1972 printer-state : idle

1973 si des-supported : 1-sided

1974 nmedi a- supported : iso-a4-white, iso-b4-white
1975 docunent - f or mat s- supported : Postscript/2.0
1976

1977

1978

1979

1980

1981

1982

1983

1984

1985

1986

1987

1988

1989

1990

1991

1992

1993 6.2 Print Operation - with print data included

1994 dient some. domai n. com
1995
1996 @ s e e e e e e e e e >
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1997 Post http://sonme. domain.conmprinter-1 http/1.0

1998 Print IPP/1.0

1999 Print-Job- Obj ect Header

2000 job-name : My Job

2001 medi um : iso-a4-white

2002 notification-events : Job-conpletion

2003 notification-address : joe@c. domai n.com

2004 Docunent Header

2005 docunment -nane : Letter to Mom

2006 Docurent - Cont ent Header (content type = Postscript/2.0)
2007 <Document in Postscript level 2 formt>

2008

2009

2010 L e
2011 http/1.0 200 "accepted"

2012 PP/ 1.0 xxx "print job accepted and queued”

2013 job-identifier : some.domain.conlprinter-1/0037
2014 current-job-state : pendi ng

2015 printer-state : needs-sttention

2016

2017 6.3 Print Operation - with no data included

2018 dient sone. domai n. com
2019

2020 s e oo >
2021 Post http://some. domain.conm printer-1 http/1.0

2022 Print IPP/1.0

2023 Print-Job- Obj ect Header

2024 job-name : My Job

2025 medi um : iso-a4-white

2026 notification-events : Job-conpletion

2027 notification-address : joe@one.domain.com
2028 Docunent Header

2029 docunment -nane : Letter to Mom

2030 docunent-URL : joe@c. domai n. conl Docs/ To- nom ps
2031

2032 e i
2033 http/1.0 200 "accepted"

2034 PP/ 1.0 xxx "print job accepted and queued”

2035 job-identifier : some.domain.conlprinter-1/0037
2036 current-job-state : pendi ng

2037 printer-state : processing

2038 6.4 Querying the state of the job

2039 In this exanple, no attributes are specified, so all job attributes
2040 are returned.
2041 dient sone. domai n. com
10 e >
2043 Post http://sonme. domai n.conml printer-1/0037 http/1.0
2044 Get-Attributes |1PP/1.0
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2047
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2065
2066
2067
2068
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2074
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2086
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2090
2091
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http/ 1.0 201 "Created" (a response)
IPP/1.0 xxx "atribute list returned"
job-Narme : My Job
job-Originator @ Joe@one. domai n. com
j ob-originating-host : pc.donmain.com
notification-address : joe@c. domai n.com
job-locale : xx:xx:xx
current-job-status : printing
subm ssion-tine : 1996 Nov 22 1214
nmedi a- sheets-conpleted : 2

6.5 Canceling a Job

dient some. domai n. com

Post: http://sone.domain. com printer-1/0037
Cancel -Job PP/ 1.0

http/1.0 200 "okay"
Current-job-state : term nating

6.6 Listing jobs on a Printer

List jobs on printer-1, only return job sizes. Jobs are returned in
the order they are scheduled for printing. A Job-identifier attribute
precedes the attributes returned for each job to delimt job
boundari es.

dient some. domai n. com
Post http/ 1.0 some.domain.confprinter-1

Get-Jobs IPP/1.0
total -job-octets :
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2092
2093
2094
2095
2096
2097
2098
2099
2100

2101
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http/1.0 201 "Created" (a response)
PP/ 1.0 xxx "created an attribute list"

deBry,

job-identifier

0033

total -job-octets : 4567

job-identifier

0034

total -job-octets : 12345

job-identifier

0035

total -job-octets : 12356
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