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STATUS OF THI S MEMO

This docunent is an Internet-Draft. Internet-Drafts are working
docunments of the Internet Engineering Task Force (IETF), its
areas, and its working groups. Note that other groups may al so
di stribute working docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of si X
nont hs and nay be updated, replaced, or obsol eted by other

docunments at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as '"work in
progress. '’

To learn the current status of any Internet-Draft, please check
the '"1lid-abstracts.txt'' listing contained in the Internet-Drafts
Shadow Directories on ftp.is.co.za (Africa), nic.nordu. net
(Europe), nmunnari.oz.au (Pacific RRm, ftp.ietf.org (US East
Coast), or ftp.isi.edu (US West Coast).

Abstr act

This docunent is one of a set of docunents, which together
describe all aspects of a new Internet Printing Protocol (IPP).
PP is an application | evel protocol that can be used for

di stributed printing using Internet tools and technol ogies. This
docunment takes a broad | ook at distributed printing functionality,

and it enunerates real-life scenarios that help to clarify the
features that need to be included in a printing protocol for the
Internet. It identifies requirenents for three types of users:

end users, operators, and adm nistrators. The design goals
document calls out a subset of end user requirenents that are
satisfied in IPP/1.0. Operator and adm nistrator requirenments are
out of scope for version 1.0.
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The full set of | PP docunents includes:

Design Goals for an Internet Printing Protocol (this docunent)

Rationale for the Structure and Model and Protocol for the
Internet Printing Protocol [I|PP-RAT]

Internet Printing Protocol/1.0: Mdel and Semantics [ | PP-MOD]

Internet Printing Protocol/1.0: Encoding and Transport [I| PP-PRQ

Internet Printing Protocol/1.0: Inplenenter’s Guide [IPP-11G

Mappi ng between LPD and | PP Protocols [|PP LPD]

The "Rationale for the Structure and Model and Protocol for the
Internet Printing Protocol" docunent describes IPP froma high

| evel view, defines a roadmap for the various docunents that form
the suite of I PP specifications, and gives background and
rationale for the | ETF working group's major decisions.

The "Internet Printing Protocol/1.0: Mdel and Semantics" docunent
describes a sinplified nmodel consisting of abstract objects, their
attributes, and their operations that is independent of encoding
and transport. The nodel consists of a Printer and a Job object.
The Job optionally supports nmultiple documents. [PP 1.0 semantics
al l ow end-users and operators to query printer capabilities,

submt print jobs, inquire about the status of print jobs and
printers, and cancel print jobs. This docunent al so addresses
security, internationalization, and directory issues.

The "Internet Printing Protocol/1.0: Encoding and Transport”
docunent is a formal mapping of the abstract operations and
attributes defined in the nodel docunment onto HTTP/1.1. It
defines the encoding rules for a new Internet nedia type called
"application/ipp".

The “Internet Printing Protocol/1.0: Inplenenter’s Guide” docunent
gi ves insight and advice to inplenmenters of IPP clients and | PP
objects. It is intended to help them understand IPP/1.0 and sone
of the considerations that may assist themin the design of their
client and/or |PP object inplenentations. For exanple, a typical
order of processing requests is given, including error checking.
Motivation for sonme of the specification decisions is also

I ncl uded.

The " Mappi ng between LPD and | PP Protocol s" docunent gives sone

advice to inplenmenters of gateways between | PP and LPD (Line
Printer Daenon) inplenmentations.
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153 1. | NTRODUCTI ON

154

155 The | PP protocol is heavily influenced by the printing nodel

156 I ntroduced in the Document Printing Application (DPA) [1S0O10175]
157 standard. Although DPA specifies both end user and adm nistrative
158 features, IPP version 1.0 (IPP/1.0) focuses only on end user

159 functionality.

160 2. TERM NOLOGY

161

162 Internet Printing for the purposes of this docunment is the

163 application of Internet tools, progranms, servers and networks to
164 all ow end-users to print to a renote printer using, after initial
165 setup or configuration, the sane methods, operations and paradi gns
166 as would be used for a locally attached or a | ocal area network
167 attached printer. This could include the use of HTTP servers and
168 browsers and ot her applications for providing static, dynam c and
169 i nteractive printer |locating services, user installation,

170 sel ection, configuration, print job subm ssion, printer capability
171 i nquiry and status inquiry of renpote printers and jobs.

172

173 For the purposes of this docunent, a WEB Browser is software

174 avail able froma nunber of sources including but not limted to
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the follow ng: Mcrosoft Internet Explorer, NCSA Msaic, Netscape
Navi gator, Sun Hot Java!. The mpjor task of these products is to
use the Hypertext Transport Protocol (HTTP) to retrieve, interpret
and di splay Hypertext Markup Language (HTM.). These products are
often a part of a conplete Internet Printing system because they
are often used as a neans of obtaining the status of or nore

I nformati on about the printing system however, they may not be
present in all inplenmentations.

Throughout this docunent, 'printer' shall be interpreted to

I ncl ude any device which is capable of marking on a piece of nedia
usi ng any avail abl e technol ogy. These design goals do not include
support for multi-tiered printing solutions involving servers
(single or multiple) logically in front of the actual printing
device yet all such configurations shall be supported but shall
appear to the end-user as only a single device.

Throughout this docunment '"driver' refers to the code installed in
sonme client operating systemto generate the print data stream for
the intended printer. Some conputing environments may not include
a separate printer driver. Rather, the generation of the proper
print data streamis acconplished in an application on that
conputer. How such a conmputer environment or application is
updated to support a new printer now nade avail able using IPP is
outside the scope of I PP. The actual details for installing a
printer driver are operating system dependent and are al so outside
the scope of IPP. See also section 4.1 (SECURI TY CONSI DERATI ONS)
for security inplications of driver download and installation.

The I PP protocol will support the foll ow ng physical
configurations:

- An IPP client talking to an I PP Printer object inbedded in a
singl e, physical output device.

- An IPP Client talking to a server containing one or nore |PP
Printer objects. Each Printer object is associated with exactly
one physical output device supported by the server. The
protocol between the server and the output devices is
undefi ned.

- An IPP Client talking to an IPP Printer object in a server. The
Printer object is associated with one or nore physical output
devi ces, but the client only sees the Printer object, which is
an abstraction and represents all of the associ ated physical
out put devi ces. The protocol between the server and the
physi cal output devices is undefined.

Throughout this docunment, certain design goals will be identified
as not being a part of version 1.0 (or V1.0) of the protocol or as
bei ng satisfied by neans outside of IPP. [|PP is assuned to be one

part, an enabler, of a conplete Internet Printing solution. For
exanple printer instance creation is not perfornmed by but is
enabl ed by the protocol. d obally, none of the operator or
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227 adm ni strators wants and needs are included in the design goals
228 for version 1.0. Sonme of the end-user wants and needs may al so be
229 excl uded fromversion 1.0 and will be so noted in the description
230 of them Subsequent versions of the protocol (e.g. V2.0) may
231 I ncl ude support for these initially excluded wants and needs.

232

233 3. DESI GN GOALS

234

235 The next three sections identify the design goals for an Internet
236 printing protocol fromthree roles assumed by humans: end-user
237 operator, and adm nistrator. The goals defined here are only
238 t hose that need to be addressed by an Internet printing protocol.
239 Ot her wants and needs, such as that the operator needs physica
240 access to the printer (e.g. to be able to | oad paper or clear

241 janms) are not covered by this docunent. Section 5 contains

242 scenari os which provide nore detail ed exanples of the entire

243 process including discovery, status, printing and end-of-job

244 reporting.

245 3.1. END- USER

246

247 An end-user of a printer accepting jobs through the Internet is
248 one of the roles in which humans act. The end-user is the person
249 that will submt a job to be printed on the printer.

250

251 The wants and needs of the end-user are broken down into six

252 categories: finding/locating a printer, creating a |ocal instance
253 of a printer, viewing printer status, view ng printer

254 capabilities, submtting a print job, viewi ng print job status,
255 altering the attributes of a print job.

256

257 3.1.1. Finding or locating a printer.

258

259 End-users want to be able to find and | ocate printers to which
260 they are authorized to print. They want to be able to perform
261 this function using a standard WEB browser or other application.
262 Multiple criteria can be applied to find the printers needed.

263 These criteria include but are not limted to:

264

265 - by name (Printer 1, Joes-color-printer, etc.)

266 - by geographic location (bldg 1, Kentucky, etc.)

267 - by capability or attribute (color, duplex, |egal paper, etc.)
268

269 Additionally, while it is outside of scope of |IPP, end-users want
270 to be able to limt the scope of their searching to:

271

272 - inside a functional sub-domain

273 - include only a particular domain (lexmark.com

274 - exclude specified domains

275
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276 VWile an Internet printing protocol may not of itself include this
277 function, I PP nust define and enable a directory schema which w |
278 provi de the necessary information for a directory service

279 | npl enentation to consistently represent printers by their |IPP

280 attri butes.

281

282 3.1.2. Create an instance of the printer.

283

284 After finding the desired printer, an end-user needs to be able to
285 create a |local instance of that printer within the end-user

286 operating systemor desktop. This |local instance will vary

287 dependi ng upon the printing paradi gm of the operating system For
288 exanpl e, some UNI X users will only want a queue or a reference to
289 a renote printer created on their machine while other UNI X users
290 and W ndows NT users will want the queue and al so the necessary
291 icons and registry entries to be created and initialized. Were
292 required, drivers my need to be downl oaded from sone repository
293 and installed on the conmputer. All necessary deconpressing,

294 unpacki ng, and other installation actions should occur w thout

295 end-user interaction or intervention excepting initial approval by
296 the end-user. Once the local instance of the printer has been

297 installed, it shall appear to the end-user of the operating system
298 and to the applications running there as any other printer (Il ocal
299 | ocal area network connected, or network operating system

300 connected) on the end-user desktop or environnment. [IPP's role in
301 this goal is sinply to enable the creation of the printer instance
302 providing informati on such as where to |ocate a printer driver for
303 this printer, as an attribute of an IPP Printer

304

305 3.1.3. Viewing the status and capabilities of a printer.
306

307 Before using a selected printer or, in fact at any tinme, the end-
308 user needs the ability to verify the characteristics and status of
309 both printers and jobs queued for that printer. Wen checking the
310 characteristics of a printer, the end-user typically wants to be
311 able to determ ne the capability of the device, e.qg.

312

313 - supported nmedia, commonly paper, by size and type

314 - paper handling capability, e.g. duplex, collating, finishing
315 - color capability

316

317 VWhen checking the status of the printer and its print jobs, the
318 end-user typically wants to be able to determ ne

319

320 - is the printer on-line?

321 - what are the defaults to be used for printing?

322 - how many jobs are queued for the printer?

323 - how are job priorities assigned? (outside the scope of |PP)

324

325 3.1.4. Submitting a print job.

326
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327 Once the desired printer has been located and installed, the end-
328 user wants to print to that printer from normal applications using
329 standard net hods. These normal applications include such prograns
330 as word processors, spreadsheets, data-base applications, WEB

331 browsers, production printing applications, etc. Additionally,
332 the end-user may want to print a file already existing on the end-
333 user's conputer -- "sinple push.” 1In addition to printing from an
334 application and sinple push, the end-user needs to have the

335 ability to submt a print job by reference. Printing by reference
336 I's defined to nmean as submtting a job by providing a reference to
337 an existing docunent. The reference, a URI, will be resol ved

338 before the actual print process occurs. Submtting a job by

339 reference relieves the user from downl oadi ng the docunent fromthe
340 renmote server and then sending it via IPP to the printer. This
341 saves both tinme and networ k bandw dt h.

342

343 Some nmeans shall be provided to determne if the format of a job
344 mat ches the capability of the printer. This can be done by one of
345 the following (all of which are outside of scope of the | PP

346 protocol):

347

348 - the end-user selects the correct printer driver

349 - the printer automatically selects the proper interpreter
350 - the end-user uses sone other manual procedure.

351

352 A standard action shall be defined should the job's requirenents
353 not match the capabilities of the printer.

354

355 Because the end-user does not want to know the details of the

356 underlying printing process, the protocol nust support job-to-

357 printer capability matching (all inplenentations are not

358 necessarily required to inplenment this function.) This matching
359 capability requires knowi ng both the printer's capabilities and
360 attributes and those capabilities and attri butes required by the
361 job. Actions taken when a print job requires capabilities or

362 attributes that are not avail able on the printer vary and can

363 I nclude but are not limted to:

364

365 - rejecting the print job

366 - redirecting the print job to another printer (Not in V1.0)

367 - printing the job, accepting differences in the appearance

368

369 Print jobs will also be submtted by background or batch

370 applications wthout human intervention.

371

372 End-users need the ability to set certain print job paraneters at
373 the time the job is submtted. These paraneters include but are
374 not limted to:

375

376 - nunber of copies

377 - single or two sided printing

378 - finishing
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379 - job priority

380

381

382 3.1.5. Viewing the status of a submtted print job.

383

384 After a job has been submtted to a printer, the end-user needs a
385 way to view the status of that job (i.e. job waiting, job

386 printing, job done) and to determ ne where the job is in the print
387 queue.

388

389 In addition to the need to inquire about the status of a print
390 job, automatic notification of the conpletion of that job is al so
391 required. Notification means are not defined by the protocol but
392 the protocol nust provide a neans of enabling and di sabling the
393 notification.

394

395 3.1.6. Canceling a Print Job

396

397 VWhile a job is waiting to be printing or has been started but not
398 yet conpleted, the original creator/submtter of the print job
399 (i.e. the end-user) shall be able to cancel the job entirely (job
400 is waiting) or the remaining portion of it (job is printing.)

401 Altering the print job itself is not a V1.0 design goal

402

403

404 3.2. OPERATOR (NOT REQUI RED FOR V1. 0)

405

406 An operator of a printer accepting jobs through the Internet is
407 one of the roles in which humans act. The operator has the

408 responsibility of nonitoring the status of the printer as well as
409 managi ng and controlling the jobs at the device. These

410 responsibilities include but are not limted to the repl enishing
411 of supplies (ink, toner, paper, etc.), the clearing of mnor

412 errors (paper janms, etc.) and the re-prioritization of end-user
413 jobs. Operator wants and needs will not be addressed by V1.0 of
414 t he protocol.

415

416 The wants and needs of the operator include all those of the end-
417 user but may include additional privileges. For exanple, an

418 operator may be able to view all print jobs on a printer while the
419 end-user m ght only be able to see his own jobs.

420

421 3.2.1. Alerting.

422

423 One of the required operator functions is having the ability to
424 di scover or to be alerted to changes in the status of a printer
425 particularly those changes that cause a printer to stop printing
426 and to be able to correct those problens. As such, an Internet
427 printing protocol shall be able to alert a designated operator or
428 operators to these conditions such as 'out of paper', 'out of

429 Ink', etc. Additionally. the operator shall be able to,
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430 asynchronous to other printer activity, inquire as to a printer's
431 or a job's status.

432

433 3.2.2. Changing Print and Job Status.

434

435 Anot her of the required operator functions is the ability to

436 affect changes to printer and job status remotely. For exanple,
437 the operator will need to be able to re-prioritize or cancel any
438 print jobs on a printer to which the operator has authority.

439

440 3.3. ADM NI STRATOR ( NOT REQUI RED FOR V1. 0)

441

442 An adm nistrator of a printer accepting jobs through the Internet
443 is one of the roles in which humans act. The adm ni strator has
444 the responsibility of creating the printer instances and

445 controlling the authorization of other end-users and operators.
446 Adm ni strator wants and needs will not be addressed by V1.0 of the
447 pr ot ocol .

448

449 The wants and needs of the adm nistrator include all those of the
450 end-user and, in some environnments, sone or all of those of the
451 operator. Mnimlly, the adm nistrator nust also have the tools,
452 prograns, utilities and supporting protocols available to be able
453 t o:

454

455 - create an instance of a printer

456 - create, edit and maintain the list of authorized end-users
457 - create, edit and maintain the list of authorized operators
458 - create, edit and maintain the list of authorized

459 - admnistrators

460 - create, custom ze, change or otherwi se alter the manner in
461 - which the status capabilities and other information about
462 printers and jobs are presented

463 - create, custom ze, or change other printer or job features
464 - admnistrate billing or other charge-back nechani sns

465 - create sets of defaults

466 - create sets of capabilities

467

468 The adm ni strator nust have the capability to performall the

469 above tasks locally or renotely to the printer

470

471 4. OBJECTI VES OF THE PROTOCOL

472

473 The protocol to be defined by an Internet printing working group
474 wi |l address the wants and needs of the end-user (V1.0). It wll
475 not, at least initially, address the operator or adm nistrator
476 wants and needs (V2.0).

477

478 The protocol defined shall be independent of the operating system
479 of both the client and the server. Generally, any platform
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480 capabl e of supporting a WEB Browser should be capable of being a
481 client. Generally, any platformproviding a WEB/ HTTP server and
482 printing services should be capable of being a server. Usage of
483 the WEB Browser and Server is not required for |IPP; the operating
484 system operating system extensions or other applications may

485 provide | PP functionality directly.

486

487 I n many environnents such as Wndows 95, Wndows NT and OS/ 2, the
488 print data is created and transmtted to the printer on the fly
489 rat her than being created, spooled and then transmtted to the
490 printer (a typical UNI X method.) The Internet Printing Protoco
491 must properly handl e either nethodol ogy and nake this transparent
492 to the end-user

493

494 4.1. SECURI TY CONSI DERATI ONS

495

496 It is required that the Internet Printing Protocol be able to

497 operate within a secure environment. Wherever reasonable, |PP

498 ought to nake use of existing security protocols and services. |PP
499 wi Il not invent new security features when the design goals

500 described in this docunent can be net by existing protocols and
501 servi ces. Exanples of such services include Secure Socket Layer
502 Version 3 (SSL3) [SSL] and HTTP Di gest Access Aut hentication

503 [ RFC2069]. Note: SSL3 is not on the | ETF standards track.

504

505 Si nce we cannot anticipate the security |levels or the specific
506 threats that any given I PP print adm nistrator may be concerned
507 with, PP nust be capable of operating with different security
508 mechani snms and policies as required by the individua

509 installation. The initial security needs of IPP are derived from
510 two primary considerations. First, the printing environnments

511 described in this docunent take into account that the client, the
512 Printer, and the docunent to be printed may each exist in

513 different security domains. When objects are in different security
514 domai ns the design goals for authentication and nessage protection
515 may be much stronger than when they are all in the sanme domain
516

517 Secondly, the sensitivity and val ue of the content being printed
518 wll vary fromone instance of a print job to another. For

519 exanple, a publicly avail able docunent does not need the sane

520 | evel of protection as a payroll docunment does. Message

521 protection design goals include data origin authentication,

522 privacy, integrity, and non-repudiation.

523

524 I n many environnents (e.g. Wndows, OS/2) a printer driver nmay be
525 needed to create the proper datastream for printer. This docunment
526 di scusses downl oadi ng such a new driver froma variety of sources.
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4.

2.

Downl oadi ng and installing any software, including drivers) on a
conput er exposes that conputer to a nunmber of security risks
i ncluding but not limted to:

- defective software

- malicious software (e.g. Trojan horses)

- inappropriate software (i.e. software doi ng sonething
deemed unreasonabl e by the user.)

As such, proper security considerations and actions need to be
taken by the user and/or a system adnmi nistrator to prevent the
conprom sing of the conputer. Adm nistrators should configure
downl oadi ng mechani sm for printer drivers in such a way as to be
able to verify the source of driver software and encrypt or

ot herwi se protect that software during downl oad.

Exanpl es including security considerations can be found in
sections 5 (I PP SCENARI OS) and 11 (APPENDI X - DETAI LED SCENARI OS)
| ater in this docunent.

| NTERACTI ON W TH LPD (RFC1179)

Many versions of UNI X and in fact other operating systens provide
a nmeans of printing as described in [ RFC1179] (Line Printer Daenpn
Protocol.) This docunent describes the file formats for the
control and data files as well as the nessages used by the

protocol. Because of the sinplistic approach taken by this
protocol, many manufacturers have include proprietary enhancenents
and extensions to 'l pd.'" Because of this divergence and due to

ot her design goals described in this docunent, there is no

requi rement for backward conpatibility or interoperability with
"I pd'. However, a mapping of LPD functionality and | PP
functionality shall be provided so as to enable a gateway between
LPD and | PP.

4.3. EXTENSI BILITY

The Internet Printing Protocol shall be extensible by several
means that facilitate interoperability and prevent inplenentation
col l'i sions:

- by providing a process whereby inplenenters can submt
proposals for registration of new attri butes and new
enunmer at ed val ues for existing attri butes.

that require review and approval. The Internet

Assi gned Number Authority (1ANA) will be the
repository for such accepted registration proposals
after review
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575

576 - that do not require review and approval. |1TANA will be
577 the repository for such registrations.

578

579 - by providing syntax in the protocol so that inplenmenters may
580 add private (i.e. unregistered) attributes and enunerated
581 attribute val ues.

582

583 - by providing versioning and negotiation so as to enable

584 future inplenmentations of IPP to interoperate with

585 i npl enmentati ons of version 1.0 of |PP.

586

587 4.4. FIREWALLS

588

589 As stated in section 3 Design Goals, Internet printing shall, by
590 definition, support printing fromone enterprise to another. As
591 such, the Internet printing protocol nust be capable of passing
592 through firewalls and/or proxy servers (where enabled by the

593 firewall adm nistrator) preferably w thout nodification to the
594 existing firewall technol ogy.

595

596 4.5. | NTERNATI ONALI ZATI ON

597

598 Users of Internet printing will come fromall over the world. As
599 such, where appropriate, internationalization and |ocalization
600 wi |l be enabled for the protocol.

601 5. | PP SCENARI OS

602

603 Each of the scenarios in this section describes a specific |IPP
604 operation, such as submitting a print job. Section 11 contains
605 several detailed flows for each scenario to provide additiona
606 detail. The exanples should not be considered exhaustive, but
607 illustrative of the functions and features required in the

608 protocol. Flows are intended to be protocol neutral. It is not
609 assuned that all of the functions and features described in these
610 scenarios will necessarily be supported directly by IPP or in
611 version 1.0 of IPP

612

613 See the | PP Model and Semantics document for details on

614 configurations of clients, servers and firewalls.

615
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615 5.1. PRI NTER DI SCOVERY

616

617 Client Directory
618 Service Service
619

620 R i R I >
621 give me information on printers with these characteristics
622

623

624 S e e +
625 I nformation on Printers matching these characteristics

626

627

628 The objective of printer discovery is to locate printers that neet
629 the client's wants and needs. The Directory Service should provide
630 enough information for the client to make an initial choice. The
631 client may have to connect to each individual Printer offered to
632 get nore detail. Not all information available fromthe Directory
633 Service is obtained using | PP, some informtion may be

634 adm ni stratively provi ded.

635

636 The actual protocol used between client and Directory or Nanme
637 Service is considered outside the scope of IPP. Printer Discover
638 Is included in the scenarios to provide design goals for the

639 directory schema for IPP Printers and to further define Printer
640 attributes.

641

642 Characteristics that m ght be considered when [ocating a Printer
643 i ncl ude:

644

645 - capabilities of the Printer, e.g. PDLs supported

646 - physical location, e.g. in building 010

647 - driver required and | ocation

648 - cost per page to print (outside the scope of |PP)

649 - whether or not printer is access controlled

650 - whether or not usage requires client authentication

651 - whether or not Printer can be authenticated

652 - whether or not paynment is required for printing (outside the
653 scope of |PP)

654 - maxi mum job size (spool size) (outside the scope of |PP)

655 - whether or not Printer support conpression (outside the scope
656 of | PP)

657 - whether or not Printer supports encryption

658 - admnistrative limts on this Printer

659 - maxi mum nunber of copies per job

660 - maxi mum nunber of pages per job

661

662 Responses coul d additionally include:

663

664 - how to get nore information

665 - web page
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666 - tel ephone nunber

667 - hel p desk

668

669 5.2. DRIVER | NSTALLATI ON

670

671 Client Printer

672

673 R i R I >
674 Where can | find a driver & software to install it?

675

676

677 I I I I I T +
678 URIs for drivers and install software

679

680

681 Driver here refers to the code installed in sonme client operating
682 systemto generate the print data streamfor the intended printer
683 The actual details for installing a printer driver are operating
684 system dependent and are al so outside the scope of |IPP. However,
685 an | PP printer or a directory service advertising an | PP Printer
686 shoul d be capable of telling a client what drivers are avail able
687 and /or required, where they can be found, and provide pointers to
688 installation instructions, installation code or initialization
689 strings required to install the driver. See section 4.1 (SECURITY
690 CONSI DERATI ONS) for security inplications of driver downl oad and
691 i nstall ation.

692

693 5.3. SUBM TTI NG A PRI NT JOB

694

695 Client | PP Printer
696

697 I I >
698 Here is a Print Job

699 - Job attributes

700 - Print data

701

702

703 I e e I +
704 Response

705

706 The protocol nust support these sources of client data:

707

708 - Print data is a file submtted with the job

709 - Print data is generated on the fly by an application

710 - Print data is a file referenced by a UR

711

712 The protocol nust handl e overrun conditions in the printer and
713 must support overl apped printing and downl oadi ng of the file in
714 devi ces that are unable to spool files before printing them

715
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Every print request will have a response. Responses will indicate
success or failure of the request and provide information on
failures when they occur. Responses would include things |ike:

- Got the print job and queued it
- Got the print job and amprinting it
- Got the print job, started to print it, but printing failed
- why it failed (e.g. unrecoverable PostScript error)
- state of the printer
- how nmuch printed
- Got the print job but couldn't print it
- why it can't be printed
- state of the printer
- Got the print job but don't know what to do with it
- Didn't get a conplete print job (e.g. communication failure)

5.4. GETTI NG STATUS/ CAPABI LI TI ES

Client | PP Printer

Get status and/or capabilities of Printer

St atus/ Capabilities

Clients will need to get information about

- Static capabilities of the device
- Dynamic state of the Printer (e.g. out of paper)
- State of a specific job owned by this client
- State of all jobs owned by this client
- queued
- printing
- conpl eted
- Job subm ssion attributes supported/required
- scheduling attributes (e.g. priority)
- production attributes (e.g. nunber of copies)

5.5. ASYNCHRONOUS NOTI FI CATI ON

Client | PP Printer

Use the following nethod to notify me of Printer events
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766 .

767 S e R I +
768 Asynchronous notification of Printer event

769

770

771 Clients nust be able to request asynchronous notification for
772 Printer events such as

773

774 - job conpletion

775 - a fatal error that requires the job to be resubmtted

776 - a condition that severely inpacts a queued job for this client
777 e.g. printer is out of paper

778

779 Note: end-user notification is a V1.0 design goal while operator
780 notification is for V2.0.

781

782

783

784

785 5.6. JOB CANCELI NG

786

787 Client | PP Printer
788

789 R i I I >
790 Cancel the nanmed job as indicated

791

792

793 I e e I +
794 Response (did it or not)

795

796 Simlarly clients nust be able to nake changes to jobs which have
797 been submtted and are queued for printing. Changing of job

798 attributes should al so be supported. Job nodifications, holding
799 and rel easing of jobs are not included in the design goals for |IPP
800 vl. 0.

801

802 6. SECURITY CONSI DERATI ONS

803

804 The security considerations for |IPP are described in Section 4.1
805 above.

806 7. COPYRI GHT

807

808 Copyright (C) The Internet Society 1997. All Rights Reserved.

809

810 Thi s docunent and translations of it nay be copied and furnished
811 to others, and derivative works that coment on or otherw se

812 explain it or assist in its inplenmentation my be prepared,

813 copi ed, published and distributed, in whole or in part, without
814 restriction of any kind, provided that the above copyright notice
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815 and this paragraph are included on all such copies and derivative
816 wor ks. However, this docunent itself may not be nodified in any
817 way, such as by renoving the copyright notice or references to the
818 I nternet Society or other Internet organizations, except as needed
819 for the purpose of developing Internet standards in which case
820 t he procedures for copyrights defined in the Internet Standards
821 process nmust be followed, or as required to translate it into

822 | anguages ot her than English.

823

824 The limted perm ssions granted above are perpetual and will not
825 be revoked by the Internet Society or its successors or assigns.
826

827 Thi s docunent and the information contained herein is provided on
828 an "AS I S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET

829 ENG NEERI NG TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR

830 | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
831 THE | NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
832 WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR

833 PURPOSE. "
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891 11. APPENDI X - DETAI LED SCENARI OS
892
893 The followi ng are nore detailed scenarios illustrating how the
894 Internet Printing Protocol is expected to be used as a part of a
895 conplete Internet Printing system Sonme parts of the scenarios
896 i ncl ude concepts, functions and information that nay be outside of
897 t he scope of version 1.0 of IPP (e.g. cost per page, paynments
898 nmeans available, etc.) The information contained herein is neant
899 to be generic. There may not be an exact wording or term nol ogy
900 mat ch between these scenarios and the inplenentation docunments.
901
902 11.1. PRINTER DI SCOVERY W THI N AN ENTERPRI SE
903
904 A user wants to find a color Postscript printer in his/her
905 enterprise which will print transparencies. The client, directory
906 service, and printer are all behind the sane corporate firewall
907 Because color foils are expensive, printers of this type are
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908 access controlled and require an account to be established so that
909 printing can be billed back to the using departnent. Note the
910 request to find a printer usable by Dept. J15. Drivers for al
911 supported printers are available fromthe server they are

912 associated with. A help desk is provided for end user support.
913 The printer is unattended.

914

915

916 Client Directory Service

917

918 I e I e I >
919 Find a printer with these characteristics

920 - prints color, prints transparencies

921 - prints Postscript

922 - is in building 003

923 - accessible by the client

924

925 A I i I +
926 Printer "Color-A"

927 - prints color, prints transparencies

928 - prints Postscript

929 - in roomH-6, building 003

930 - driver ABC-Postscript-V1.3 required, here is URI

931 - cost is $.45 per page for color transparencies

932 - limt is 10 pages per job

933 - authentication required to use printer

934 - printer is unattended

935 - hel p desk at x5001

936

937 Printer "Col or-B"

938 - prints color, prints transparencies

939 - prints Postscript

940 - in roomJ-10, building 003

941 - driver XYZ-Postscript-V2.4 required, here is URI

942 - cost is $1.25 page for color transparencies

943 - limt is 5 pages per job

944 - authentication is required to use printer

945 - printer is unattended

946 - hel p desk at x5001

947
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947 11.2. PRI NTER DI SCOVERY ACROSS ENTERPRI SES

948

949 A user in Conpany A wants to find a public printer in a business
950 partner's enterprise (Conpany B) on which to print a purchase
951 order. The client is behind one corporate firewall and the

952 directory service and the printer are behind a different corporate
953 firewall. Drivers for all supported printers are available from
954 the server they are associated with. A web page is provided for
955 end user support for public printers.

956

957

958 Client Conmpany B Directory Service

959

960 R I e R >
961 Find a printer with these characteristics

962 - prints black and white

963 - is in El Segundo, building A

964 - is a public printer

965

966 I e I +
967 Printer "Public-A"

968 - prints black and white

969 - prints Postscript

970 - in El Segundo, room H- 6, building A

971 - driver ABC-Postscript-V1.3 required, here is URI

972 - printer is public

973 - help available at http://xerox/el Segundo/ publicPrinters

974

975 Printer "Public-B"

976 - prints black and white

977 - prints PCL/5e

978 - is in El Segundo, room J-10, building A

979 - driver XYZ-PCL-V2.4 required, here is URI

980 - printer is public

981 - help available at http://xerox/el Segundo/ publicPrinters

982
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982

983 11.3. PRI NTER DI SCOVERY ON THE | NTERNET - LOGI CAL OPERATI ONS
984

985 A student wants to print a paper on a printer at his neighborhood
986 I nk-0's print shop. The report was witten using Mcrosoft Wrd.
987 The student is interested in the cost of printing since his budget
088 is limted. Note the use of |ogical operators to find this

989 I nformati on.

990

991 Client I nk-0's Directory Service

992

993 R e e I R I >
994 Find a Printer with these characteristics

995 - prints color or black and white

996 - costs less than $.50 per page

997 - tell me about resolution and marking technol ogy

998

999 A i I +
000 Printer "Col or-A"

001 - prints color

002 - 600 dpi | aser printer

003 - prints Postscript

004 - driver ABC-Postscript-V1.3 required, here is URI

005 - cost is $.50 per page for color

006 - paynent required prior to submtting print job

007 - here is URI for nore information on Ink-0's

008

009 Printer "Mono-B"

010 - prints black and white

011 - 300 dpi inkjet printer

012 - prints Postscript

013 - driver XYZ-Postscript-V2.4 required, here is URI

014 - cost is $0.35 page for black and white

015 - paynent required prior to submtting print job

016 - here is URI for nore information on Ink-0's

017
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017

018 11.4. PRI NTER DI SCOVERY ON THE | NTERNET - AUTHENTI CATI ON
019

020 An executive in her hotel roomis finishing an inportant

021 presentation on her |aptop conputer. She connects to a |local print
022 shop through the web to get a copy of her charts printed for
023 tomorrow s presentation. She nust find a print shop that is
024 convenient to her hotel and can print color transparencies. She
025 wants to be sure that the printer can be authenticated and can
026 accept encrypted dat a.

027

028

029

030 Client SirZi ppy Directory Service

031

032 R T i I >
033 Find a Printer with these characteristics

034 - prints color transparencies

035 - 1s in Boul der, Colorado

036 - Printer can be authenticated

037 - Printer supports encryption

038

039

040 Tell me when you are open for business

041

042 I i i I I +
043 Printer "Col or-A"

044 - prints color transparencies

045 - prints Postscript

046 - driver ABC-Postscript-V1.3 required, here is URI

047 - paynent required prior to submtting print job

048 - Printer can be authenticated

049 - Data can be encrypted

050 - Located at 1670 Pearl Street, Boul der, CO

051 - This Branch is open 24 hours a day

052

053

054 Printer "Col or-B"

055 - prints color transparencies

056 - prints Postscript

057 - driver ABC-Postscript-V1.3 required, here is URI

058 - paynent required prior to submtting print job

059 - Printer can be authenticated

060 - Data can be encrypted

061 - Located at 1220 Arapahoe, Boul der, CO

062 - This Branch is open from9:00 amto 6:30 pm

063
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11. 5. DRI VER DOWNLOAD

An end user in an enterprise wants to print a lengthy report on a
newy installed high speed PostScript printer. Since she wll

| ikely use this printer often, she would |like to downl oad a driver
and install it on her workstation. She is running Wndows 95.
Note: Driver download is not a V1.0 design goal.

Client I PP Printer

Driver install file is at
http://wwv. i bm com/ drivers/NP12a/ W n95
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083

084 11.6. SUBM TTING A PRINT JOB AS A FILE

085

086 An end-user wants to submt a print job. The print file already
087 exi sts on his workstation. The client and printer are behind the
088 sane corporate firewall. The printer is available to anyone behind
089 the firewall and no authorization or authentication is required.
090 The data is pushed to the printer. The printer is capable of

091 spooling the output. No errors occur.

092

093 Client | PP Printer

094

095 R e R R >
096 Here is a print job

097 - job name = MyJob

098 - notify me by email when done printing

099 - print on iso-a4-white paper

100 - print on both sides of the paper

101 - return status of the printer in response

102 - docunent is in Postscript format

103 - here is the docunment to print

104

105 R T R +
106 Print job accepted and spool ed

107 - job id = #12345

108 - current state of print job = spooled

109 - subm ssion time = 02/12/97, 15:35

110 - printer state = printing

111

112
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112 11.7. SUBM TTING A PRINT JOB W TH TWO DOCUMENTS

113

114 An end-user wants to submt a print job. The print file already
115 exi sts on his workstation. The client and printer are behind the
116 sanme corporate firewall. The printer is available to anyone behi nd
117 the firewall and no authorization or authentication is required.
118 The data is pushed to the printer. The job consists of two

119 separate docunents. The printer is capable of spooling the output.
120 No errors occur.

121

122 Client | PP Printer

123

124 e e e m e e e e e e oo >
125 Here is a print job

126 - job name = MyJob

127 - notify me by email when done printing

128 - print on iso-a4-white paper

129 - print on both sides of the paper

130 - return status of the printer in response

131

132 I i i I I +
133 Print job accepted and spool ed

134 - job id = #12345

135 - subm ssion time = 02/12/97, 15:35

136 e I >
137 - here is the docunent to print

138

139 I e e +
140 - K

141

142 e e e m e e e e e e oo >
143 - here is the docunent to print, it is the [ast docunent.

144

145 S T I I I +
146 - K

147
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11.

11.

8. SUBM TTI NG A PRINT JOB AS A FILE, PRINTING FAILS

An end-user wants to submt a print job. The print file already
exi sts on his workstation. The client and printer are behind the
sanme corporate firewall. The printer is available to anyone behi nd
the firewall and no authorization or authentication is required.
The data is pushed to the printer. The printer is not capable of
spooling the output so it begins printing while still receiving
the file. An error occurs and the printer cannot conplete printing
(in this case the user requires A4 paper and that paper size is
not available on the printer.)

Client I PP Printer

Here is a print job

- job nanme = MyJob

- notify nme by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- docunent is in Postscript formt

- here is the docunent to print

- printing failed

- current state of print job = canceled (A4 not avail abl e)
- subm ssion time = 02/12/97, 15:35

- printer state = ready

9. SUBM TTI NG A PRINT JOB W TH AUTHENTI CATI ON, PRI VACY AND PAYMENT

A traveling executive needs to print a set of transparencies for
an i nmportant business neeting. The charts are in Lotus Freel ance
format on his notebook conputer. He has |ocated a SirZi ppy print
shop near his hotel that will print color transparencies. Because
the information on the charts is sensitive, he wants to be sure
that his data is sent to the Printer in an encrypted format. He
al so wants to authenticate the Printer. The Printer also

aut henticates the user. Paynment occurs across the Internet.

Client | PP Printer
o o m o e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —ea o >
 mm m o e o e e e e e e e e e e e e o e e e e e e e e e e e e m e e e meaaoo- +

Mut ual aut hentication and exchange of secret keys

W i ght Experi nent al [ Page 28]



197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220

RFC 2567 Internet Printing Design Goals

Here is a print job (encrypted)

j ob nanme = MyJob

notify me by email when done printing
print on iso-a4-white paper

print on both sides of the paper

return status of the printer in response
tell me where to pick up output

docunent is in Postscript format

here is the docunent to print

Print job accepted and spool ed (encrypted)

job id = #12345

current state of print job = spool ed

subm ssion tinme = 02/12/97, 15:35

printer state = printing

paynent required to proceed with job

pi ck up at 230 East Main after 3:30 pmtoday

Payment transaction

W i ght Experi ment al

April 1999
____________ >
_____________ +
____________ >
_____________ +
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220 11.10. SUBM TTI NG A PRINT JOB W TH DECRYPTI ON ERROR
221

222 A traveling executive needs to print a set of transparencies for
223 an inportant business neeting. The charts are in Lotus Freel ance
224 format on his notebook conputer. He has |ocated a SirZi ppy print
225 shop near his hotel that will print color transparencies. Because
226 the information on the charts is sensitive, he wants to be sure
227 that his data is sent to the printer in an encrypted format. He
228 al so wants to authenticate the printer. The printer also

229 aut henticates the user. Paynment occurs across the Internet. An
230 error occurs during decryption

231

232

233 Client | PP Printer

234

235 R e i >
236 I e I +
237 Mut ual aut hentication and exchange of secret keys

238

239

240 R e e >
241 Here is a print job (encrypted)

242 - job name = MyJob

243 - notify me by email when done printing

244 - print on iso-a4-white paper

245 - print on both sides of the paper

246 - return status of the printer in response

247 - tell me where to pick up output

248 - docunent is in Postscript format

249 - here is the docunent to print

250

251 S m e e +
252 Print job accepted and spool ed (encrypted)

253 - job id = #12345

254 - current state of print job = spooled

255 - subm ssion time = 02/12/97, 15:35

256 - printer state = printing

257 - paynent required to proceed with job

258 - pick up at 230 East Main after 3:30 pm today

259

260 R e i >
261 I i i I I +
262 Paynment transaction

263 :

264

265 :

266 I e e +
267 Asynchronous response (email in this case)

268 - decryption failed on job #12345

269 - no pages printed

270 - current state of job = aborted
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271
272
273
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273 11.11. SUBM TTI NG A PRINT JOB W TH AUTHENTI CATI ON

274

275 An end-user wants to submt a print job. The print file already
276 exi sts on his workstation. The client and printer are behind the
277 sanme corporate firewall. The printer is available to anyone behi nd
278 the firewall but authentication and authorization is required.
279 Aut hori zati on takes place using the authenticated end-user’'s nane.
280 The data is pushed to the printer. The printer is capabl e of

281 spool ing the output.

282

283

284 Client | PP Printer

285

286 R T i I >
287 I i i I I +
288 Aut henti cati on

289

290 Note: An authentication failure would end the transaction at
291 this point.

292

293 R e e >
294 Here is a print job

295 - job name = MyJob

296 - notify me by email when done printing

297 - print on iso-a4-white paper

298 - print on both sides of the paper

299 - return status of the printer in response

300 - tell me where to pick up output

301 - docunent is in Postscript format

302 - here is the docunent to print

303

304 I e I +
305 Print job accepted and spool ed

306 - job id = #12345

307 - current state of print job = spooled

308 - subm ssion time = 02/12/97, 15:35

309 - printer state = printing

310
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310 11.12. SUBM TTI NG A PRI NT JOB GENERATED DYNAM CALLY
311

312 An end-user wants to submt a print job. The print data is

313 generated dynamcally and is being transmtted by a printer driver
314 on the client workstation as available. The client and printer are
315 behi nd the same corporate firewall. The printer is available to
316 anyone behind the firewall and no authentication and authorization
317 is required. The data is pushed to the printer. The printer is
318 capabl e of spooling the output. No error occurs.

319

320

321 Client | PP Printer

322

323 R T i I >
324 Here is a print job

325 - job name = MyJob

326 - notify me by email when done printing

327 - print on iso-a4-white paper

328 - print on both sides of the paper

329 - return status of the printer in response

330 - docunent is in Postscript format

331 - here is the print job

332

333

334 I i i I I +
335 Print data accepted and spooling started

336 - job id = #12345

337 - current job state = spool ed

338 - subm ssion time = 02/12/97, 15:35

339 - printer state = printing

340

341

342
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342 11.13. SUBM TTING A PRINT JOB WTH A PRI NTER JAM - CANCELED
343

344 An end-user wants to submt a print job. The print data is

345 generated dynamcally and is being transmtted by a printer driver
346 on the client workstation as available. The client and printer are
347 behi nd the same corporate firewall. The printer is available to
348 anyone behind the firewall and no authentication and authorization
349 Is required. The data is pushed to the printer. The printer is not
350 capabl e of spooling the output. The printer janms notifies the user
351 and the user chooses to cancel the job.

352

353

354 Client | PP Printer

355 R e e >
356 Here is a print job

357 - job nanme = MyJob

358 - notify nme by email when done printing

359 - print on iso-a4-white paper

360 - print on both sides of the paper

361 - return status of the printer in response

362 - docunment is in Postscript formt

363 - here is the docunent to print

364

365 I e e +
366 Print data accepted and printing started

367 - job id = #12345

368

369 e e >
370 - What is the status of print job #12345?

371

372 I R +
373 - Job #12345 accepted but printer jammed, cannot continue

374

375 I TP >
376 - Cancel job #12345

377

378 * Printer flushes remaining data

379 I e e I +
380 Print job term nated

381 - current job state = cancel ed

382 - subm ssion time = 02/12/97, 15:35

383 - printer state = jammed

384
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384 11.14. SUBM TTING A PRINT JOB WTH A PRI NTER JAM - RECOVERED
385

386 An end-user wants to submt a print job. The print data is

387 generated dynamcally and is being transmtted by a printer driver
388 on the client workstation as available. The client and printer are
389 behi nd the sane corporate firewall. The printer is available to
390 anyone behind the firewall and no authentication and authorization
391 is required. The data is pushed to the printer. The printer is not
392 capabl e of spooling the output. The printer jams, notifies the
393 user and the user clears the jam and elects to continue.

394

395

396 Client | PP Printer

397

398 R e I >
399 Here is a print job

400 - job nanme = MyJob

401 - notify nme by email when done printing

402 - print on iso-a4-white paper

403 - print on both sides of the paper

404 - return status of the printer in response

405 - docunent is in Postscript formt

406 - here is the docunent to print

407

408 I i i I I +
409 Print data accepted and printing started

410 - job id = #12345

411

412 S m e e +
413 - Notification: printer jamed, cannot continue

414

415 * Jamis clear by human intervention, printing continues

416

417 e e e m e e e e e e oo >
418 Here is the last part of the docunent to print

419

420 I i i I I +
421 Print job received

422 - current job state = printing

423 - subm ssion time = 02/12/97, 15:35

424 - printer state = printing

425

426
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426 11.15. SUBM TTING A PRINT JOB W TH SERVER PULL

427

428 An end-user wants to submt a print job. The print data is in a
429 file and is publicly available. It is pulled by the printer. The
430 client and printer are behind the same corporate firewall. The
431 printer is available to anyone behind the firewall and no

432 aut hentication and authorization is required. The printer is

433 capabl e of spooling the output. Printing may start before the
434 entire job has been pulled.

435

436 Client | PP Printer

437

438 R T i I >
439 Here is a print job

440 - job name = MyJob

441 - notify me by email when done printing

442 - print on iso-a4-white paper

443 - print on both sides of the paper

444 - return status of the printer in response

445 - here is a reference to the data to be printed

446

447 S m e e +
448 Print data accepted and printing started

449 - job id = #12345

450 - current state of job = spool ed

451 - subm ssion time = 02/12/97, 13:15

452 - printer state = printing

453

454

455 :

456 e I I I +
457 Get the file to be printed

458

459 I i i I >
460 Here it is

461

462 Note: Failure to find the file, would end the transaction
463 with an error at this point and an asynchronous

464 notification would be send to the Client.

465

466 I I e +
467 Dat a received

468

469
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469 11.16. SUBM TTING A PRINT JOB W TH REFERENCED RESOURCES
470

471 An end-user wants to submt a print job. Part of the print data
472 is on a file on the user's workstation. It is pushed by the

473 client, but the print job requires sonme resource not included in
474 the print file. The client and printer are behind the sane

475 corporate firewall. The printer is available to anyone behind the
476 firewall and no authentication and authorization is required. The
477 printer is capable of spooling the output. No errors occur

478

479

480 Client | PP Printer

481

482 R e >
483 Here is a print job

484 - job name = MyJob

485 - notify me by email when done printing

486 - print on iso-a4-white paper

487 - print on both sides of the paper

488 - return status of the printer in response

489

490 I e +
491 Print job accepted and spool ed

492 - jobid = #12345

493 - subm ssion time = 02/12/97, 15:35

494

495 e R T T T >
496 - here is the docunent to print

497

498 I e +
499 - XK

500

501 e L T L T >
502 - here is the URI to print, it is the last docunent.

503

504 R +
505 - XK

506

507 e LT +
508 Get the external resource

509

510 T T T >
511 Here it is

512
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11.
11.

11.

17. GETTI NG CAPABI LI TI ES
17.1. Subm ssion Attri butes

An end-user wants to get the production and scheduling attributes
t hat are supported or required when submtting jobs to this
printer. The client will use these attributes when form ng the
subsequent print request.

Client | PP Printer

" mgoing to submt a Postscript job
give nme your job subm ssion attributes

Postscri pt production attributes for this Printer are:
- mediumselect = us-letter-white, us-legal-white
default is us-letter-white
- copies =1,2,3,4,5
default is 1

- print-quality = draft, normal, high
default is draft

- sides = 1-sided, 2-sided-Iong-edge

- default is 2-sided-Iong-edge
- Job scheduling attributes for this Printer are:

- job-priority =1,2,3
- default = 3

17.2. Printer Capabilities

An end-user wants to determ ne the resolution, marking technol ogy,
and PDLs supported by the printer.

Client | PP Printer

Pl ease tell me the
- resolution of the printer
- the marking technol ogy of the printer
- PDLs supported

Printer resolution = 600 dpi

Mar ki ng Technol ogy = | aser
PDLs supported = Postscript level 2, PCL/6
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11.
11.

11.

11.

18. GETTI NG STATUS
18.1. Printer State/Status

An end-user wants to determ ne the state or status of the printer.

Client | PP Printer

What is the state of the printer?

Printer state = out-of-paper
18.2. Job Status
An end user wants to get the status of a job he has subm tted.

Client | PP Printer

Pl ease tell nme the status of job #12345

Job #12345 is queued
it is number 3 in the queue
printer state = printing

18.3. Status of Al My Jobs

An end user wants to get a list of all of the jobs he has
submtted to this Printer.

Client | PP Printer
Pl ease tell me the status of ny jobs
Job #00012 is conplete
Printed at 12:35 on 01/23/97

Job #09876 is printing

Job #12345 is queued
it is number 3 in the queue

Job #34567 is queued
it is nunmber 7 in the queue
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11.19. ASYNCHRONOUS NOTI FI CATI ON
11.19.1. Job Conpl etion

An end-user wants to get notification of events that affect his
print jobs. Print job conpletes w thout error.

Client | PP Printer

Print job #123 conpl eted
11.19.2. Job Conplete with Data

An end-user wants to get notification of events that affect his
print jobs. Print job conpletes, users asked for all end of job
I nformati on.

Client | PP Printer

Print job #123 conpl eted

total pages printed = 15

- nunber of copies printed = 3

- total cost to print = $7.45

- pick up copies in roomH-6, building 005

11.19.3. Print Job Fails

An end-user wants to get notification of events that affect his
print jobs. Print job fails. Printer is unattended.

Client I PP Printer

Print job #123 failed
- total pages printed = 15
- nunber of pages submtted = 25
- printer-state = jamed
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11.20. CANCEL A JOB
The end-user submits a print job and | ater decides to cancel it.
Client | PP Printer
o m m e e e e e e e e m e e e e e e e e e e e e e e e e e e e e e e e e e ea o >
Q mm m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee oo +
Aut henti cati on.
o m m e e e e e e e e m e e e e e e e e e e e e e e e e e e e e e e e e e ea o >
Cancel job #1234
Q mm m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee oo +
Job #1234 Cancel ed
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660 11.21. END TO END SCENARI O - W THI N AN ENTERPRI SE

661

662 An office worker prints on shared departnmental printers. Al

663 printers in the office are public, that is, no authentication or
664 authorization is required. Printers are protected from externa
665 access by a firewall. No billing or accounting is required. Mbst
666 printing is done from desktop applications. A help desk is

667 provided for printing problens. Standard operating systens and
668 applications are used. Drivers are available, but are installed
669 manual |y by support personnel. This scenario assunes that drivers
670 have been installed and that drivers are not |IPP aware, that is,
671 t hey cannot communi cate across an | PP connection to obtain status
672 and capabilities. IPP printers appear in application pull-down
673 menus. Printer configuration data is hard wired into the driver
674

675 End-user selects print fromthe application pull down nmenu. An |IPP
676 printer is selected fromthe list of Printers offered

677

678 The driver puts up a dialogue with hard-wired set of options

679 for this printer. The end-user nmakes choices and submts job.
680

681

682 Client | PP Printer

683 R e I >
684 Here is a print job

685 - job-name = nmeno-to-boss

686 - notify me by email when job is conplete

687 - print on us-letter-white paper

688 - print 1 copy

689 - print at normal quality

690 - print on 1 side

691 - give ne the state of the printer in response

692

693 The driver generates the print data and passes it to the IPP

694 driver a piece at atine as it is generated.

695

696 I e I >
697 Here is the print data

698

699

700 I i i I I +
701 Print data received, file is spool ed

702 - printer state = printing

703 - time submtted = 2/12/97, 15:35

704 - current job state = spool ed

705

706

707 Client adds this job to list of current jobs. List of jobs and
708 state of each is available on a pull-down nenu on the client.
709
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End- user selects job #1234 from i st

st at us.

| nt er net

G ve ne the state of job #1234
and the state of the Printer

Job #1234 state

- it is nunber

- printer

state

= spool ed

3 in the queue

printing

The job conpletes w thout error

Job #1234 conpl et ed
12 of 12 pages printed

W i ght

Experi ment al
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and clicks on it to see its
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727

728 11.22. END TO END SCENARI O - ACROSS ENTERPRI SES

729

730 An office worker in Conmpany A needs to print an office docunent on
731 a "public" printer at Conpany B, a business partner. Both

732 conpani es have corporate firewalls so the print request nust flow
733 out of A's firewall and into B's firewall. The office worker can
734 | ook at public printers in Conpany B's directory service. The
735 docunment is generated by a desktop application. Since the printer
736 s "public" no authentication or authorization is required. A
737 driver is downl oaded. The driver is IPP aware, that is, it can
738 communi cate dynam cally through the I PP protocol |layer to obtain
739 i nformati on about the printer.

740

741 Client Conpany B's Directory Service

742

743 End user connects to B's Directory service

744

745 R i I i I I >
746 Find a Printer with these characteristics

747 - public (no authorization or authentication required)

748 - is in Lexington, building 004

749 - prints black and white

750

751 S m e e +
752 Printer "Public-A"

753 - http://ww. | exmar k. coml pubprinter/a

754

755 Printer "Public-B"

756 - http://ww. | exmark. conf pubprinter/b

757

758 End user selects Public-A

759

760 Client Public- A

761

762 R T i I >
763 VWere can | find a driver for you?

764

765 I I I +
766 Drivers at http://ww. | exmar k. cont pubpri nters/alo0s245

767

768 End user gets driver and installs it on his PC.

769

770 End-user selects print fromthe application pull down nenu.

771 "Public-A" is selected fromthe list of Printers offered

772

773 e e e m e e e e e e oo >
774 "' mgoing to submt a print job

775 give nme your job subm ssion attributes

776

777 S m e e +
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Production attributes for this Printer are:
- nmediumselect = us-letter-white, us-legal-white
- default is us-letter-white
- copies =1,2,3,4,5
- default is 1
- print-quality = draft, normal, high
- default is draft
- sides = 1-sided, 2-sided-Iong-edge
- default is 2-sided-Iong-edge

Job scheduling attributes for this Printer are:
- job-priority =1,2,3
default = 3

Driver puts up dialogue with available options and fills in the
defaul ts.

End- user makes choices and submts job

Here is a print job

j ob-name = meno-to-Don- Wi ght

- notify me by email when job is conplete

- print on us-letter-white paper

- print 1 copy

- print at normal quality

- print on 1 side

- give ne the state of the printer in response

The driver generates the print data and passes it to the |IPP
driver a piece at a tine.

Here is the print data
Print data received, and spooling started
print job id = #1234

Print data received, file is spool ed

- printer state:pl nting

- time submtted = 2/12/97, 15:35
- current job state = spool ed

Client adds this job to list of current jobs. List of jobs and
state of each is available on a pull-down nenu on the client.

End-user selects job #1234 fromlist and clicks on it to see its
st at us.
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G ve ne the state of job #1234
and the state of the Printer

Job #1234 state = spooled
- it is nunmber 3 in the queue
- printer state = printing
* The job conpletes w thout error

Job #1234 conpl et ed
12 of 12 pages printed
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845 11.23. END TO END SCENARI O - ON THE | NTERNET

846

847 An executive in her hotel roomis finishing an inportant

848 presentation on her |aptop conputer. She connects to a |local print
849 shop through the web to get a copy of her charts printed for

850 tonorrow s presentation. She nmust find a print shop that is

851 conveni ent and can print color transparencies. She nust downl oad
852 and tenporarily install a driver in order to generate the PDL
853 required by the print shop. Miutual authentication is required by
854 the print shop and paynment nust be made in advance. The job is
855 encrypted on the wire to prevent eavesdroppi ng.

856

857 End-user conpletes presentati on. She goes to the web and connects
858 to the SirZ ppy hone page.

859

860 Client SirZippy Directory Service

861 R T i I >
862

863 Find me a printer with these characteristics

864 - Near Market Street in San Jose

865 - Prints color transparencies

866 - drivers can be downl oaded

867 - supports privacy (encryption)

868 -

869

870 Avail able Printers matching these characteristics are | ooked up in
871 the Directory Service

872

873 I i i I I +
874

875 Printer "Col or-A"

876 - located at 123 First Street in San Jose

877 - URI is http://ww. SirZi ppy.com FirstStreet/Col or-A

878 - prints color transparencies

879 - 600 dpi | aser

880 - driver ABC-Postscript-V1.3 available at this URI

881 - cost = $.75 per page

882 - authentication required to use printer

883 - paynent required prior to printing

884

885

886 Printer "Col or-B"

887 - located at 67 San Carlos Street, San Jose

888 - URI is http://ww. SirZi ppy.com SanCar | os/ Col or-B

889 - prints color transparencies

890 - 1200 dpi | aser

891 - driver XYZ-PostScript-V4.3 available at this URI

892 - cost = $1.25 per page

893 - authentication required to use printer

894 - paynent required prior to printing

895 -
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- nmore information at this URI

The user decides to use the first printer
She connects to the URI given to get a driver.

April 1999

because it is closer.

Client Driver URI
N N N - >
| need a driver for "Color-A"
T I N .S +
Driver installer is at http://ww. xerox.com prtdrvrs

Driver is install ed

User connects to

"Col or- A"
Client | PP Printer "Color-A"

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >

 mm m et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +
Mut ual aut henticati on and exchange of secret keys

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >
|"mgoing to submt a print job
give nme your job subm ssion attributes

 mm m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ea e o +

Production attributes for this Printer
- nmediumselect = us-letter-white, us-legal-white
- default is us-letter-white

- copies =

1,

2,3,4,5

- default is 1
- print-quality = draft, normal, high
- default is draft
1-sided, 2-sided-I|ong-edge
- default is 2-sided-|ong-edge

- sides =

Job scheduling attributes for

- job-priority =1,2,3

def aul t

3

this Printer

ar e:

ar e:

Driver puts up dialogue with avail able options and fills in the

defaul ts.

End- user makes choices and submts job

Here is a print job

- j ob-nane

W i ght

presentation

Experi ment al
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948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976

RFC 2567

Internet Printing Design Goals Apri |

- notify me by email when job is conplete
- print on us-letter-transparency

- print 1 copy

- print at high
- print by 9:00
- give nme the st

The driver generat

qual ity
am t onorr ow nor ni ng

ate of the printer in response

es the print

data and passes it to the IPP

1999

driver a piece at a tine.
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >
Here is the print data
Q mm et e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o +

Print data received, and spooling started

print job id =

#1234

Print data received, file is spooled

- printer state
- time submtted
- current job st

Job i s schedul
Thank you for

W i ght

= printing
= 2/12/97, 15:35

ate = held, waiting for paynent

ed to print, pick up after
usi ng SirZippy

Experi ment al

9: 00am t onorr ow
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