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Status of this Menp

This docunment is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026. |Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF), its areas,
and its working groups. Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To view the list of Internet-Draft Shadow Directories, see
http://ww.ietf.org/shadow htm .

Abst ract

This docunent is a product of the Internet Printing Protocol Wrking
Group of the Internet Engineering Task Force (I ETF). Comrents should
be subnitted to the i pp@wy.org mailing |ist.

This docunent is intended for use in registering the "ipp" URL schene
with 1ANA and fully conforns to the requirenents in [RFC2717]. This
docunent defines the "ipp" URL (Uniform Resource Locator) schene for

speci fying the location of an IPP Printer, |PP Job, or other |IPP

obj ect (defined in some future version of I PP) which inplenments the

I PP/ 1.1 Mbdel [RFC-2911] and the IPP/1.1 Protocol encoding over HITP
[ RFC-2910] or any later version of IPP. The intended usage of the

"i pp" URL schene is COVMON.

The I PP URL schene defined in this docunent is based on the ABNF for
the HTTP URL schenme defined in HITP/ 1.1 [ RFC-2616], which is derived
fromthe URI Generic Syntax [ RFC-2396] and further updated by

[ RFC-2732] and [RFC-2373] (for IPv6 addresses in URLs). An |PP URL
is transfornmed into an HTTP URL according to the rules specified in
section 5 of the IPP/1.1 Protocol [RFC- 2910].
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1.

| nt roducti on

See section 1 'Introduction' in [RFC-2911] for a full description of
the | PP docunent set and overview informati on about |PP.

The open issues in this docunent each begin 'I SSUE n:'.

This docunent is a product of the Internet Printing Protocol Wrking
Group of the Internet Engineering Task Force (IETF). Comrents should
be subnitted to the i pp@wy.org mailing |ist.

This docunent is intended for use in registering the "ipp" URL schene
with 1ANA and fully conforns to the requirenents in [RFC2717]. This
docunent defines the "ipp" URL (Uniform Resource Locator) schene for

speci fying the location of an IPP Printer, |PP Job, or other |IPP

obj ect (defined in some future version of IPP) which inplenments the

I PP/ 1.1 Mbdel [RFC-2911] and the IPP/1.1 Protocol encoding over HITP
[ RFC-2910] or any later version of IPP. The intended usage of the

"i pp" URL schene i s COVMON.

Thi s docunent defi nes:
- I PP URL schene applicability and intended usage;
- I PP URL schene associated port (i.e., well-known port 631);
- I PP URL schene associated MM type (i.e., "application/ipp");
- I PP URL schene syntax in ABNF [ RFC-2234];
- I PP URL schene character encoding;
- I PP URL schene | ANA, internationalization, and security
consi derati ons.

Thi s docunment is laid out as follows:
- Section 2 is the term nol ogy used throughout the docunent.

- Section 3 provides references to the PP Printer and | PP Job object
nodel .

- Section 4 specifies |IPP URL schene.

- Section 5 specifies the conformance requirenents for IPP Clients
and IPP Printers that claimconformance to this docunent.

- Section 6, 7, and 8 specify | ANA, internationalization, and
security considerations.

- Sections 9, 10, 11, 12, and 13 |list references, acknow edgenents,
aut hors' addresses, change history, and full |ETF copyri ght
st at enent .
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2.

Ter nmi nol ogy

This specification docunent uses the term nol ogy defined in this
section.

2.1. Confornmance Term nol ogy

The uppercase terns "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT" "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in [ RFC 2119].
These terns are used to specify conformance requirenents for al

i npl ementations of this specification.

2.2. Model Term nol ogy

See section 12.2 'Mdel Termni nology' in [RFC 2911].

3. | PP Model for Printers and Jobs
See section 2 'I PP hjects', section 2.1 '"Printer Object', and
section 2.2 'Job bject' in [RFC-2911] for a full description of the
| PP obj ect nodel and term nol ogy.
In this docurment, "IPP Cient" nmeans the software (on sonme hardware
platform) that submits, nonitors, and/or nmanages print jobs via
IPP/ 1.1 [ RFC-2910] [ RFC-2911], or any later version of IPPto a
spool er, gateway, or actual printing device.
In this docurment, "IPP Printer object" means the software (on sone
hardware platform) that receives print jobs and/or printer/job
operations via IPP/1.1 [ RFC-2910] [RFC-2911], or any |later version of
IPP froman "IPP Cient"”.
In this docunment, "IPP Printer" is a synonymfor "IPP Printer
obj ect".
In this docunment, "IPP Job object" nmeans the set of attributes and
docunents for one print job on an "IPP Printer".
In this docunment, "IPP Job" is a synonymfor "IPP Job object".
Herriot, MDonal d Expires 5 August 2001 [ Page 4]
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4.

| PP URL Schene

4.1. | PP URL Schene Applicability and I ntended Usage

This docunent is intended for use in registering the "ipp" URL schene
with 1ANA and fully conforns to the requirenents in [RFC2717]. This
docunent defines the "ipp" URL (Uniform Resource Locator) schene for

speci fying the location of an IPP Printer, |PP Job, or other |IPP

obj ect (defined in some future version of I PP) which inplenments the

I PP/ 1.1 Mbdel [RFC-2911] and the IPP/1.1 Protocol encoding over HITP
[ RFC-2910] or any later version of IPP. The intended usage of the

"i pp" URL schene is COVMON.

4.2. | PP URL Schene Associated | PP Port

Al'l PP URLs which do NOT explicitly specify a port MJST be used over
| ANA- assi gned wel | -known port 631 for the I PP protocol described in

[ RFC-2910] .

See: | ANA Port Nunbers Registry [I ANA-PORTREG. registration with
| ANA.

4.3. | PP URL Schene Associated M ME Type

Al'l | PP protocol operations (requests and responses) MJST be conveyed
in an "application/ipp" MM nedia type as registered in
[ANA-M MEREG . | PP URLs MJUST refer to IPP Printers which support

this "application/ipp" MM nedia type.

See: | ANA M ME Media Types Registry [ ANA-M MEREQ .

4.4. | PP URL Schene Character Encodi ng

The I PP URL schene defined in this docunent is based on the ABNF for
the HTTP URL schenme defined in HITP/ 1.1 [ RFC-2616], which is derived
fromthe URI Generic Syntax [ RFC-2396] and further updated by

[ RFC-2732] and [ RFC-2373] (for |Pv6 addresses in URLs). The IPP URL
schenme is case-insensitive in the host nane or host address part;
however the path part is case-sensitive, as in [ RFC 2396].

Codepoi nts outside [US-ASCI 1] MJUST be hex escaped by the mechanism
specified in [ RFC-2396] .
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4.5. | PP URL Schene Syntax in ABNF

This docunent is intended for use in registering the "ipp" URL schene 144
with 1ANA and fully conforns to the requirenents in [RFC2717]. This 145
docunent defines the "ipp" URL (Uniform Resource Locator) schene for 146
specifying the location of an IPP Printer, |PP Job, or other |IPP 147
obj ect (defined in some future version of IPP) which inplenments the 148
I PP/ 1.1 Mbdel [RFC-2911] and the IPP/1.1 Protocol encoding over HITP 149
[ RFC-2910] or any later version of IPP. The intended usage of the 150
"i pp" URL schene is COVMON. 151
The | PP protocol places a limt 1023 octets (NOT characters) on the 152
length of a URI in section 4.1.5 "uri' in [RFC-2911]. An IPP Printer 153
i mpl erentati on MJST be able to handle the URI of any resource that it 154
supports. An IPP Printer MJST return 155
"client-error-request-val ue-too-long' (see section 13.1.4.10 in 156
[ RFC-2911]) when a URlI received in a request (e.g., in the 157
"printer-uri" attribute) is too |ong. 158

Note: |IPP Printers ought to be cautious about depending on URI 159

| engt hs above 255 bytes, because sonme ol der client or proxy 160

i mpl ement ati ons m ght not properly support these |engths. 161
| PP URLs MJST be represented in absolute form Absolute URLs al ways 162
begin with a schene nane foll owed by a colon. For definitive 163
i nformati on on URL syntax and semantics, see "Uniform Resource 164
Identifiers (URI): Generic Syntax and Senmantics" [RFC-2396]. This 165
speci fication adopts the definitions of "URI-reference", 166
"absoluteURI", "relativeURI", "port", "host","abs path", "rel path", 167
and "authority" from|[RFC 2396], as updated by [RFC- 2732] and 168
[ RFC-2373] (for IPv6 addresses in URLS). 169
The | PP URL schene syntax in ABNF is as foll ows: 170
ipp_ URL = "http:" "//" host [ ":" port ] [ abs_path [ "?" query ]] 171
If the port is enpty or not given, port 631 is assuned. The 172
semantics are that the identified resource (see section 5.1.2 of 173
[ RFC-2616]) is located at the IPP Printer or |PP Job listening for 174
HTTP connections on that port of that host, and the Request-URI for 175
the identified resource is 'abs path'. The use of I P addresses in 176
URLs SHOULD be avoi ded whenever possible (see [RFC 1900]). 177
If the "abs path' is not present in the URL, it MJST be given as "/" 178
when used as a Request-URI for a resource (see section 5.1.2 of 179
[RFC-2616]). |If a proxy receives a host nanme which is not a fully 180
qualified donmain nane, it MAY add its domain to the host nanme it 181
received. |If a proxy receives a fully qualified domain nanme, the 182
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proxy MJST NOT change the host nane. 183

4.5.1. | PP URL Exanpl es

The followi ng are exanples of valid PP URLs for IPP Printers: 184
i pp://abc. com 185
i pp://abc.com printer 186
i pp://abc.conitiger 187
i pp://abc.conml printers/tiger 188
i pp://abc. conlprinters/fox 189
i pp://abc.com printers/tiger/bob 190
i pp://abc.comprinters/tiger/ira 191
i pp://printer.abc.com 192
i pp://printers.abc.conitiger 193
i pp://printers.abc.conitiger/bob 194
i pp://printers.abc.conftiger/ira 195
Each of the above URLs are legitimate URLs for IPP Printers and each 196
references a logically different PP Printer, even though some of the 197
IPP Printers nmay share the sanme hardware. The last part of the path 198
"bob' or 'ira' mmy represent two different hardware devices where 199
"tiger' represents sone grouping of IPP Printers (e.g., a 200
| oad- bal anci ng spooler) or the two names may represent separate human 201
recipients ('bob' and 'ira') on the sane hardware device (e.g., a 202
printer supporting two job queues). |In either case both 'bob' and 203
"“ira' behave as different IPP Printers. 204
The followi ng are exanples of IPP URLs with (optional) ports and 205
pat hs: 206
i pp://abc.com 207
i pp://abc.com ~smth/printer 208
i pp://abc.com 631/ ~smith/printer 209
The first and second | PP URLs above MJST be resolved to port 631 210
(I ANA assigned well-known port for IPP). The second and third | PP 211
URLs above are equival ent (see section 4.5.2 below). 212
The following literal |Pv6 addresses (conformant to [ RFC 2373]): 213
::192.9.5.5 ; I Pv4 address in | Pv6 style 214
1 FFFF: 129. 144. 52. 38 ; I Pv4 address in | Pv6 style 215
2010: 836B: 4179: : 836B: 4179 ; | Pv6 address per RFC 2373 216
are represented in the follow ng exanple | PP URLs: 217
ipp://[::192.9.5.5]/prt1l 218
i pp://[::FFFF:129.144.52. 38]:631/printers/tiger 219
Herriot, MDonal d Expires 5 August 2001 [ Page 7]
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i pp://[2010: 836B: 4179:: 836B: 4179]/printers/tiger/bob 220

4.5.2. | PP URL Conparisons

When conparing two | PP URLs to decide if they match or not, an | PP 221
Cient SHOULD use a case-sensitive octet-by-octet conparison of the 222
entire URLs, with these exceptions: 223
- Aport that is enpty or not given is equivalent to the well-known 224
port for that IPP URL (port 631); 225

- Conpari sons of host nanmes MJST be case-insensitive; 226
- Conpari sons of schenme nanmes MJST be case-insensitive; 227
- An enpty 'abs path' is equivalent to an 'abs _path' of "/". 228
Characters other than those in the "reserved" and "unsafe" sets (see 229
[ RFC-2396] and [ RFC-2732]) are equivalent to their ""% HEX HEX" 230
encodi ng. 231
For example, the following three URIs are equival ent: 232
i pp://abc.com 631/ ~smith/printer 233

i pp://ABC. conml %9Esmi th/printer 234

i pp://ABC. com /% esnith/printer 235
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5.

5.

Conf or mance Requirenents

Conf ormance Requirenments for IPP Cients

IPP Cients that conformto this specification

a)

b)

d)

5.

MJST send IPP URLs (e.g., in the "printer-uri" operation attribute
in ' 'Print-Job') that conformto the ABNF specified in section 4.5
of this docunent;

MJST send | PP operations via the port specified in the IPP URL (if
present) or otherwi se via | ANA assigned wel | -known port 631

MJST convert I PP URLs to their corresponding HTTP URL forns
according to the rules in section 5 '"IPP URL Schene' in
[ RFC-2910];

SHOULD interoperate with IPP/1.0 Printers according to the rules

in section 9 "Interoperability with IPP/1.0 | nplenentations' and
section 9.2 'Security and URL Schenes' in [RFC 2910].

Conf ormance Requirenents for IPP Printers

I PP Printers that conformto this specification

a)

b)

SHOULD reject received IPP URLs in "application/ipp" request
bodies (e.g., inthe "printer-uri" attribute in a 'Print-Job'
request) that do not conformto the ABNF for I PP URLs specified in
section 4.5 of this docunent;

SHOULD return I PP URLs in "application/ipp" response bodies (e.g.,
inthe "job-uri" attribute in a 'Print-Job' response) that do
conformto the ABNF for | PP URLs specified in section 4.5 of this
docunent ;

MJST listen for | PP operations on | ANA-assi gned wel |l -known port
631, unless explicitly configured by system adninistrators or site
pol i ci es;

SHOULD NOT listen for | PP operations on any other port, unless
explicitly configured by systemadninistrators or site policies;

SHOULD interoperate with IPP/1.0 Cients according to the rules in
section 9 '"Interoperability with IPP/1.0 |Inplenentations' and
section 9.2 'Security and URL Schenes' in [RFC 2910].
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6.

| ANA Consi der ati ons

This docunent is intended for use in registering the "ipp" URL schene
with 1ANA and fully conforns to the requirenents in [RFC2717]. This
docunent defines the "ipp" URL (Uniform Resource Locator) schene for

speci fying the location of an IPP Printer, |PP Job, or other |IPP

obj ect (defined in some future version of I PP) which inplenments the

I PP/ 1.1 Mbdel [RFC-2911] and the IPP/1.1 Protocol encoding over HITP
[ RFC-2910] or any later version of IPP. The intended usage of the

"i pp" URL schene is COVMON.

This I PP URL Schene specification does not introduce any additional
| ANA consi derations, beyond those described in [ RFC-2910] and
[ RFC-2911].

See: Section 6 '|I ANA Considerations' in [ RFC-2910]
See: Section 6 '|I ANA Considerations' in [RFC 2911].

7. Internationalization Considerations
This I PP URL Schene specification does not introduce any additional
i nternationalization considerations, beyond those described in
[ RFC-2910] and [ RFC-2911].
See: Section 7 'Internationalization Considerations' in [RFC 2910].
See: Section 7 'Internationalization Considerations' in [RFC 2911].
8. Security Considerations
This I PP URL Schene specification does not introduce any additional
security considerations, beyond those described in [RFC 2910] and
[ RFC-2911].
See: Section 8 'Security Considerations' in [RFC 2910].
See: Section 8 'Security Considerations' in [RFC 2911].
Herriot, MDonal d Expires 5 August 2001 [ Page 10]
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Appendi x X - Change History

[ To be del eted before RFC publication]

5

February 2001 - draft-ietf-ipp-url-scheme-01.txt

revised section 4.1 'IPP URL Applicability and | ntended Usage' to
clarify that a given IPP URL MAY identify an | PP Printer object or
an | PP Job object, per request of Tom Hasti ngs;

revised section 4.5 'I PP URL Schene Syntax in ABNF' to define | PP
URLs consistently with section 3.2.2 "http URL' of HITP/ 1.1

[ RFC-2616], per request of Tom Hasti ngs;

revised section 4.5 "I PP URL Schene Syntax in ABNF' to clarify that
| PP URLs may reference I PP Printer objects, |PP Job objects, or
(possi bly other future) |PP objects, per request of Bob Herriot;
added section 4.5.1 'I PP URL Exanples' to supply neani ngful
exanpl es of IPP URLs with host nanes, |Pv4 addresses, and | Pv6
addr esses, per request of Tom Hasti ngs;

added section 4.5.2 'I PP URL Conparisons' to define | PP URL
conpari sons consistently with section 3.3 'URl Conparison' of
HTTP/ 1.1 [ RFC- 2616], per request of Tom Hasti ngs;

revised section 5.1 ' Confornmance Requirenents for PP Clients' to
clarify that an IPP Cdient MJST convert IPP URLs to their
correspondi ng HTTP URL fornms according to section 5 '|I PP URL
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13.

Schenme' in [RFC-2910], per request of Tom Hastings and Bob Herri ot;

- revised section 5.1 'Conformance Requirenments for IPP Cients' and
section 5.2 ' Conformance Requirenents for IPP Printers' to clarify
that IPP dients and IPP Printers SHOULD i nteroperate with IPP/1.0
systens according to section 9 'Interoperability with IPP/1.0
I npl ementations' in [RFC2910], per request of Carl Kugler;

- revised section 5.2 'Confornance Requirenents for IPP Printers' to
clarify that an IPP Printer MJUST |isten on (IANA assigned
wel | -known) port 631, unless explicitly configured, per request of
M chael Sweet;

- revised section 5.2 'Confornance Requirenents for IPP Printers' to
clarify that an I PP Printer SHOULD NOT |isten on ports other than
(I ANA assigned well-known) port 631, unless explicitly configured,
per request of Don Wi ght;

- revised section 6 'I ANA Considerations' to clarify that the sole
pur pose of the entire docunent is I ANA registration of the "ipp"
URL schene;

- del eted Appendix A 'Registration of IPP Port' as unnecessary (port
is already registered);

- del eted Appendix B 'Registration of MM "application/ipp" as
unnecessary (M ME registry has recently caught up to RFC 2910);

11 January 2001 - draft-ietf-ipp-url-scheme-00.txt

- initial version - sinple "ipp:' URL schene wi thout paraneters or
guery part (consistent with existing and IPP/1.1 inplenentations);

- added Appendix A 'Registration of IPP Port' (placehol der) for
updated | ANA registration of port 631 with references to | PP/ 1.1;

- added Appendix B 'Registration of MM "application/ipp"' wth
updated | ANA registration for IPP MMz type with references to both
IPP/1.0 and I PP/ 1.1;

Ful I Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nay be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself nay not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of

devel oping I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages other than
Engl i sh.
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The limted perm ssions granted above are perpetual and will not be 431
revoked by the Internet Society or its successors or assigns. 432
Thi s docunent and the information contained herein is provided on an 433
"AS | S" basis and THE | NTERNET SCCI ETY AND THE | NTERNET ENG NEERI NG 434
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS COR | MPLI ED, | NCLUDI NG 435
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON 436
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF 437
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. 438
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