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There are several issues indicated in the document that we should cover at the upcoming
meeting, as well asreview the proposal. See color highlighting.

The appendix has the full specification for the 'collection’ attribute syntax, as agreed on
our 5/6/98 telecon.

[Items in square brackets relate to the PWG JMP MIB trapping and will be removed
when this document is made into an |PP Internet-Draft.]

Abstract

In IPP/1.0, the user can determine what is happening to submitted jobs by using the Get--
Attributes and Get-Jobs operations to poll for results. This document describes an
OPTIONAL extension to the IPP/1.0 Model document for subscribing for event
notifications using | PP, but which are delivered over some other protocol, either by the
IPP Printer object or by any notification service that the |PP Printer object
implementation may employ. See|[req] for the notification requirements.

Two methods are provided for subscription for notification events. (1) as part of the job
submission and (2) as a separate Subscribe-For-Event-Notifications operation. Both
methods allow the requester to specify (1) about which event(s) to be notified, (2) which
notification-recipient(s) are to receive the natification, (3) what content type isto be sent
in the notification, and (4) which notification transport method isto be used. Both
methods allow the requester to subscribe for job event groups, such as ’job-completior’,
and/or printer events, such as 'printer-errors.

The event notification subscription mechanism uses a new attribute syntax called a
‘collection’. A ’collection’ valueisaset of attributes. See the Appendix of this document
for the complete specification of the 'collection’ attribute syntax.
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1 Introduction

In IPP/1.0, the user can determine what is happening to submitted jobs by using the Get-
Attributes and Get-Jobs operations to poll for results. This document describes an
OPTIONAL extension to the IPP/1.0 Model document for subscribing for event
notifications using | PP, but which are delivered over some other protocol, either by the
IPP Printer object or by any notification service that the |PP Printer object
implementation may employ. Seethe IPP Notification Requirements document [req] for
further details. See also "General Event Notification Architecture Base [cohen] for
terminology and framework.

This document contains the definition and use of event notifications (see terminology
section) for two main purposes. First, when used to achieve printing over awide area
network, or the Internet, the end-user experience is similar to today’s FAX paradigm, so
we want to provide notification that the job has completed successfully (or not). This
notification may traverse the Internet as an e-mail message or end up on Someone’s pager.
Second, and more widely, when used as a standard LAN print submission protocol (i.e.,
LPR replacement), the end-user will have the desire and opportunity for amuch more
dynamic interaction with the printer and the print job. Here, notification should consist of
alocal area network messaging scheme that addresses unsolicited events related to the
printer, the job’s position in the server or printer queue, start of processing, printing
progress and job completion, including forms of cancellation. This paper proposes
MANDATORY |PP attributes to be used for both purposes, and OPTIONAL attributes
and values that are appropriate only for one or the other.

[ The notification events and content are al so intended to apply to the PWG Job
Monitoring MIB (JMP). See sections 5.1.2.2 and 6.]
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1.1 Summary of the proposal for IPP Event Notification

This paper proposes the following:

1

2.

One OPTIONAL "job-notify" Operation attribute for use with the Print-Job, Print-
URI, and Create-Job operation. The "job-notify" Operation attribute has an attribute
syntax of "1setOf collection’ (see Appendix) so that the client can request different
events for different notification recipients for the same job. Each collection value
SHALL contain the "notify-recipients’ and MAY contain any of the following
remaining member attributes with the indicated syntax and support by the IPP object
if it supports the "job-notify" Operation attribute at all:

Member attribute name syntax inrequest  support
"notify-event-groups” 1setOf type2 keyword MAY mandatory
"notify-recipients" 1setOf uri SHALL mandatory
"notify-content-type" mimeMediaType MAY mandatory
"notify-charset" charset MAY mandatory
"notify-natural-language” natural Language MAY optional
"notify-additional -attributes” 1setOf keyword MAY optional

One "job-notify" Job Description attribute which is populated with the collection
value(s) supplied by the "job-notify" Operation attribute in a create operation.

ISSUE 01: Would a better name be "job-notification-subscription” and the member
attributes be named "notification-xxx"?

3.

4.

Six "job-xxx-supported” Printer object attributes that correspond to these six member
attributes. See the IPP Model for the semantics of xxx-supported Printer attributes.

Two new OPTIONAL Subscribe-For-Event-Notifications and Un-Subscribe-For-
Event-Notifications operations on the Printer object. These operations are intended
for operator/administrators and servers for long term subscription for Printer object
events that are independent of job submission. The servers may be involved with (1)
job submission to IPP Printer objects and/or (2) collecting accounting data using the
event notification mechanism.

An IPP Printer SHALL support both of these operations, if it supports either one. |If
an |PP Printer supports these operations, it SHALL also support the "job-notify"
attribute in the create operations.

One new "printer-notify" Printer Description attribute which is populated with the
collection value supplied by the "printer-notify" Operation attribute in the Subscribe-
For-Event-Notifications operation. Both attribute use the same collection as the "job-
notify" Operation attribute. The "printer-notify" Printer Description attribute also has
an additional "subscription-id" member attribute which is an integer id for the
subscription for use with the Un-Subscribe-For-Event-Notification operation.

ISSUE 02: Would a better name be "printer-notification-subscription”?
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2 Terminology

It is necessary to define a set of termsin order to be able to clearly expressthe
requirements for notification servicesin an PP System. These terms are from the
requirements document [req]. Cohen [cohen] has similar terminology, with some
differences. ISSUE 03: Which terminology should we use?

ISSUE 04: Some of these terms are not used in the specification. Should we delete
them?

21 Job Submitting End User

A human end user who submits a print job to an IPP Printer. This person may or may not
be within the same security domain as the Printer. This person may or may not be
geographically near the printer.

2.2 Job Submitting Application

An application (for example a batch application), acting on behalf of an end user, which
submits a print job to an IPP Printer. The application may or may not be within the same
security domain as the Printer. This application may or may not be geographically near
the printer.

2.3 Security Domain

For the purposes of this discussion, the set of network components which can
communicate without going through a proxy or firewall. A security domain may be
geographically very large, for example - anyplace within IBM.COM.

24 IPP Client

The software component on the client system which implements the | PP protocol which
can be either a Job Submitting End User or a Job Submitting Application.

25 Job Recipient

A human who is the ultimate consumer of the print job. In many cases thiswill be the

same person as the Job Submitting End User, but this need not always be the case. For
example, if | use IPP to print a document on a printer in a business partner’s office, | am
the Job Submitting End User, while the person | intend the document for in my business
partner’s office is the Job Recipient. Since one of the goals of IPP is to be able to print
near the ultimate recipient of the printed output, we would normally expect the Job
Recipient to be in the same security domain as, and geographically near the Printer.
However, this may not always be the case. For example, | submit a print job across the
Internet to a Kinko’s print shop. | am both the Submitting end User and the Job
Recipient, but | am neither near nor in the same security domain as the Printer.

2.6 Job Recipient Proxy

A person acting on behalf of the Job Recipient. In particular, the Job Recipient Proxy
physically picks up the printed document from the Printer, if the Job Recipient cannot

Hastings, |saacson, Lewis [page 7]
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perform that function. The Proxy is by definition geographically near and in the same

security domain as the printer. For example, | submit a print job from home to be printed

on a printer at work. I'd like my secretary to pick up the print job and put it on my desk.

In this case, | am acting as both Job Submitting End User and Job Recipient. My
secretary is acting as a Job Recipient Proxy. An issue that needs to be considered in the
notification architecture is the impact of a third party receiving many unwanted
notifications.

2.7 Notification Recipient Agent

A program which receives events on behalf of the notification recipient. The agent may
take some action on behalf of the recipient, forward the notification to the recipient via

some alternative means (for example, page the recipient), or queue the notification for
later retrieval by the recipient.

2.8 Notification Recipient

Any of: Job Submitting End User, Job Submitting Application, Job Recipient, or Job
Recipient Proxy or Notification Recipient Agent.

2.9 Notification Events
There are Job events and Printer events.

A Job event is some change in the Job object, such as: (1) a change in the Job object's
"job-state" attribute, (2) the stacking of another sheet, reflected in the incrementing of the
job's "job-media-sheets-completed"” attribute or (3) some of the changes in the value of
the job's "job-state-reasons" attribute. Not all changes in a job's "job-state" attribute are
separate events. For example, the event ‘'job-received' is the transition from the
‘'unknown' state to either the 'pending’ or ‘pending-held’ state. Not all changes in a job's
other attributes are events.

A Printer event is some change in the Printer object, such as: (1) a change in the
Printer object's "printer-state” attribute or (2) a change in the Printer's "printer-
state-reasons" attribute. A Printer event corresponds one-to-one with the addition
or removal of a row in the Printer MIB alert table, for those implementations that
also implement the Printer MIB [prtmib].

2.10 Notification Subscription

End users may “subscribe” for notifications of Job events and/or Printer events when
they submit a job. These include any of those described in the preceding section.

2.11 Event Notification Content Attributes

When a Job or Printer event notification is delivered to the notification-recipient, it
contains attributes whose values reflect the state of that Job or Printer at the time of the
event, respectively. Examples of Job content attributes include:

"number-of-intervening jobs"
"job-impressions-completed”
"job-state-reasons"”

Hastings, Isaacson, Lewis [page 8]
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Examples of Printer object content attributes include:
"printer-state-reasons’
"device-name"
"alert-code”

Note: when aJob event is sent, no Printer attributes, except the "printer-uri”, are sent.
When a Printer event is sent, no Job attributes are sent.

2.12 Immediate Notification

Notifications sent to the notification recipient or the notification recipient’s agent in such
a way that the notification arrives immediately , within the limits of common addressing,
routing, network congestion and quality of service.

2.13 Queued Notification

Notifications which are not necessarily sent immediately, but are queued for delivery by
some intermediate network application, or for later retrieval. Email with store and
forward is an example of queued notification.

2.14 Notification with Reliable Delivery

Notifications which are delivered by a reliable, sequenced delivery of packets or
character stream, with acknowledgment and retry, such that delivery of the notification is
guaranteed within some reasonable time limits. For example, if the notification recipient
has logged off and gone home for the day, an immediate notification cannot be
guaranteed to be delivered, even when sent over a reliable transport, because there is
nothing there to catch it. Guaranteed delivery requires both queued notification and a
reliable transport. If delivery of the notification requires process to process
communications, each session is managed in a reliable manner, assuring fully ordered,
end-to-end delivery.

2.15 Notification with Unreliable Delivery

Notifications are delivered via the fundamental transport address and routing framework,
but no acknowledgment or retry is required. Process to process communications, if
involved, are unconstrained.

2.16 Quality of Service

Some notification delivery methods may allow users to select quality of service
parameters. These will depend upon the specific delivery method chosen, and may
include parameters such as priority, security, number of retries, and the like.

2.17 Human Consumable Notification

Notifications which are intended to be consumed by human endamgrd hey contain
no machine readable encodings of the event. Email would be an example of a Human
consumable notification.

Hastings, Isaacson, Lewis [page 9]
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2.18 Machine Consumable Notification

Notifications which are intended for consumption by a program only, such as an IPP
Client. Machine Consumabl e notifications may not contain human readabl e information.

2.19 Mixed Notification

A mixed notification may contain both human consumable and machine consumable
information. Sending 'multi-part/alternative’ MIME mediatype is mixed notification,
since both 'text/plain’ and a machine consumabl e content are sent.

Hastings, Isaacson, Lewis [page 10]
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3 Mode for Job and Printer Event Notification

The following pictures from the IPP/1.0 Model and Semantics [ipp-model] are enhanced
to show subscription for event notification (1) as part of PP job submission and (2) using

the new | PP Subscribe-For-Event-Notifications operations event notifications to

(multiple) end-user natification-recipients and a system operator.

Legend:

##### i ndicates a Printer object which is
ei ther enbedded in an output device or is

hosted in a server.

The Printer object

m ght or mght not be capabl e of queui ng/spooling.

any i ndi cates any network protocol or direct
connect, including |IPP

(@] F---- - - - - +
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oper-| recip | <---job and printer-------- + [
ator 4---------- + event notification | [

+ I
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Figure 1l - Mode for Job and Printer Notification
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An implementation option is for the IPP Printer object to forward the subscription
requests received in the job submission and with Subscribe-For-Event-Notification
operations to a notification service transparently to the requester. The |PP object then
passes event notifications to this notification service to distribute the event notifications
to the notification recipients.
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-~~~
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Figure 2 - Model with Notification Service
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4 Subscription for notification

4.1 Subscription as part of job submission

Subscription for notifications is accomplished via |PP for end-user and server-to-device
notifications related to the jobs being submitted. This proposal includes specifics for
these types of subscriptions. Here the subscription information is submitted with the job
and an implementation SHALL store the information with the Job object so that it may be
gueried with the Get-Job-Attributes operation.

As an implementation option, an implementation MAY employ an event notification
service to keep the event notification subscription information and to actually deliver the
event notifications. Inthis case, the IPP object passes each event asit occurs to the event
notification service for event notification delivery to the notification recipients for which
the Printer object had previously forwarded event notification subscriptions.

When the IPP Printer removes the job from the system, the subscription is automatically
removed with such an implementation. If the IPP Printer object implementation uses a
notification server, then the IPP object will have to un-subscribe with that notification
server when the job completes.

4.2 Subscription independent of job submission

Subscription by servers that control 1PP Printers and by 3 party accounting or job
monitoring applications, which are independent of job submissions, is accomplished by
using the Subscribe-For-Event-Notification operation. In these cases, the subscription is
in force, until the server or application performs an Un-Scribe-For-Event-Notifications
operation.

4.3 Semantics of Subscriptions
This sub-section summarizes the semantics of subscriptions.
ISSUE 06: Ok if the semanticsis duplicated here in the spec?

1. Job Events are changesin a Job object. Printer Events are changes in the Printer
object.

2. Any subscription can contain either Job Events or Printer Events or both.

3. Subscriptions can be sent to the IPP Printer object either by being included in a create
operation when the job is submitted (called "Job Submission Subscriptions") or by
being sent in a separate subscription using the Subscript-For-Event-Notifications
operation (called "Printer Subscriptions).

4. For "Job Submission Subscriptions®, the subscription is only valid while the job is
"on the scene". Thejob ison the scene from the time the PP Job object is created
and enters either the 'pending’ or held’ states until the time it is "done" and enters any
of the ‘completed’, ‘canceled’, or ‘aborted’ states.

5. For "Printer Subscriptions®, the subscription is valid until it is explicitly un-
subscribed with an Un-Subscribe-For-Event-Notifications operation.

Hastings, Isaacson, Lewis [page 13]
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437 6. Job Eventsin a"Job Submission Subscription™ ONLY apply to "thisjob" (the Job
438 object created because of the job create operation).

439 7. Job Eventsina"Printer Subscription” apply to ALL jobs contained in the IPP Printer
440 object.

441 8. Subscriptionsindicate the delivery method and destination for each set of events

442 being subscribed to. For example, an application may submit ajob with a"Job

443 Submission Subscription” indicating that some events should be sent back to it (using
444 some new HTTP based event delivery mechanism using it own address), some events
445 should be sent to a 3rd party accounting/monitoring application (using the same

446 HTTP based event delivery mechanism but with the address of the 3rd party app, not
447 its own address), and finally that some events should be sent to a 3rd party human
448 being (using email and the email address of that human being).

449 Implemented another way, the 3rd party accounting/management app could subscribe
450 to al job events using a persistent (until un-subscribed) "Printer Subscription”

451 indicating its own address as the address for delivery of events.

452 9. Any subscription (neither a"Job Submission Subscription” nor a"Printer

453 Subscription™” allow for subscribing Job Events to a specific (named or otherwise
454 identified) Job.
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5 New Operation attribute for the create operations

This section specifies the single "job-notify" Operation attribute that supplies one or more
Job Notification Subscriptions as part of ajob create operation.

5.1 job-notify (1setOf collection)

The client OPTIONALLY supplies this Operation attribute as a collection attribute as
part of the Vaidate-Job, Print-Job, Print-URI, and Create-Job operations. The Printer
object OPTIONALLY supports this Operation attribute as part of the Validate-Job, Print-
Job, Print-URI, and Create-Job operations. If the Printer object supports this attribute for
any of these create operations, it MUST support it for all of these create operations that it
supports.

The "job-notify" Operation attribute specifies the Job Notification Subscription that starts
when the job is created and ends when the job completes (enters the ‘compl eted’,

"aborted’, or ‘canceled’ job states). The subscription may request Job Events and/or
Printer Events. The Job Events SHALL apply only to changes in this job (the one being
created), while the Printer Events apply to al job. (Note: The Job Events requested with
the Subscribe-For-Event-Notifications operation SHALL apply to all jobs, just asfor
Printer Events).

5.1.1 Notification collection value

The value of this attribute is one or more collection values. Each collection value
SHALL contain a"notify-recipients’ member attribute and MAY contain any of the
remaining following member attributes with the indicated syntax:

Member attribute name syntax inrequest  support
"notify-event-groups” 1setOf type2 keyword MAY mandatory
"notify-recipients" 1setOf uri  SHALL mandatory
"notify-content-type" mimeMediaType MAY mandatory
"notify-charset" charset MAY mandatory
"notify-natural-language” natural Language MAY optional
"notify-additional -attributes” 1setOf keyword MAY optional

The "support" column indicates the support required by the IPP object if it supports the
"job-notify" Operation attribute at all.

If the client supplies this Operation attribute, but does not supply the "notify-recipients’
member attribute as one of the attributes in (each) collection value, the Printer object
SHALL reject the request and return the 'client-error-bad-request’ status code, since the
syntax is not correct.

If the client supplies this Operation attribute (like the "job-k-octets", "job-impressions”,
and "job-media-sheets’ Operation attributes, see [ipp-model]), but the Printer object does
not support the "job-notify" Operation attribute, the Printer object SHALL ignore the
"job-notify" attribute and copy it to the Unsupported Attribute group with the out-of-band
value of 'not-supported’.
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If the client suppliesthe "job-notify" Operation attribute and the Printer object supports
the "job-notify" Operation attribute, the collection value(s) of the attribute are used to
populate the job object’s "job-notify" Job Description attribute (see section Error!
Reference sour ce not found.) according to the following conditions:

If the values of the member attributes are within the range of the corresponding
Printer object’s "xxx-supported” attributes (see section Error! Reference source
not found.), the Printer object SHALL use the collection value(s) to populate the
job object’s "job-notify" Job Description attribute.

If some of the member attributes are not supported, the Printer object SHALL
copy such member attributes to the Unsupported Attributes response group with
the out-of-band value of 'not-supported’, copy the remaining (supported) member
attributes to the job object’s "job-notify" Job Description attribute, accept the
request, and return the 'successful -ok-ignored-or-substituted-attributes’ status
code.

If some of the member attribute values are outside the range of the corresponding
Printer object’s "xxx-supported” attributes (see section Error! Reference source
not found.), the Printer object SHALL copy such member attributes and their
values to the Unsupported Attributes response group, substitute or ignore the
supplied values, copy the remaining (supported) member attribute valuesto the
job object’s "job-notify" Job Description attribute, accept the request, and return
the "successful -ok-ignored-or-substituted-attributes’ status code.

The following attributes are defined for use in one or more collection values of the "job-
notify" Operation attribute in the create operation:

5.1.2 notify-event-groups (1setOf type2 keywor d)

Theclient OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object SHALL support this attribute if it supports the
"job-notify" Operation attribute. This attribute specifies one or more Job event groups
and/or Printer event groups for which the IPP client desires some sort of notification to be
sent to one or more notification recipients that the client supplies in the same "job-notify"
collection value in the create request for this job.

Each event is assigned a keyword value (see section 5.1.2.2). Each of the eventsis
assigned to one or more of the standard event groups. Each standard group is also
assigned a keyword (see section 5.1.2.1), in order to simplify (1) client subscription for
the events supplied by the client and (2) event filtering by the notification mechanism.

ISSUE 07: Should arequester be able to supply either event group names and/or specific
event keywords, or isit ok to require only event group names?

5.1.2.1 Notification Groups

This section defines the event groups that a client may subscribe for in the create
operation. These event group keywords (not the actual event keywords themselves) are
passed as attribute values in the "notify-event-groups’ Operation attribute in the create
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request. There are Job event groups and Printer event groups. An IPP object SHALL

support al event groups. Support of al of the eventsin a group is not required.

ISSUE 08: Ok if all groups are required for conformance?

Standard event group values are:

'none’: no notifications of any events. This valueis useful to prevent notifications
when the client has default notification attributes configured.

all-job-events”: any of the supported Job Event notification events occur.

ISSUE 09: OK if | split’all’ into two, now that we have both kinds?

'job-delivery’: any of the following events which, in general, pertain to the progress
of delivering thejob to the Printer:

Job-received’, ’job-started-processing’

'Job-progress”: any of the following events which, in general, pertain to the progress
of pending or actually interpreting, marking, finishing or otherwise processing the
job by the Printer object:

Job-held’, ’job-released’, 'sheet-completed’, ‘collated-copy-completed’

Job-completion’: any of the following events which, in general, pertain to ways that a
job can end:

'Job-compl eted’, ’job-aborted’, ’job-cancel ed’

al-printer-events’: any of the supported Printer Events occurs.

‘printer-reports: any Printer object or device event that are informational, as opposed
towarnings or errors. Printer MIB events that fall in this group included the
alertRemoval Of BinaryChangeEntry(1801) alert that indicates that a binary
change event entry row has been removed from the Alert Table and any event
with the prtAlertSeverityLevel value set to nolnterventionRequired(7) [draft-
prtmib].

‘printer-warnings:: any Printer object or device event that are warnings, i.e., non-
critical alert where the Printer object’s "printer-state”" attribute remains in the
‘processing’ state and the device(s) continue to operate. However, if thereis not
human intervention soon, the device will stop.

Examplesinclude: paper-low and toner-low. Warning events may be either
binary or unary [see draft-prt-mib]. A binary event is one in which a second event
terminates the warning. Examplesinclude: paper low and toner low. A unary
event is one in which there is not a second event that terminates the warning.
ISSUE 10: What if a Printer object controls several devices and one of them stops. The

"printer-state” remainsin ‘processing’, but it should be a Printer error, since some

device stopped.

‘printer-errors’: any Printer object or device event that isan errors, i.e., critical aert
where the Printer object’s "printer-state” attribute changes to 'stopped’ or (at least
one of) the devices stop (even though other devices that the Printer object
controls, continue to operate).

Examplesinclude: jammed(8) and markerTonerEmpty(1101).

Implementers MAY add additional eventsto agroup. Therefore, notification recipients
SHOULD check the event that is sent in the notification content (see section 6) to make
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surethat it isan event that is wanted. Implementors SHOULD NOT add new groups, lest
interoperability will be lessened.

In a create request, if the client supplies 'none’ along with any other combination of
values, it isthe same asif only that other set of values had been supplied (i.e., the 'none’
value has no affect). If the client supplies 'al’ along with any other combination of
values, it isthe same asif only 'all’ had been supplied (i.e., the 'al’ value subsumes all
other values).

Note: the group ’job-progress’ isintended for those who wish to receive more frequent,
"real-time" progress notifications on a page and copy boundary basis. Thisiswhy ‘job-
started-printing’ isin the 'delivery’ group, rather than the 'progress’ group, for example.
An application which was interested in less granular milestones of print job progress
would likely subscribe for ’job-completion’ and ‘printer-errors’ event groups (only).

5.1.2.2 Notification Events

This section defines the notification events. Each event is a member of one or more
event groups. When an event occurs, the event keyword, not the event group, is included
in the notification content (see section 6).

The standard event values are:

Job-received”: when the Printer object acceptsthejob (i.e., when the job is created
entering the ‘pending’ or "pending-held’ [IMP 'pendingHeld’ states] [IMP: issued
by the agent when the agent creates arow in the MIB for that job.]

'Job-started-processing”:  the Printer starts processing the Job (i.e., when the job leaves
the ‘pending’ state and enters the 'processing’ state).

'sheet-completed: when each sheet in the job is completed (i.e., stacked in the output
bin).

'collated-copy-completed’: when each document copy in the job is completed (i.e.,
last sheet of a collated copy is stacked in an output bin)

Job-held’: when the job enters the ‘pending-held’ (JIM P pendingHeld) state (using
some protocol operation not defined in IPP/1.0, but perhaps in another protocol or
added as an extension), or the system or device holds the job because of some
requirement that cannot be met and other jobs could be processed, if there are any.

Job-released’: when the job leaves the ‘pending-held’ (JMP pendingHeld) state
entering the ‘pending’ or 'processing’ states due to the user, operator, or system
releasing the held job (using some protocol operation not defined in IPP/1.0, but
perhaps in another protocol or added as an extension).

Job-warning’: when the job encounters awarning. See the definition of the ’job-
warnings event group.

Job-error’: when the job encounters a problem (i.e., when the job leaves the
‘processing’ state and enters the ‘processing-stopped’ state)

Job-completed’: when the job completes processing (with or without errors or
warnings) and enters the ‘completed’ state.

'Job-aborted’: when the job was aborted by the system while in the ‘processing’ or
‘processing-stopped’ state, due to some encountered problem that cannot be
remedied by human intervention.
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Job-canceled”: when the job was canceled by the user or operator using the Cancel-
Job operation while the job was in any state .

‘printer-report”: when the Printer issues a non-warning and non-error.

‘printer-warning”: when the Printer issues a non-critical event and continuesin the
‘processing’ state.

‘printer-error’: when the Printer issues a critical event and enters the 'stopped’ state.

5.1.3 notify-recipients (1setOf uri)

Theclient OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object SHALL support this attribute if it supports the
"job-notify" Operation attribute and SHALL support the ‘'mailto’ scheme at least .

ISSUE 11: Isit too hard to require an embedded device to include sending e-mail?

This attribute describes both where (the address) and how (the mechanism for delivery)
events are to be delivered. The Printer object SHALL use this attribute as the set of
addresses and methods for sending notifications when one of the events occurs that the
client supplied in the "notify-event-groups’ member attribute in the same "job-notify"
collection value in the create request for thisjob. The Printer object MAY achieve the
subscription and event notification delivery either (1) itself or (2) by using some
(unspecified) notification service that supports the requested mechanism of notifying the
notification recipients. Either implementation choice SHALL be transparent to clients
and notification-recipients.

Standard uriScheme values are:

'mailto’: a text message viaemail to the specified email address
‘http’: an HTML formatted message viaan HTTP POST method to the specified URI
ftp': atext message viaan FTP "append’ command to the specified remotefile.

The following values are not yet standardized or registered. Some of them represent
work in progress. They will be registered following the procedures [url-reg]. See
also [cohen] for HTTP URL schemes for notification.

ISSUE 12: Which schemes do we want to progress?

'page’: apager phone number to call as specified by the /phone-number parameter in
the URL.

'Ipp-tcp-ip-socket’”: an IPP natification viaa TCP/IP socket that is opened by the
Printer object on the IP address specified in the URI (using | P address dot
notation) using the port on that host specified using the /port=nnn keyword. For
example:

ipp-tcp-ip-socket: 13.240.120.138/port=6000
would cause the Printer object to open the TCP/IP port 6000 at 1P address
13.240.120.138.

ISSUE 13: Ok that | removed this note, since the printer-uri is being returned in
all event notifications?
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'snmpvl’: anotification as an SNMPV1 trap to the host specified as the address in the
URI.

'snmpv2’: anotification as an SNMPv2 inform to the host specified as the addressin
the URI.

'snmpv3”: anetification as an SNMPv3 inform to the host specified as the addressin
the URI.

'sense’:. anotification asa SENSE UDP data gram that is opened by the Printer object
on the IP address specified in the URI (using IP address dot notation) using the
port on that host specified using the /port=nnn keyword. See the 'ipp-tcp-ip-
socket’ example.

The Printer object SHALL validate that the schemes supplied in the "notify-recipients’ is
supported by comparing with the Printer object’s "notify-schemes-supported".

5.1.4 notify-content-type (mimeM ediaType)

Theclient OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object SHALL support this attribute if it supports the
"job-notify" Operation attribute and SHALL support the 'multi-part/alternative,
"application/ipp’, and the 'text/plain’ values for all event groups.

ISSUE 14: Ok to require supporting all three values? Ok for all event groups?

This attribute specifies the type of content that is sent in the notification. Thus the client
can control whether the event notification content is human readable, machine readabl e,
or both.

If the MIME mediatype registration permits a charset parameter, than such a
specification SHALL be used (instead of the "notify-charset” member attribute) in order
to indicate the charset to be used in the notification content.

Standard values are:

'multi-part/alternative’ - contains both human consumable notification content
using the 'text/plain’ MIME media type and machine consumable
notification content using the ‘application/ipp’ MIME media type with the
Get-Job-Attributes response encoding of the attributes listed in Table 3 or
the Get-Printer-Attributes response encoding of the attributed listed in
Table4. Thisvalue SHALL be supported and is the default, if the client
does not supply the "notify-content-type" member attribute.

ISSUE 15: Should we make this attribute 1setOf so that the additional values

could specify which aternatives are to be used with 'multi-part/aternative’?

"application/ipp’ - the machine consumable notification content using the
"application/ipp’ MIME mediatype [ipp-model] with the Get-Job-
Attributes response encoding of the attributes listed in Table 3 or the Get-
Printer-Attributes response encoding of the attributed listed in Table 4.

text/plain’ - the human consumable notification content. If the charset is other
than US-ASCII, the /charset parameter SHALL be included in the value of
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this attribute and in the event notification content. RFC 2046 indicates
that the absence of the charset parameter SHALL mean US-ASCI| rather
than simply unspecified [RFC2046]. Examples:
text/plain’: A plain text document in US-ASCII [US-ASCI]
text/plain; charset=US-ASCII": A plain text document in US-ASCII.
text/plain; charset=1S0O-8859-1": A plain text document in ISO 8859-
1 (Latin 1) [1SO8859-1].
text/plain; charset=utf-8": A plain text document in ISO 10646
represented as UTF-8 [RFC-2044]
text/plain, charset=iso-10646-ucs-2": A plain text document in ISO
10646 represented in two octets (UCS-2) [1SO10646-1]

5.1.5 notify-charset (char set)

Theclient OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object SHALL support this attribute if it supports the
"job-notify" Operation attribute.

This attribute specifies the charset to be used in the human readabl e part of the
notification content that is sent to the notification recipients that the client supplied in this
same collection value. This attribute SHALL NOT be used when the "notify-content-
type" attribute value specifies the charset parameter in its MIME media type value.

If the "notify-charset” attribute is not supplied, the charset supplied in the "attributes-
charset" Operation attribute SHALL be used, if the charset value is supported by the
Printer, else the Printer object shall use the Printer’s "charset-configured” value.

5.1.6 notify-natural-language (naturallL anguage)

Theclient OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object OPTIONALLY supports this attribute if it
supports the "job-notify" Operation attribute.

This attribute specifies the natural language for the IPP object to use in the human
readable part of the notification content is sent to the notification recipients that the client
supplied in this same collection value. If this attribute is not supported or the supplied
value is not supported, the IPP Printer SHALL return the attribute in the Unsupported
Attributes Group but still accept the operation, as with all create operations. If this
attribute is not supplied or the attribute or value is not supported by the Printer object, the
natural language supplied in the "attributes-natural-language” create operation attribute
SHALL be used, if that natural language value is supported by the Printer, else the Printer
object SHALL use the Printer’s "natural-language-configured” value. See the Print-Job
operation in [ipp-model].

5.1.7 notify-additional-attributes (1setOf keyword)

The client OPTIONALLY supplies this attribute as a member of the "job-notify"
Operation attribute. The Printer object OPTIONALLY supports this attribute if it
supports the "job-notify" Operation attribute.
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This attribute specifies the additional attributes that the requester wishesto be included in
the natification content, in addition to the fixed set that depends on the event as shown in
the table in section 6. If this attribute is not supported or not supplied by the client, the
Printer object SHALL supply the fixed set of attributes indicated in section 6 depending
on the event being requested.
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6 Operationsto Subscribe and Un-subscribe for notifications

There are two new OPTIONAL operationsto allow aclient or server to subscribe for
Printer object events without submitting ajob. An IPP Printer SHALL support both of
these operations, if it supports either one. If an IPP Printer supports these operations, it
SHALL also support the "job-notify" attribute in the create operations as described in
section 5.

These new operations are intended for use by serversthat control printers, by clients used
by operators/administrators that manage printers, and by applications that collect
accounting data.

6.1 Subscribe-For-Event-Notifications Operation

This OPTIONAL operation alows a client to subscribe with the Printer object to be
notified when identified events happen to the device(s) that the Printer object is
representing without requiring that the client submit jobs. In the request, the client
supplies the set of Job event group names and/or Printer event group names in which the
notification-recipient(s) are interested. In the response, the Printer object returns alist of
the current subscriptions, including the new one requested by this operation.

This operation is intended for use by system operators and administrators that have along
term interest in the events without submitting jobs. It is also intended to be used by
servers that control IPP Printers. Findly, it isaso intended to be used by accounting
applications that need to be notified when jobs complete.

The possible names of Job and Printer event groups are the same as for use in the "job-
notify" Operation attribute in create requests. See section 5.1.2. An IPP object SHALL
support al event groups. Support of al of the eventsin a group is not required.

ISSUE 16: Ok if all groups are required for conformance?

6.1.1 Subscribe-For-Event-Notifications Request

The following sets of attributes are part of the Subscribe-For-Event-Notifications
Request:

Group 1: Operation Attributes

Target:
The "printer-uri” operation attribute which is the target for this operation as
described in section 3.1.3.

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described
in section 4.3.23 and 4.3.24.

Requesting User Name:

The "requesting-user-name" attribute SHOULD be supplied by the client as
described in section 8.3.

Hastings, Isaacson, Lewis [page 23]



793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811

812
813
814
815

816
817

818
819
820
821

822

823
824

825

826
827
828
829
830
831
832
833

IPP Event Notification Version 0.4 May 9, 1998

"printer-notify" (collection) :
The client SHALL supply a"printer-notify" Operation attribute that MUST
specify the notification-recipient(s), and MAY specify additional information
about the subscription. The Printer object SHALL support this Operation
attribute (if it supports this OPTIONAL operation). The value of this attribute is
one collection value. The collection value SHALL contain a"notify-recipients"
member attribute and MAY contain any of the other member attributes defined for
use with the "job-notify" Operation attribute in create operations (see section 5.1).
If the client omits this attribute, the Printer SHALL reject the operation and return
the 'client-error-bad-request’ status code.

Note: only one collection value is permitted, so that each collection value will
have its own "subscription-id".

The Printer object SHALL validate that this client is permitted to subscribe for Printer
notifications. The means for configuring the permissions is outside the scope of this
specification. If arequester is not permitted to subscribe for Printer notifications, the PP
Printer SHALL reject the request and return the 'client-error-authenticated’ or 'client’-
error-not-authorized’ status code.

If the same subscription (same client and same collection values) has already been made
asindicated in one of the collection values of the Printer object’s "printer-notify"”
Description attribute, the IPP Printer SHALL reject the request and return the 'client-
error-not-possible’ status code.

ISSUE 17: Or should we add a new status code that is more specific, such as 'client-
error-already-subscribed'.

If the IPP Printer object accepts the request, it SHALL add the subscription collection
value to the Printer object’s "printer-notify" attribute. The Printer object SHALL add a
"notify-subscription-id" member attribute with aunique integer id. Thisid isused to un-
subscribe using the Un-Subscribe-For-Event-Notifications operations.

6.1.2 Subscribe-For-Event-Notifications Response

The Printer object returns the following sets of attributes as part of Subscribe-For-Event-
Notifications Response:

Group 1: Operation Attributes

Status Code and Message:
The response includes the MANDATORY status code and an OPTIONAL
"status-message” (text) operation attribute as described in section 3.1.5.

Natural Language and Character Set:

The "attributes-charset” and "attributes-natural-language” attributes as described
in section 3.1.4.2.
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"subscription-id" (integer(1:MAX)):
The unique integer id for the accepted subscription to be used to un-scribe using
the Un-Scribe-For-Event-Notifications operation. Thisvalue SHOULD NOT be
re-used too soon after subscription in order to avoid confusion in subsequent Un-
Scribe-For-Event-Notification operations.

Group 2: Unsupported Attributes

Thisisaset of Operation (member) attributes supplied by the client (in the
request) that are not supported by the Printer object or that conflict with one
another (see sections 15.3 and 15.4).

Group 3: Printer Object Attributes

The updated "printer-notify" attribute that contains the requested subscription
supplied in this operation request, along with any that have been previously
subscribed by any client.

6.2 Un-Subscribe-For-Event-Notifications Operation

This OPTIONAL operation alows a client to un-subscribe with the Printer object for
event notifications that had been subscribed to previously using the Subscribe-For-Event-
Notification operation. In the request, the client supplies the notify-subscription-id
attribute that the Printer object created and returned in the Subscribe-For-Event-
Notifications operation. In the response, the Printer object returns alist of the current
subscriptions which SHALL NOT include the one removed by this operation.

This operation is intended for use by system operators and administrators that have along
term interest in the events without submitting jobs. It is aso intended to be used by
servers that control IPP Printers. Findly, it isaso intended to be used by accounting
applications that need to be notified when jobs complete.

6.2.1 Un-Subscribe-For-Event-Notifications Request

The following sets of attributes are part of the Un-Subscribe-For-Event-Notifications
Request:

Group 1: Operation Attributes

Target:
The "printer-uri" operation attribute which is the target for this operation as
described in section 3.1.3.

Natural Language and Character Set:

The "attributes-charset” and "attributes-natural-language” attributes as described
in section 3.1.4.1.
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Requesting User Name:
The "requesting-user-name" attribute SHOULD be supplied by the client as
described in section 8.3.

"notify-subscription-id" (integer(1:MAX)) :
The client SHALL supply a"notify-subscription-id" Operation attribute that
specifies a subscription id assigned by the Printer object in a previous Subscribe-
For-Event-Notifications. The Printer object MUST support this Operation
attribute (if it supports this OPTIONAL operation). If the client omitsthis
attribute, the Printer SHALL reject the operation and return the 'client-error-bad-
request’ status code.

The Printer object SHALL validate that this client is permitted to un-subscribe
notifications in general and this notification subscription in particular. The means for
configuring the permissions is outside the scope of this specification.

If arequester is not permitted to un-subscribe for notifications in general or for the
requested subscription, the IPP Printer SHALL reject the request and return the 'client-
error-authenticated’ or ‘client’-error-not-authorized’ status code. The means for keeping
track of which clients requested each subscription is not specified by this document and is
implementation dependent. For example, an implementation might add an additional
"client-id" member attribute to each subscription value of the Printer object’s "printer-
notify" Description attribute, that is not returned to non-privileged users.

If the value of the "notify-subscription-id” is not found, the IPP Printer SHALL reject the
request and return the 'client-error-not-found’ status code.

If the IPP Printer object accepts the request, it SHALL remove the requested event
notification subscription from the Printer object’s "printer-notify" attribute. Clients
SHOULD remove subscriptions that are no longer wanted using this operation.

6.2.2 Un-Subscribe-For-Event-Notifications Response

The Printer object returns the following sets of attributes as part of the Un-Subscribe-For-
Event-Notifications Response:

Group 1: Operation Attributes

Status Code and Message:
The response includes the MANDATORY status code and an OPTIONAL
"status-message” (text) operation attribute as described in section .

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described
in section 3.1.4.2.

Group 2: Unsupported Attributes
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Thisisaset of Operation (member) attributes supplied by the client (in the
reguest) that are not supported by the Printer object or that conflict with one
another (see sections 15.3 and 15.4).

Group 3: Printer Object Attributes

The updated "printer-notify" attribute that no longer contains the event
notification subscription that was requested to be removed.

7 Job Object Description attributesfor Job Notification
This section specifies the Job Description attributes for notification.

7.1 "job-notify" (1setOf collection)

This attribute specifies one or more collections of events, notification-recipients, and
other member attributes that the client supplied in the "job-notify" Operation attribute of
the create request. The Printer object SHALL support this Job attribute if it supports the
"job-notify" Operation attribute.

The IPP Printer object SHALL populate the value(s) of this attribute with the collection
value(s) supplied by the "job-notify" Operation attribute in the create operation that
created thisjob. See the description of the "job-notify" Operation attribute for the
complete specification of the semantics of this Job Description attribute.
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8 Printer Object Description attributesfor Notification

This section specifies the Printer object Description attributes for Job and Printer
Notifications. If the Printer object supports the "job-notify" Operation attribute for the
Print-Job, Print-URI, and Create-Job operations, then the Printer object SHALL support
the following supported Printer object Description attributes in the second column in
Table 1 that correspond to the "job-notify" member attributes supported.

If the Printer object supports the Subscribe-For-Event-Notifications operations, then the
Printer object SHALL support the following Printer object Description attributesin the
third column in Table 1 that correspond to the "printer-notify" member attributes
supported.

Note: These Printer attributes are specified as separate Printer object attributes, rather
than as member attributes of a Printer object’s collection attribute, since any combination
of values may be used for any of the attributes.

Table1- Printer Description Attributesfor Job and Printer Notifications

B el e Ly ====+4
| Collection nmenber | Job Notification | Printer Notification

| attribute | support Attributes | support Attributes

B st e ey ——_———— ====+
| notify-event- | job-notify-event- | printer-notify-event-

| groups | gr oups- support ed | groups-supported

| (lsetOF type2 | (1setOF type2 keyword | (1lsetOf type2 keyword

| keywor d) | I |
Fom e e e o e e e e e oo o e e e e e a oo +
| notify- | job-notify-schenmes | printer-notify-schenes

| recipients | -supported | -supported |
|  (1setOF wuri) | (lsetOXf uri Schene) | (1lsetOF uri Schene) |
e oo o +
| notify- | job-notify-content- | printer-notify-content-

| content-type | t ype- supported | t ype- support ed |
| (mimeMediaType) | (lsetOF m nmeMedi aType)| (1lsetOf m neMedi aType) |
e oo o +
| notify-charset | job-notify-charset- | printer-notify-charset-

| (1setOF charset) | support ed | support ed |
| | (lsetOF charset) | (1lsetOF charset)
e oo o +
| notify- | job-notify-natural- | printer-notify-natural-

| natural -1 anguage | | anguage- supported | | anguage- support ed

| (natural Language) | (1lsetO | (lsetOr |
| | nat ur al Language) | nat ur al Language)
e oo o +
| notify- | job-notify- | printer-notify- |
| addi tional - | addi tional - | addi tional -

| attributes | attributes-supported | attributes-supported

| (1setOF keyword) | (1setOX keywords) | attributes-supported
e oo o +
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8.1 Job Notification Support Printer Description attributes

The Job Notification Support Printer object Description attributes (column 2 in Table 1)
specify the supported values for the corresponding member attributes of the "job-notify"
Operation collection attribute used in the job create operations. The value of the Printer
object’s "job-notify-recipients-supported” attribute is a’uriScheme’. The Printer object
SHALL use the values of this attribute to validate the scheme supplied by the client in the
"notify-recipients’ member attribute.

For example, if a Printer object supports:

1) 'mailto:” method for the 'job-completion’ event groups using English, French, U.S.
English, and German and supporting additional attributes: "job-uri”, "job-name”,
"job-originating-user-name", "number-of -documents”, "job-state", "sides”,
"finishing"

2)  ’sense’ and 'ipp-tcp-ip-socket’ methods for the job-delivery’, 'job-progress, and
Job-completion’ event groups in English only

a system administrator could configure the following Printer attributes':

"job-notify-schemes-supported’ = 'mailto’, 'sense’, 'ipp-tcp-ip-socket’
"job-notify-event-groups-supported” = Job-delivery’, 'job-progress,, ‘job-
completion’

"job-notify-natural-language-supported” = ‘en’, 'fr’, 'en-us,, 'de’

"job-notify-additional -attributes-supported” = ’job-uri’, ’job-name,
'Job-originating-user-name’, ‘'number-of-documents,
'job-state’, 'sides, ‘finishing’
ISSUE 18: Should an administrator be able to configure so that the groups supported is
less than all of them. All of them are required for conformance?

Note: the fact that not all events are supported for the mailto scheme, or that not all
languages are supported for the 'sense’ and 'ipp-tcp-ip-socket’ methods is not represented,
since the collection mechanism is not used to represent the supported attributes. If the
client supplies a combination that is not supported, the Printer object SHALL accept the
create request (independent of the value of the "ipp-attribute-fidelity" attribute supplied
by the client), make suitable substitutions, and return the attributes that are ignored or
substituted in the create operation response.

ISSUE 19: Arewe still ok with not making these "xxx-supported” attributes member
attributes of one collection "notifications-supported” Printer Description attribute?

Or maybe two collections: "job-notifications-supported” and " printer-notifications-
supported” Printer Description attributes?

8.2 Printer Notification Support Printer Description attributes

The Printer Notification Support Printer object Description attributes (column 3 in Table
1) specify the supported values for the corresponding member attributes of the "printer-
notify" Operation collection attribute used in the Subscribe-For-Event-Notifications
operation. The value of the Printer object’s " printer-notify-recipients-supported” attribute
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Isa’uriScheme’. The Printer object SHALL use the values of this attribute to validate the
scheme supplied by the client in the "notify-recipients® member attribute. See section 8.1
for an example, except change all "job-xxx" attributes to "printer-xxx" attributes.

9 Notification Content definitions

Just as applications need a defined (extendable) set of notifications, they also need afixed
structure and reliable notification content. The notification content depends on the event.
Job events in a Job Submission Subscription via a create operation ONLY apply to the
job created. Job eventsin a Printer Subscription apply to ALL jobs.

An IPP Printer object MAY also implement the "notify-additional-attributes’ Operation
member attribute in order to allow aclient to request additional attributes over and above
the fixed set shown in Table 3.

[Some delivery methods, such as SNMP, do not support the requester requesting
additional attributes; the notification recipient will have to explicitly use a Get-Job-
Attributes or Get-Printer-Attributes operation to get additional attributes about the job or
device)]

[IPP does not have some of the job progress attributes that the PWG Job Monitoring MI1B
has. These areindicated with "-" in the IPP attribute column.]

ISSUE 20: Should we add the job progress attributes to | PP that the PWG Job
Monitoring MIB returns in an SNMP trap so that accounting programs can get the same
attributes with IPP?

The following sub-sections specify those content attributes that are not Job or Printer
attributes:

9.1 "time-at-event" (integer (0:MAX)

This notification content attribute indicates the point in time at which the event occurred.
In order to populate this attribute, the Printer object uses the value in its "printer-up-time"
attribute at the time the job or printer event occurred. This notification content attribute
SHALL be part of al notification contents for al events.

NOTE: The "time-at-event" and "printer-up-time" are in units of seconds, not one
hundreds of a second (like prtAlertTime and sysUpTime). Thusthe attribute nameis
"time-at-event”, rather than "prt-att-18-9-r" (where"r" isthe row in the aert table of this
aert), since the value has different semantics.

9.2 "event" (keyword)

This notification content attribute indicates the event (not the event group) that occurred.
This notification content attribute SHALL be part of all notification contents for all
events, so that a notification recipient can determine which event occurred, even though
implementors add their own events and/or other M1Bs may use their M1B-specific alert
codesin the "alert-code" notification content attribute. For example, for any Printer
errors, the value of the "event" notification content attribute SHALL be the 'printer-error’

keyword.

Hastings, Isaacson, Lewis [page 30]



IPP Event Notification Version 0.4 May 9, 1998

1057 ISSUE 21: Ok, that the "event" attribute always occurs in the notification content, even
1058 when thereis aso the prtAlertCode from the Printer MIB, so that we can add other MIB

1059 dertsin the future, too?
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9.2.1 Job event notification content

Table 3 shows the notification content attributes that SHALL be included in any
notification content for a Job event.

May 9, 1998

Table3- Mandatory attributesfor notification content depending on the Job event

PP JMP VarBind Job Event (not Event Group)
attribute | object/attribute
(content) | (content)
job- | job-started- | job- sheet-
recel | processing, | warning, | completed,
ved | job-held, job-error | collated-copy-
job-released completed,
job-compl eted,
job-aborted,
job-canceled
Common to Job and Printer events:
printer-uri hrDevicelndex Yes | Yes Yes Yes
time-at-event | jmAlertTime (new) Yes | Yes Yes Yes
event event Yes | Yes Yes Yes
Specific to Job events:
job-id jmJoblndex Yes | Yes Yes Yes
number-of- | jmNumberOfintervenin | Yes | Yes Yes -
intervening- | gJobs
jobs
job-k-octets | jmJobK OctetsPerCopyR | - Yes Yes Yes
equested
job-k-octets- | jmJobK OctetsProcessed | - - Yes Yes
processed
job- jmJoblmpressionsPerCo | - Y es* Y es* Y es*
impressions | pyRequested
- impressionsinterpreted | - - Yes Yes
job- jmJoblmpressionsComp | - - Yes Yes
impressions- | leted
completed
copies jobCopiesRequested - - Yes Yes
- impressionsCompletedC | - - Yes Yes
urrentCopy
- sheetCompletedCopyNu | - - Yes Yes
mber
- sheetCompletedDocume | - - Yes Yes
ntNumber
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PP JMP VarBind Job Event (not Event Group)
attribute | object/attribute
(content) | (content)
job- | job-started- | job- sheet-
recel | processing, | warning, | completed,
ved | job-held, job-error | collated-copy-
job-released compl eted,
job-compl eted,
job-aborted,
job-canceled
- jobCollationType - - Yes Yes
- outputBin - - - Yes* *
job-state jmJobState - Yes -
job-state- jmJobStateReasonsl Yes | Yes Yes
reasons

-’ indicates that the attribute SHALL NOT be included in the notification content.

* The IPP Printer object will treat jmJoblmpressionsPerCopyRequested in the following
manner. If explicitly passed in on submission, thiswill be the value used. If thereis no

value passed in on submission, then the implicit value, derived from the final number of
impressionslnterpreted for the first copy will be used.

** outputBin may be multi-valued

Note: the 'job-delivery’ group has different patterns of attributes sent in the notification
content, so that the PP Printer object would have to subscribe with the SNM P agent
using several different SNMP trap OIDs because the VarBind lists must be different.

NOTE: The following objects and attributes have not been included in the fixed set of
attributes that SHALL be returned for the indicated reasons (they MAY be requested in

implementations that support the "ipp-notify-additional -attributes” attribute):

1) "job-state” (IMP jmJobState) - the event indicates the job’s new state.

ISSUE 22: But "job-state" does appear in the table for certain events?
ISSUE 23: What about "job-state-reasons"?

2) "job-owner" (JMP jobOwner) - the natification recipient should know who the
owner is. Also the owner isastring, so it can belong. Thetotal size of the
content must fit in the maximum size of a PDU for any transport, which is
about 500 octets or so (for IPX).

3) For an IPP device, the jmJobSubmissionID is "job-uri", at least the last 47
octets of it.
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9.2.2 Printer event notification content

Table 4 shows the notification content attributes that SHALL be included in any
notification content for a Job event. The following sub-sections specify those attributes
that are neither Printer attributes not Printer MIB aert objects:

9.2.2.1 "device-name" (name)

This Printer attribute specifies the device name of the device generating the event. This
attribute is needed for those |PP Printer objects that support more than one device (so-
called fan-out). See[ipp-model]. This attribute is being added as a Printer attribute as
well (see [mib-access]).

The other Printer attributes that are contained in a notification-content are the attributes
that would be returned in a Get-Printer-Attributes Response, when the "which-device"
Operation attributes were supplied with the value equal to that of the "device-name"
atribute. For example, the "printer-state” attribute is returned as if the device identified
by "device-name" were the only device that the IPP Printer controlled. In other words,
the Printer attributes returned in a notification are specialized to the device that generated
the event (see [mib-access] for more explanation of this specialization).

9.2.2.2 "which-alert-row" (keyword)

This notification content attribute identifies the row in the Printer MIB alert table. The
value isakeyword of the form: "prt-row-18-r" where "r" is the decimal digits
representing the alert row number in the prtAlertTable that was added to generate this
alert. Thevaueisakeyword that the client MAY supply directly in a Get-Printer-
Attributes operation to get the entire alert group row that causes this alert.

Table4 - Mandatory attributes for notification content depending on the Printer
event

| PP attribute (content) Printer MIB Printer Event (not
VarBind object Event Group)
(content)

printer- | printer- | printer-
report | warning | error

Common to Job and Printer events:

printer-uri (uri) hrDevicelndex Yes Yes Yes
time-at-event prtAlertTime Yes Yes Yes
(integer(0:MAX))

event (enum) - Yes Yes Yes

Specific to Printer events:

device-name - Yes Yes Yes
which-aert-row (keyword) prtAlertindex Yes Yes Yes
prt-att-18-2-r (enum) prtAlertSeverityLevel | Yes Yes Yes
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| PP attribute (content) Printer MIB Printer Event (not
VarBind object Event Group)
(content)
printer- | printer- | printer-
report | warning | error
prt-att-18-3-r (enum) prtAlertTrainingLevel | Yes Yes Yes
prt-att-18-4-r (enum) prtAlertGroup Yes Yes Yes
prt-att-18-5-r (integer(1:MAX) | prtAlertGrouplndex Yes Yes Yes
prt-att-18-6-r (integer(- prtAlertLocation Yes Yes Yes
MAX:MAX))
prt-att-18-7-r (enum) prtAlertCode Yes Yes Yes
prt-att-18-8-r (text(255)) prtAlertDescription Yes Yes Yes
printer-state (typel enum) - Yes Yes Yes
printer-state-reasons (1setOf - Yes Yes Yes
type2 keyword)
1112
1113  ’-’indicatesthat the attribute SHALL NOT beincluded in the notification content.
1114

1115 ISSUE 24: Ok that | changed the data types that go with prtAlertGroup and
1116  prtAlertGrouplndex from keyword back to the ones in the Printer MIB (except time), so
1117  that we could use the values returned from the Printer MIB directly.

1118 10 Encoding

1119 Thenew ’collection’ attribute syntax will use the 0x34 tag value that has been reserved in
1120 the IPP/1.0: Protocol Specification for this purpose.

1121

1122 11 References
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1124 J. Cohen, et a, General Event Notification Architecture Base. April 23, 1998,
1125 work-in-progress, <draft-cohen-gena-p-base-00.txt>.

1126  [draft-prtmib]
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14 Appendix - Specification for the | PP collection attribute syntax

This appendix is the compl ete specification for the new 'collection’ attribute syntax that
the notification specification uses. Other future extensions, both registered and private,
will make use of this new attribute syntax.

This mechanism had originally been named 'dictionary’, but we agreed to changeit since
the member attributes are not ordered, typically.

There are two issues highlighted in yellow.

14.1 Problem Statement

Thereis no good way to add attributes that contain several fields, whether the fields are
mandatory or optional. Instead of each new attribute that needs more than one field
(struct), requiring an ad hoc attribute syntax, such as we have done for the 'resolution’
attribute syntax for use in the "printer-resolution” attribute, it would be desirable to have
asimple, general mechanism for representing multi-field values. 1t would also be
desirable to allow fields to be omitted, when the attribute specification allowsthat. This
mechanism would be useful for both new attributes that we might register as extensions
to be used with the IPP standard, or that implementers might implement as private
extensions.

14.2 Summary of the attribute syntax alternative

A number of alternatives were considered. Seethe last section for alist and the reasons
for their rgjection.

The proposal isto add a new attribute syntax, called 'collection’. Any attribute of type
‘collection’ shall have avalue that is a set of unordered attributes, where each attribute
MAY be single-valued or multi-valued as specified for the collection attribute. Since the
attribute value has alength, like any other attribute value, IPP objects not supporting the
attribute can easily skip over the entire attribute value, i.e., skip over the entire set of
attributes that make up the collection value.

14.3 Requirements for and properties of the suggested collection
mechanism

The collection mechanism for use with PP needs to have the following semantic

properties:

1. The collection mechanism provides away to supply and query a set of attributes as a
logical unit. Then each field’ that is present in the collection would be self-
identifying by its attribute name.

2. Theattributesin acollection are unordered. Therefore, an IPP object MUST be able
to accept attributesin a collection in any order.

3. The semantics of a collection attribute specifies which attributesin a collection
instance are MANDATORY for the PP object to support and which are OPTIONAL
for the | PP object to support when the IPP object supports that collection attribute.
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4. The semantics of a collection attribute specifies which attributes in a collection
instance are required for the requester to supply and which the requester may omit.

5. A collection attribute could be single valued, i.e., with one collection value consisting
of aset of attributes, or could be multi-valued, i.e., with multiple collection values,
each consisting of a set of attributes.

6. An attributein acollection value can be single valued or multi-valued as well
according to the specification of the collection attribute.

7. Aswith al attribute values, if an IPP object does not support a collection attribute, it
must be easy for the IPP object to ignore each collection attribute value.

8. The syntax of each collection value is the same as a group of attributesin arequest or
response, so each attribute in a collection value instance has its keyword name, its
attribute syntax code, and its value.

9. Animplementer MAY support additional registered or private attributesin a
collection. In other words, a collection is extensible, just like an attribute group in an
operation or response.

10. Since support of al possible combinations of values for all attributesin a collection
value may not be supported by some implementations, there should be a way for the
I PP object to indicate which combinations of values are supported. For example,
300x300, 600x300, and 600x600, but not 300x600 dpi.

11. Finaly, an attribute in a collection value can be itself a collection, so that nesting
could be allowed, if the specification of a collection attribute allowed a collection
attribute to be contained in its collection.

14.4 Examples of collection usage
This section describes four collection Job Template examples: "printer-resolution”, "job-

notify", "job-start-page-contents’, and "postal-mail-disposition” attributes. The "printer-
resolution” attribute only contains single-valued attributes, while the "printer-resol ution-
supported” and "job-notify" attribute contains multi-valued collection attributes, i.e.,

contain more than one collection as a value of an attribute.

14.4.1Example a: " printer-resolution” Job Template attribute

For example, the new "printer-resolution” attribute was defined using avery ad hoc
'resolution’ attribute syntax. Had we had the collection attribute syntax, we might have
chosen to use it here, though we wouldn't have had to either. If we did use the 'collection’
attribute syntax for the "resolution™, the attribute value would contain the following
attributes: "resolution”, "cross-feed-resolution”, and "resolution-units’. We could have
also specified that the "cross-feed-resolution” attribute is OPTIONAL and when omitted,
the cross-feed resolution is the same as the "resolution” attribute, since most resolutions
are the same in both directions. We could have also specified that the "resolution-units’
attribute is OPTIONAL and when omitted, the resolution units are dots per inch.
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ISSUE 25: Should we also allow the member attributes of a collection to be supplied by
themselves when the client does not want to group them or is that just an unnecessary
aternative form?

The specification for the "printer-resolution” collection attribute is that its collection
value is made up of the following attributes:

Attribute name syntax in request
"resolution” integer required
"cross-feed-resolution” integer optional
"resolution-units" enum optional

For asimplified collection attribute notation, lets use:
"collection attribute” = { set of attributes and values }
where aset of {} isused to group asingle collection value.

For example, a client supplying aresolution of 600 x 300 would be indicated in examples
using the following notation:

"printer-resolution” = { "resolution” = '600’, "cross-feed-resolution” = '300’ }

14.4.1.1 "printer-resolution-default” example

The Printer object could represent the "printer-resolution-default” default values as a
single collection value. For example, a system administrator (or the printer vendor) could
specify the default as:

"printer-resolution-default” = { "resolution” = '300’ }

14.4.1.2 "printer-resolution-supported” example and validation of
collections

The Printer object could indicate the combinations of resolutions that are supported by
three sets of collection values which represent 300x300, 600x300, and 600x600 dpi,
respectively (300x600, say, is not supported). Such a configured situation could be
represented in examples as.

"printer-resol ution-supported” = {
{ "resolution" ="300’},
{ "resolution" =’600’, "cross-feed-resolution” ='300' },
{ "resolution" ='600"} }

14.4.2Example b: " job-notify" Operation attribute

In order to meet the | PP notification requirements, the requester must be able to supply
one or more notification profile values, where each profile value consists of a set of "job-
notify-events', one "job-notify-method", multiple "job-notify-recipients’, one "job-
notify-natural-language”, one "job-notify-charset”, and possibly multiple "job-notify-
additional -requested-attributes”. There might be a similar multi-valued "printer-notify"
Printer object collection attribute that is set by means outside of the IPP/1.0 protocol, but
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Is independent of jobs, so that they would specify notification to operators. Both the
"job-notify" and the "printer-notify" collection attributes are MULTI-VALUED and
contain attributes that themselves are MULTI-VALUED.

The "job-notify" Operation collection attribute would have collection values with the
following syntax:

Attribute name syntax in request
"notify-event-groups’ 1setOf enum optional
"notify-recipients’ 1setOf uri required

A Print-Job request could supply the collection attribute values in order to send
immediate ’job-aborted’ and ’job-canceled’ events to Smith (himself) and e-mail ’job-
completion’ to Jones and White. A notation for this example could be to use aset of {} to
indicate each
"job-notify" ={ { "notify-event-groups" = ’job-errors
"notify-recipients’ = 'Smith’ },
{ "notify-event-groups"' = ’job-completion’
"notify-recipients’ = 'Jones, 'White'} }

14.4.3Example c: Start page fields supplied by the end-user

Asathird example of a collection, an attribute could represent the fields that the

submitter wishes to be printed on the job-start page. The name of the attribute might be:
"job-start-page-contents”. The collection value might include: "job-name”, "user-name”,
"job-comment”, "account-name", "job-disposition”, "job-delivery", etc. where the values

of the attributes in the collection are printed after each attribute name on the job-start-
page.

Attribute name syntax in request
"job-name” name required
"user-name" name required
"job-comment” text optional
"account-name” name optional
"job-disposition” keyword optional
"job-delivery” 1setOf keyword optional

14.4.AExample d: Postal mailing address

Asafina example of acollection, an attribute could represent a postal mailing address
for the output. The name of the attribute might be "postal-mail-disposition” and it would
be multi-valued, i.e., 1setOf collection. The collection attribute might have the following
specification and support requirements if the "postal-mail-disposition™ collection attribute
IS supported at all:

Attribute name syntax inrequest  IPP object support
"addressee-name” text required MANDATORY
"company-name" text optional OPTIONAL
"Iinternal-mail-stop”  text optional OPTIONAL
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"gpartment-number  text optional MANDATORY
"street-address’ text required MANDATORY
"city-or-town text required MANDATORY
"state" text required MANDATORY
"postal-zone text required MANDATORY
"country” text optional OPTIONAL

"phone-numbers 1setOf text  optional OPTIONAL

14.5 Detailed description 'collection’ attribute syntax

Register the following attribute syntax, written in the style of section 4.1 Attribute
Syntaxes of the IPP Model specification:

4.1.n collection’

A set of unordered attributes, where each attribute MAY be single-valued or multi-valued
as specified for the collection attribute. Asin the attribute sets that are passed in
operations, an IPP object SHALL accept the attributes in a collection value in any order
and no attribute SHALL occur more than once in a collection. However, if the same
attribute does occur more than once in a collection by error, the IPP object SHALL reject
the operation and SHALL return the "client-error - bad syntax’ error code.

The specification of the attribute that uses the 'collection’ attribute syntax SHALL

specify:

1. aswith any attribute, whether the attribute is single-valued (attribute syntax =
‘collection’) or multi-valued (attribute-syntax = "1setOf collection’).

2. For each attribute in the collection value, whether the IPP object MUST implement
the attribute (MANDATORY) or MAY implement the attribute (OPTIONAL).

3. for each attribute in the collection value, whether the attribute’s presenceis required
or optional.

4. for each attribute permitted in the collection value, the completed specification of that
attribute shall be included or inferred by reference to the specification of that attribute
elsewhere, including its keyword name, its attribute syntax, including '1setOf, if itis
multi-valued, and the semantics of the values.

5. for each attribute defined in the collection, whether that attribute may also be used
separately by itself. For example, in the "job-notify" example, could the "job-notify-
events' and "job-notify-recipients’ attributes occur by themselvesin a create
operation, say, when the client is only specifying a single collection or must they
always occur within a collection value.

A collection may contain another collection, i.e., may include an attribute whose attribute
syntax is, itself, a’collection’, if the specification of the (outer) collection attribute allows.

Additional attributes may be registered for use in a collection attribute.
Implementers may support additional private attributes in a collection value.
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ISSUE 26: What should the maximum size of a collection value be? If it is much bigger
than the current maximum of 1023 octets, it may not be safely ignored by existing
parsers. |s 2047 octets sufficiently big, without being a problem to existing parsers?

14.6 Encoding

This section shows the encoding for the alternative of representing a collection as a new
attribute syntax. The following example is written in the style of the IPP/1.0 "Encoding

and Transport" (nee "Protocol") document.

Octets

0x34

0x000a
job-notify
0x0062

0x45

0x0011
notify-
recipients
0x0020

I pp-tcp-ip-

socket:port=

700

0x44

0x0013
notify-
event-
groups
0x0b
job-errors

0x44

0x34

0x0000

0x000e
job-
completion

0x0000

Oxnnnn

0x45

Symbolic Value
collection type
job-notify

uri type
notify-recipients
ipp-tcp-ip-
socket:port=700

keyword type

notify-event-groups

job-errors group
keyword type

job-completion

collection-type

Oxnnnn

uri type

Hastings, Isaacson, Lewis

Protocol field

value-tag
name-length
name
value-length
value-tag

name-length
name

value-length
value
value-tag
name-length

name

value-length
value
value-tag
name-length

value-length
value

value-tag
name-length
value-length

value-tag

comments
"job-notify" attribute

98 octetsin 1st dict
vaue
"job-notify-recipients’
atribute

"job-notify-events®
attribute

start of 2nd job-notify-
events value

0 length means next
multiple value

start of 2nd collection
value

0 length mean next
multiple value

nnnn octetsin 2nd dict
value
"job-notify-recipients’
attribute
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Octets Symbolic Value Protocol field comments
0x0015 name-length
job-notify-  job-notify-recipients name
recipients
0x000c value-length
mailto:smit  mailto:smith value
h

nnnn octets of the next
dict value

1395

1396 14.7 Rejected alternatives for a collection mechanism

1397 Thissection lists the alternatives we considered for adding a new attribute syntax to
1398  represent acollection value.

1399 1. No maximum length for the new attribute syntax: 'collection’. If an IPP object
1400 supports collection it hasto read apiece at atime. If it doesn't it hasto be ableto
1401 ignore an arbitrarily long data value. See the encoding example in the next section.

1402  Reason for rejection: Not completely compatible with current parsers that have afixed
1403  butter size for entities of around 1023 octets, the current | PP data type maximum.

1404 2. Have a 2047 octet max length, continueCollection as a second attribute syntax and
1405 endCollection so that dictionaries can nest.

1406  Reason for rejection: More complexity.

1407 3. Havea2047 octet max length but allow repeated instances of an attribute to append
1408 additional collection values.

1409 Reason for rgjection: Not the current procedure for duplicate attributes; the IPP Object is
1410 toreturn an error.

1411 4. Addanew group tag to represent a collection value somehow. Groupsdo NOT have
1412 lengths and existing parsers are supposed to ignore group tags they don’t understand.

1413 Reason for rgjection: Not completely compatible with existing parsers.

1414 5. Add an out-of-band value that indicates that this attribute was the beginning of a
1415 collection and add an attribute that marked the end of the collection value.

1416 Reason for rejection: Not completely compatible with existing parsers. Existing parser
1417  would try to interpret the contents of the collection as regular attributes.

1418 6. Extend the attribute naming mechanism to include a collection name and a collection

1419 index for use with multi-valued dictionaries. Usethe colon (":") to separate

1420 component names. Thus if foo is a set of dictionaries, then "foo:1:x" is the name that
1421 accesses field x of the 2™ collection of attribute foo (indexing is O based). Leaving
1422 off the syntax after either colon, isinterpreted as awild card meaning all values with
1423 the prefix up to the colon.
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Reason for rejection: Changing the naming more of a change than is necessary with the
current 1setOf 1setOf proposal, which does not change the naming and does not add an
attribute syntax.

7. Add anumeric instance number to the end of parallel attributes, i.e., "job-notify-
method-supported-1".

Reason for rejection: Not needed to be able to address a particul ar instance of a parallel
attribute value.

8. Usethe semantics of parallel multi-valued attributes that we have in IPP/1.0, such as
we already have for the "printer-uri-supported" and "uri-security-supported” Printer
attributes, in order to achieve the effect of multi-valued dictionaries containing single
values attributes. In order to represent the effect of a collection which contains
attributes that are multi-valued, we only need to introduce the model semantics of:
1setOf 1setOf X as an attribute syntax.

Reason for rgjection: Implementation with DPA parallel attributes has shown that it is
too difficult for clients and serversto deal with parallel values. Its much better if the
valuesin a collection value are al bound together. Also what if the number of values
isn't the same?

9. Cadling the new datatype a’dictionary’. Instead, we chose 'collection’, since the name
dictionary implies some sort of sorting or ordering.
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