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Internet Printing Protocol/1.0 & 1.1: Additional Administrative Operations

Status of this Memo

This document isa PWG-Draft. It isintended for registration following the registration procedures of
IPP/1.0 [RFC2566] and IPP/1.1 [ipp-mod]. Thisversion includes the comments discussed at the IPP
telecon, on 6/23/1999 and 6/30/1999.

Abstract

This document specifies 15 additional OPTIONAL administrative operations for use with the Internet
Printing Protocol/1.0 (IPP) [RFC2565, RFC2566] and IPP/1.1 [ipp-mod, ipp-pro]. These operations are 7
Printer object operations that operators/administrators may perform on a Printer object:

Set-Printer-Attributes
Enable-Printer
Disable-Printer
Reset-Printer
Restart-Printer
Space-Printer
Shutdown-Printer

and 8 Job object operations that end-users may perform on their jobs and operators/administrators may
perform on any job:

Set-Job-Attributes

Reprocess-Job

Cancel-Current-Job (though the target is the Printer object)
Pause-Job

Pause-Current-Job (though the target is the Printer object)
Resume-Job

Promote-Job

Space-Current-Job (though the target is the Printer object)

In addition, two operation attributes are defined: "job-message-from-operator" and " printer-message-from-
operator” are included to set the corresponding Job and Printer Description attributes with the same names.
And the "when" operation attribute is added to the Pause-Printer operation.

Finally, a new ‘client-error-attributes-not-settable’ is defined for use with the two Set operations.
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The full set of IPP documents includes:
Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Model and Protocol for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and Semantics (this document)
Internet Printing Protocol/1.1: Encoding and Transport [IPP-PRO]
Internet Printing Protocol/1.1: Implementer’s Guide [IPP-11G]
Mapping between LPD and IPP Protocols [RFC2569]

The"Design Goals for an Internet Printing Protocol” document takes a broad look at distributed printing
functionality, and it enumerates real-life scenarios that help to clarify the features that need to be included
in aprinting protocol for the Internet. It identifies requirements for three types of users: end users,
operators, and administrators. It calls out a subset of end user requirements that are satisfied in IPP/1.0. A
few OPTIONAL operator operations have been added to IPP/1.1.

The "Rationale for the Structure and Model and Protocol for the Internet Printing Protocol” document
describes PP from a high level view, defines aroadmap for the various documents that form the suite of
| PP specification documents, and gives background and rationale for the IETF working group’s major
decisions.

The "Internet Printing Protocol/1.1: Encoding and Transport" document is aformal mapping of the abstract
operations and attributes defined in the model document onto HTTP/1.1 [RFC2616]. It definesthe
encoding rules for anew Internet MIME mediatype called "application/ipp". This document also defines
the rules for transporting over HTTP a message body whose Content-Type is "application/ipp”. This
document defines a new scheme named 'ipp’ for identifying |PP printers and jobs.

The "Internet Printing Protocol/1.1: Implementer’s Guide" document gives insight and advice to
implementers of IPP clients and IPP objects. It isintended to help them understand IPP/1.1 and some of the
considerations that may assist them in the design of their client and/or IPP object implementations. For
example, atypical order of processing requestsis given, including error checking. Motivation for some of
the specification decisions is also included.

The "Mapping between LPD and IPP Protocols' document gives some advice to implementers of gateways
between IPP and LPD (Line Printer Daemon) implementations.
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1. Introduction

The Internet Printing Protocol (IPP) is an application level protocol that can be used for distributed printing
using Internet tools and technologies. PP version 1.1 (IPP/1.1) focuses only on end user functionality with
afew administrative operations included. This document defines additional OPTIONAL end user and
administrative operations used to control Jobs and Printers. This document is a registration proposal for an
extension to IPP/1.0 and IPP/1.1 following the registration procedures in those documents.

2. New Operation attributes

This section defines the new " printer-message-from-operation” and "job-message-from-operator” operation
attributes that set the corresponding Printer and Job Description attributes.

2.1 New operation attribute: "printer-message-from-operator” (text(127))

Type of registration: attribute

Proposed keyword name of this attribute: " printer-message-from-operator"

Types of attribute (Operation, Job Template, Job Description, Printer Description): Operation
Operations to be used with if the attribute is an operation attribute: See below

Object (Job, Printer, etc. if bound to an object): Printer (aready in IPP/1.0 and IPP/1.1)
Attribute syntax(es) (include 1setOf and range asin Section 4.2): text(127)

Specification of this attribute (follow the style of IPP Model Section 4.2):

"printer-message-from-operator” (text(127))
The client OPTIONALLY suppliesthis attribute. The Printer object SHOULD supports this
operation attribute if it supports the corresponding Printer Description attribute. The value of this
attribute is a message from the operator about the Printer object on which the operator has just
performed an operation. If supported, the Printer copies the value to the Printer’s " printer-message-
from-operator” Printer Description attribute (see [ipp-mod] section 4.4.25), automatically sets the
value of the Printer’s "printer-message-date-time to the current date and time, and automatically sets
the value of the Printer’s "printer-message-operation” to the operation-id value of this operation. If
the client omits this attribute, the Printer does not change the value of its " printer-message-from-
operator”, "printer-message-date-time", and " printer-message-operation” Printer Description
attributes.

This operation attribute is defined for use with the following operator operations on the Printer object:

Pause-Printer - see [ipp-mod] section 3.2.7
Resume-Printer - see [ipp-mod] section 3.2.8
Purge-Jobs - see [ipp-mod] section 3.2.9
Disable-Printer - see section 6.1.2
Enable-Printer - see section 6.1.3
Reset-Printer - see section 6.1.4
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Restart-Printer - see section 6.1.5
Space-Printer - see section 6.1.6
Shutdown-Printer - see section 6.1.7

The "printer-message-from-operator” operation attribute MUST NOT be supported as an operation attribute
for the Set-Printer-Attributes operation. If the operator wants to set the Printer’s " printer-message-from-
operator" Printer Description attribute when issuing the Set-Printer-Attributes operation, the client supplies
the "printer-message-from-operator” with its new value as one of the Printer Description attributes in Group
2 intherequest. Otherwise the Printer leaves the value of the Printer’s " printer-message-from-operator”
Printer Description attribute unchanged by not explicitly setting the attribute.

2.2 New operation attribute: "job-message-from-operator” (text(127))

Type of registration: attribute

Proposed keyword name of this attribute: "job-message-from-operator"

Types of attribute (Operation, Job Template, Job Description, Printer Description): Operation
Operations to be used with if the attribute is an operation attribute: See below

Object (Job, Printer, etc. if bound to an object): Job (already in IPP/1.0 and IPP/1.1)
Attribute syntax(es) (include 1setOf and range asin Section 4.2): text(127)

Specification of this attribute (follow the style of IPP Model Section 4.2):

"job-message-from-operator” (text(127))
The client OPTIONALLY suppliesthis attribute. The Printer object SHOULD supports this
operation attribute if it supports the corresponding Job Description attribute. The value of this
attribute is a message from the operator about the Job object on which the operator has just
performed an operation. If supported, the Printer copies the value to the Job’s "job-message-from-
operator” Job Description attribute (see [ipp-mod] section 4.3.16). If the client omits this attribute,
the Printer does not change the value of its " printer-message-from-operator” Job Description
attribute.

Note: There are no corresponding "job-message-date-time" and "job-message-operation” Job
Description attributes, since the usual lifetime of ajob islimited.

This operation attribute is defined for use with the following operator operations on the Job object:

Cancel-Job - see [ipp-mod] section 3.2.4
Hold-Job - see [ipp-mod] section 3.3.5
Release-Job - see [ipp-mod] section 3.3.6
Restart-Job - see [ipp-mod] section 3.3.7
Reprocess-Job - see section 6.2.2
Cancel-Current-Job - see section 6.2.3
Pause-Job - see section 6.2.4
Pause-Current-Job - see section 6.2.5
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Resume-Job - see section 6.2.6
Promote-Job - see section 6.2.7
Space-Current-Job - see section 6.2.8

The "job-message-from-operator" operation attribute MUST NOT be supported as an operation attribute for
the Set-Job-Attributes operation. If the operator wants to set the Job’s "job-message-from-operator” Job
Description attribute when issuing the Set-Job-Attributes operation, the client supplies the "job-message-
from-operator” with its new value as one of the Job Description attributes in Group 2 in the request.
Otherwise the Printer leaves the value of the Job’s "job-message-from-operator” Job Description attribute
unchanged by not explicitly setting the attribute.

2.3 New operation attribute for Pause-Printer: "when" (type2 keyword)

Type of registration: attribute

Proposed keyword name of this attribute: "when"

Types of attribute (Operation, Job Template, Job Description, Printer Description): Operation

Operations to be used with if the attribute is an operation attribute: Pause-Printer, Reset-Printer, Shutdown-
Printer

Object (Job, Printer, etc. if bound to an object): Job (already in IPP/1.0 and IPP/1.1)

Attribute syntax(es) (include 1setOf and range asin Section 4.2): type2 keyword

Specification of this attribute (follow the style of IPP Model Section 4.2):
"when" (type2 keyword)
The client OPTIONALLY suppliesthisattribute. The Printer object MUST support this attribute, if
it supports this operation. The value of this attribute indicates when to shutdown the printer. If the
client omits this attribute, the Printer assumes the "after-current-job’ value.

Standard keyword values are:

'now’ - cancel the currently printing job(s) and shut down the Printer. Jobsin the 'held’ and
‘pending’ state remain in those states.

"after-current-copy’ - shutdown the Printer after the current job finishes printing its current
copy. Jobsin the’held and ‘pending’ state remain in those states.

"after-current-job’ - shutdown the Printer after the current job finishes printing (all its copies).
Jobsin the 'held’ and 'pending’ state remain in those states.

‘after-all’ - shutdown the Printer after all ‘pending’ jobs finish printing. Jobsin the 'held’ state
remain in the 'held’ state.

ISSUE 1: Which values of the "when" operation attribute are required to be supported?

3. New Attributes

The following new attributes are needed to support the new operations defined in this document.
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3.1 New Printer Description attribute: "printer-message-date-time" (dateTime)

Type of registration: attribute

Proposed keyword name of this attribute: printer-message-date-time

Types of attribute (Operation, Job Template, Job Description, Printer Description):

Operations to be used with if the attribute is an operation attribute: N/A

Object (Job, Printer, etc. if bound to an object): Printer

Attribute syntax(es) (include 1setOf and range asin Section 4.2): dateTime

If attribute syntax is’keyword’ or 'enum’, isit type2 or type3: N/A

If thisisa Printer attribute, MAY the value returned depend on "document-format” (See Section 6.2): No
If thisisaJob Template attribute, how does its specification depend on the value of the "multiple-
document-handling" attribute: N/A

Specification of this attribute (follow the style of IPP Model Section 4.2):

4.2.? printer-message-date-time (dateTime)

The date and time that the Printer’s " printer-message-from-operator" was changed by the operator using any
operation where the client supplied the "printer-message-from-operator" operation attribute (see section 2.1)
or was explicitly set using the Set-Printer-Attributes operation (see section 6.1.1). This attribute allows the
users to know when the " printer-message-from-operator" attribute was last set.

Note: This attribute helps users better understand the context for the "printer-message-from-operator"
message.

3.2 New Printer Description attribute: "printer-message-operation” (type2 keyword)

Type of registration: attribute

Proposed keyword name of this attribute: printer-message-operation

Types of attribute (Operation, Job Template, Job Description, Printer Description):

Operations to be used with if the attribute is an operation attribute: N/A

Object (Job, Printer, etc. if bound to an object): Printer

Attribute syntax(es) (include 1setOf and range asin Section 4.2): type2 enum

If attribute syntax is ’keyword’ or 'enum’, is it type2 or type3: type2

If thisisa Printer attribute, MAY the value returned depend on "document-format” (See Section 6.2): No
If thisisaJob Template attribute, how does its specification depend on the value of the "multiple-
document-handling” attribute: N/A

Specification of this attribute (follow the style of IPP Model Section 4.2):

4.2.? printer-message-attribute (type2 enum)

The operation that was used to changed the Printer’s " printer-message-from-operator” by the operator using
any operation where the client supplied the "printer-message-from-operator” operation attribute (see section
2.1) or explicitly set using the Set-Printer-Attributes operation (see section 6.1.1). This attribute allows the
users to know which operation was used to change the "printer-message-from-operator” attribute when it
was last set.
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256  Note: This attribute helps users better understand the context for the "printer-message-from-operator”
257  Mmessage.

258 4. Additional valuesfor "printer-state-reasons’ and "job-state-reasons’ attributes

259 Thefollowing values are added to the "printer-state-reasons” and "job-state-reasons’ for use with the
260  operations defined in this document.

261 4.1 Valuefor "printer-state-reasons’: ’standby’

262 Typeof registration: type2 keyword attribute value

263 Name of attribute to which this keyword specification isto be added: printer-state-reasons
264  Proposed keyword name of this keyword value: standby

265 Specification of this keyword value (follow the style of IPP Model Section 4.1.2.3):

266 'standby’: The Printer has been shutdown in standby mode. Only Restart-Printer and Get-Printer-
267 Attributes operations are accepted in this state; all other operations are rejected with the 'server-
268 error-printer-is-in-standby-mode’.

269 4.2 Vauefor "job-state-reasons': ’job-paused’

270 Typeof registration: type2 keyword attribute value

271 Name of attribute to which this keyword specification isto be added: job-state-reasons
272 Proposed keyword name of this keyword value: job-paused

273 Specification of this keyword value (follow the style of IPP Model Section 4.1.2.3):

274 Job-paused”: The job has been paused while processing using the Pause-Job or Pause-Current-Job
275 operations and other jobs can be processed on the Printer. The Job can be resumed using the
276 Resume-Job operation which removes this value.

277 4.3 Valuefor "job-state-reasons’: ’process-next’

278 Typeof registration: type2 keyword attribute value

279 Name of attribute to which this keyword specification isto be added: job-state-reasons

280  Proposed keyword name of this keyword value: process-next

281 Specification of this keyword value (follow the style of IPP Model Section 4.1.2.3):

282 ‘process-next’: The job has been promoted to be the next job processed using the Promote-Job operation
283 (see section 6.2.7).

284

285 5. New status codes
286 Thissection defines new status codes used by the operations defined in this document.

287 5.1 New status code: 'client-error-attributes-not-settabl €

288 Typeof registration: status code
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Keyword symbolic name of this status code value: ‘client-error-attributes-not-settable

Numeric value (to be assigned by the IPP Designated Expert in consultation with IANA):

Operations that this status code may be used with: Set-Printer-Attributes, Set-Job-Attributes
Specification of this status code (follow the style of IPP Model Section 13 APPENDIX B: Status Codes
and Suggested Status Code M essages):

13.1.4.20 client-error-attributes-not-settable (0x0413)

In a Set-Printer-Attributes or Set-Job-Attributes request, if the Printer object does not support one or more
attributes as settable, and the client supplied the "ipp-attributes-fidelity” operation attribute with the 'true’
value, the Printer object MUST return this status code. The Printer object MUST also return in the
Unsupported Attributes Group all the attributes and/or values supplied by the client that are not settable.
See [ipp-mod] section 3.1.7. For example, if the request indicates job-state’, all implementations MUST
reject the request. As another example, if the request indicates an attribute that is supported, but not
settable by thisimplementation, such as, say, "printer-name”, the implementation rejects the request. If the
"Ipp-attribute-fidelity” attributeis ‘false, the Printer MUST ignore attributes that are not settable, rather
than reject the request and return this status code.

5.2 New status code: 'server-error-printer-is-in-standby-mode’

Type of registration: status code

Keyword symbolic name of this status code value: ’server-error-printer-is-in-standby-mode’

Numeric value (to be assigned by the IPP Designated Expert in consultation with IANA):

Operations that this status code may be used with: Shutdown-Printer

Specification of this status code (follow the style of IPP Model Section 13 APPENDIX B: Status Codes
and Suggested Status Code M essages):

13.1.5.8 server-error-printer-is-in-standby-mode

The Printer has been shutdown and is only accepting the Restart-Printer (see section 6.1.5) and Get-Printer-
Attributes operations. An operator can perform the Restart-Printer operation to alow the Printer to accept
other operations.

6. Summary of Administrative operations and Operation-ld Assignments

The Administrative operations are summarized in the following table:

Operation Name Operation- | Brief description
Id
Set-Printer-Attributes | 0x?? Sets attribute values of the target Printer object
Enable-Printer 0x?? Allows the target Printer to accept create job operations
Disable-Printer 0x?? Prevents the target Printer from accepting create job
operations
Reset-Printer 0x?? Resets the target Printer to one of several indicated ways
Restart-Printer 0x?? Restarts the target Printer from a standby shutdown mode
Kugler, Hastings [Page 9]
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Operation Name Operation- | Brief description
Id

Space-Printer Ox?? Skips or repests the specified number of impressions for
the target job

Shutdown-Printer Ox?? Shuts down the target Printer in severa ways

Set-Job-Attributes 0x?? Sets attribute values of the target Job object

Reprocess-Job 0x?? Creates a copy of acompleted target job with a new Job ID
and processes it

Cancel-Current-Job O0x?? Cancels the current job on the target Printer

Pause-Job 0x?? Pauses the indicated processing job, allowing other jobs to
be processed instead

Pause-Current-Job 0x?2? Pauses the current processing job on the target Printer

Resume-Job 0x?? Resume the paused target job

Promote-Job 0x?? Promote the pending target job to be next after the current
job(s) complete

Space-Current-Job 0x?? Skips or repeats some number of impressions for the
current job on the target Printer

All of the operations in this registration proposal specification are OPTIONAL for an |PP object to support.
Unless the specification of an OPTIONAL operation requires support of another OPTIONAL operation,
conforming implementations may support any combination of these operations.

6.1 Printer Operations

All Printer operations are directed at Printer objects. A client MUST always supply the "printer-uri”
operation attribute in order to identify the correct target of the operation. These descriptions assume al of
the common semantics of IPP/1.1 Model and Semantics document [ipp-mod)] section 3.1.

6.1.1 Set-Printer-Attributes Operation

Type of registration: operation

Proposed name of this operation: Set-Printer-Attributes
Object Target: Printer

Specification of this operation:

This OPTIONAL operation alows aclient to set the values of the attributes of a Printer object. Inthe
request, the client suppliesthe set of Printer attribute names and values that are to be set. In the response,
the Printer object returns success or rejects the request with indications of which attribute or attributes
could not be set.

How the Printer object validates the client-supplied attributes in the Set-Printer-Attributes request is
implementati on-dependent, since there are no corresponding Printer attributes that specify the allowed
values that may be set on the Printer object.

The Printer MUST accept this operation in any state, i.e., for any of the values of the Printer object’s
"printer-state” attribute.
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338 For Printer attributes that are supported, some MUST be settable, some SHOULD be settable, some MAY
339 be settable, and some MUST NOT be settable as indicated in the following table:
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IPP Printer Attributes Settable?

all Job Template Default attributes ("xxx-default" SHOULD if attribute supported
[ipp-mod] section 4.2 and extensions)

all Job Template Supported attributes (" xxx-
supported” [ipp-mod] section 4.2 and extensions)
al Job Template Ready attributes ("xxx-ready” [ipp- SHOULD if attribute supported

SHOULD if attribute supported

340
341

mod] section 4.2 and extensions)
printer-uri-supported
uri-security-supported
uri-authentication-supported
printer-name

printer-location

printer-info
printer-driver-installer
printer-make-and-model
printer-more-info-manufacturer
printer-state
printer-state-reasons
printer-state-message

| pp-versions-supported
operations-supported

I pp-multi ple-document-jobs-supported
charset-configured
charset-supported
natural-language-configured
generated-natural -language-supported
document-format-default
document-format-supported
printer-is-accepting-jobs

gueued-job-count
printer-message-from-operator

printer-message-date-time
printer-message-operation
color-supported
reference-uri-schemes-supported
pdl-override-supported
printer-up-time
printer-current-time
multiple-operation-time-out
compression-supported
job-k-octets-supported
job-impressions-supported
job-medi a-sheets-supported
pages-per-minute
pages-per-minute-col or

SHOULD

SHOULD

SHOULD

MAY

SHOULD if attribute supported
SHOULD if attribute supported
SHOULD if attribute supported
MAY

MAY

MUST NOT

MUST NOT

MUST NOT if attribute supported
MAY

SHOULD

MUST NOT if attribute supported
SHOULD

MAY

SHOULD

MAY

SHOULD

SHOULD

MUST NOT - see Enable-Printer/Disable-
Printer

MUST NOT

MUST if attribute supported

Note: Thereisno "printer-message-from-
operator" operation attribute for the Set-
Printer-Attributes operation.
MUST NOT if attribute supported
MUST NOT if attribute supported
MAY if attribute supported

MAY if attribute supported
MUST NOT

MUST NOT

MAY if attribute supported
SHOULD if attribute supported
MAY

SHOULD if attribute supported
SHOULD if attribute supported
SHOULD if attribute supported
MAY if attribute supported

MAY if attribute supported

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the IPP
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Printer MUST reject the operation and return: ‘client-error-forbidden’, 'client-error-not-authenticated’, or
‘'client-error-not-authorized’ as appropriate.

Most Printer attributes will require administrator privileges to set, such as "xxx-supported", while some will
require operator privileges only, such as "media-ready" and " printer-message-from-operator". Which
attributes require which privileges depends on implementation and MAY depend on site policy.

6.1.1.1 Set-Printer-Attributes Request
The following sets of attributes are part of the Set-Printer-Attributes Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language” attributes as described in [ipp-mod]
section 3.1.4.1.

Target:
The "printer-uri” (uri) operation attribute which is the target for this operation as described in [ipp-
mod] section 3.1.5.

Requesting User Name:
The "requesting-user-name" (name(MA X)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"ipp-attribute-fidelity” (boolean):
The client OPTIONALLY suppliesthis attribute. The Printer object MUST support this attribute.
This operation attribute is used to specify whether or not the sets are to be atomic. If ‘false, or not
present, Printer setswhat it can and returns the unset attribute/value pairs in the Unsupported
Attributes group. If 'true, either al supplied attributes MUST be set or the operation MUST be
rejected. All Printer objects MUST support both types of setting.

"document-format" (mimeMediaType):
The client SHOULD supply this attribute. The Printer object MUST support this attribute. This
attribute is useful for a client to select the interpreter to which the attribute modification should be
applied. See[ipp-mod] section 3.2.5.1 " Get-Printer-Attributes Request”.

If the Printer object does not distinguish between different sets of supported values for each
different document format when validating jobs in the create and Validate-Job operations, it MUST
NOT distinguish between different document formats in the Set-Printer-Attributes operation. If the
Printer object does distinguish between different sets of supported values for each different
document format specified by the client, this specialization applies only to the same Printer
attributes as the Get-Printer-Attributes operation (see [ipp-mod] section 3.2.5.1).

If the client omits this "document-format" operation attribute, the Printer object MUST respond as if
the attribute had been supplied with the value of the Printer object’s "document-format-default”
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383 attribute. It isrecommended that the client always supply a value for "document-format”, since the
384 Printer object’s "document-format-default” may be "application/octet-stream’, in which case the set
385 attributes and values are for the union of the document formats that the Printer can automatically
386 sense. For more details, see the description of the 'mimeMediaType' attribute syntax in [ipp-mod)]
387 section 4.1.9.

388

389 If the client supplies avalue for the "document-format" Operation attribute that is not supported by
390 the Printer, i.e., is not among the values of the Printer object’s "document-format-supported"

391 attribute, the Printer object MUST reject the operation and return the 'client-error-document-format-
392 not-supported’ status code.

393

394  Group 2: Printer Attributes

395 The client MUST supply a set of Printer attributes as defined in [ipp-mod] section 4.2 Job Template
396 Attributes ("xxx-default", "xxx-supported”, and "xxx-ready" attributes) and section 4.4 Printer

397 Description Attributes. Each Printer attribute supplied in Group 2 replaces the value(s) of the

398 corresponding Printer attribute on the target Printer object. If a Printer object attribute had not been
399 configured yet and so had the 'no-value’ out-of-band value (see [ipp-mod] 4.1), the supplied value(s)
400 replace the 'no-value’ value. For attributes that can have multiple values (1setOf), all values

401 supplied by the client replace al values of the corresponding Printer object attribute.

402
403 6.1.1.2 Set-Printer-Attributes Response
404 The Printer object returns the following sets of attributes as part of the Get-Printer-Attributes Response:

405 Group 1: Operation Attributes

406 Status M essage:

407 In addition to the REQUIRED status code returned in every response, the response OPTIONALLY
408 includes a"status-message” (text(255)) and/or a "detail ed-status-message” (text(MAX)) operation
409 attribute as described in [ipp-mod] sections 13 and 3.1.6.

410

411 Natural Language and Character Set:

412 The "attributes-charset" and "attributes-natural-language” attributes as described in [ipp-mod]

413 section 3.1.4.2.

414

415 Group 2: Unsupported Attributes

416 See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

417

418 In the case of attributes that are supported, but are not settable by the implementation (see table

419 above), the Printer object returns the client-supplied attribute(s) with a substituted value of 'not-

420 settable’. Thisvalue's syntax typeis "out-of-band" and its encoding is defined by specia rules for

421 "out-of-band" valuesin the "Encoding and Transport" document [IPP-PRO]. Its value indicates that
Kugler, Hastings [Page 14]
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the attribute is not settable. Group 2 is returned independent of the value for the "ipp-attribute-
fidelity" attribute supplied by the client.

6.1.2 Disable-Printer Operation

Type of registration: operation

Proposed name of this operation: Disable-Printer
Object Target: Printer

Specification of this operation:

This OPTIONAL operation allows a client to stop the Printer object from accepting jobs, i.e., cause the
Printer to reject subsequent create job operations (Print-Job, Print-URI, and Create-Job operation) and
return the 'server-error-not-accepting-jobs status code. The Printer still accepts all other operations. All
previously submitted Jobs and currently processing Jobs continue unaffected. The Printer sets the value of
its "printer-is-accepting-jobs’ read-only Printer Description attribute to false’ (see [ipp-mod] section
4.4.20), no matter what the previous value was. This operation has no immediate effect on the Printer’s
"printer-state”" and " printer-state-reasons’ attributes.

Note: Use the Enable-Printer operation (section 6.1.3) to enable a Printer to accept Jobs again.

If the Disable-Printer operation is supported, then the Enable-Printer operation MUST be supported, and
vice-versa

Note: Use the Enable-Printer and Disable-Printer operations to allow or prevent input to a Printer. Use the
Pause-Printer and Resume-Printer operations to prevent or allow output from the Printer.

Whether or not the Disable-Printer operation stops jobs that are submitted using job submission protocols
other than IPP, depends on implementation, i.e., on whether the IPP protocol is being used as a universal
management protocol or just to manage |PP jobs, respectively.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] Sections 1 and 8.5). Otherwise, the IPP
Printer MUST reject the operation and return: ‘client-error-forbidden’, 'client-error-not-authenticated’, or
'client-error-not-authorized’ as appropriate.

The Disable-Printer Request and Disable-Printer Response have the same attribute groups and attributes as
the Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new "printer-
message-from-operator” operation attribute (see section 2.1).

6.1.3 Enable-Printer Operation

Type of registration: operation

Proposed name of this operation: Enable-Printer
Object Target: Printer

Specification of this operation:
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This OPTIONAL operation allows a client to start the Printer object accepting jobs, i.e., cause the Printer to
accept subsequent create job operations (Print-Job, Print-URI, and Create-Job operation). The Printer still
accepts all other operations. All previously submitted Jobs and currently processing Jobs continue
unaffected. The Printer setsthe value of its "printer-is-accepting-jobs’ read-only Printer Description
attribute to 'true’ (see [ipp-mod] section 4.4.20), no matter what the previous value was. This operation has
no immediate effect on the Printer's "printer-state” and "printer-state-reasons” attributes.

Note: Use the Disable-Printer operation (section 6.1.2) to stop a Printer from accepting Jobs.

If the Enable-Printer operation is supported, then the Disable-Printer operation MUST be supported, and
vice-versa

Note: Use the Enable-Printer and Disable-Printer operations to allow or prevent input to a Printer. Use the
Pause-Printer and Resume-Printer operations to prevent or allow output from the Printer.

Whether or not the Enable-Printer operation allows acceptance of jobs that are submitted using job
submission protocols other than IPP, depends on implementation, i.e., on whether the IPP protocol is being
used as a universal management protocol or just to manage IPP jobs, respectively.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] Sections 1 and 8.5). Otherwise, the IPP
Printer MUST reject the operation and return: ‘client-error-forbidden’, 'client-error-not-authenticated’, or
'client-error-not-authorized’ as appropriate.

The Enable-Printer Request and Enable-Printer Response have the same attribute groups and attributes as
the Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new "printer-
message-from-operator” operation attribute (see section 2.1).

6.1.4 Reset-Printer operation

Type of registration: operation

Proposed name of this operation: Reset-Printer
Object Target: Printer

Specification of this operation:

This OPTIONAL operation allows a client to reset the Printer in a number of ways, depending on the
"reset-function” operation attribute. The keyword values of this attribute map one-to-one to the enum
values that the NM S writes into the prtGeneralReset object in the Printer MIB [RFC1759] to affect areset
operation. Asin the Printer MIB, the 'reset-to-nvram’ (soft reset) value MUST be supported, if this
operation is supported. The other values are OPTIONAL.

Asissaysin the Printer MIB specification, if adevice does not have NVRAM (non-volatile RAM), the
device MUST none-the-less respond to this operation for the reset-to-nvram’ value with some sort of warm
reset that resets the device to some implementation-defined state that is preferably under control of the
system administrator by some means outside the scope of the Printer MIB and this document.
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The effect of this operation on the currently processing job(s), if any, is not specified by this document.
Note: If this operation does affect the current job(s), it is expected that the operator would issue this
operation on a Printer in the 'idl€’ state after disabling the Printer with the Disable operation in order to
prevent ajob from inadvertently being affected by this operation.

The Printer object MUST accept this operation in any state and transition the Printer object to the'idle’
state.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the |PP object
MUST reject the operation and return: client-error-forbidden, client-error-not-authenticated, and client-
error-not-authorized as appropriate.

The Reset-Printer Request and Reset-Printer Response have the same attribute groups and attributes as the
Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new "printer-message-
from-operator” operation attribute (see section 2.1), the new "when" operation attribute (see section 2.3),
and with the addition of the following Group 1 operation attributes in the request:

"reset-function” (type3 keyword)
The client OPTIONALLY suppliesthisattribute. The Printer object MUST support this attribute, if
it supports this operation. The value of this attribute indicates the reset function to be performed. If
the client omits this attribute, the Printer assumes the 'reset-to-nvram’ value.

Standard keyword values are:
'power-cycle-reset’ - Cold start, i.e., to the state when the device is powered up.
reset-to-nvram’ - Warm start.
reset-to-factory-defaults - reset NVRAM to factory defaults.

non-process-run-out” (boolean):
The client OPTIONALLY suppliesthis operation attribute. The IPP object OPTIONALLY supports
this operation attribute, if it is able to perform a non-process-run-out, i.e., remove the last few
printed sheets of ajob that is finished printing on a continuous-forms printer. Normally, on such a
printer, the last sheets of ajob remain in the printer and are forced out by the next job, thereby
saving time when printing one job after another. This attribute indicates whether or not the printer
IS to perform "non-process run-out”, i.e., move the last printed sheet to the stacker, before resetting
the Printer.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior). ISSUE 2: Is the "non-process-run-out”
operation attribute really needed at all or can the default behavior for Reset-Printer be defined to be
to perform non-process run out (for continuous and cut sheet printers)?

6.1.5 Restart-Printer operation
Type of registration: operation
Proposed name of this operation: Restart-Printer
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Object Target: Printer
Specification of this operation:

This OPTIONAL operation allows a client to restart a Printer that has previously been shutdown in standby
mode (see section 6.1.7). Standby mode is indicated by the Printer’s "printer-state” being idle’ and its
"printer-state-reasons’ including the 'standby’ value. If the Printer is not in standby mode, the Printer
MUST reject this operation and return the 'client-error-not-possible’ status code.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the |PP object
MUST reject the operation and return: client-error-forbidden, client-error-not-authenticated, and client-
error-not-authorized as appropriate.

The Restart-Printer Request and Restart-Printer Response have the same attribute groups and attributes as
the Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new "printer-
message-from-operator” operation attribute (see section 2.1) and the following Group 1 operation attribute:

"non-process-run-out” (boolean):

The client OPTIONALLY suppliesthis operation attribute. The IPP object OPTIONALLY supports
this operation attribute, if it is able to perform a non-process-run-out, i.e., remove the last few
printed sheets of ajob that is finished printing on a continuous-forms printer. Normally, on such a
printer, the last sheets of ajob remain in the printer and are forced out by the next job, thereby
saving time when printing one job after another. This attribute indicates whether or not the printer
IS to perform "non-process run-out”, i.e., move the last printed sheet to the stacker, as part of
restarting the Printer.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior). ISSUE 3: Isthe "non-process-run-out"
operation attribute really needed at all or can the default behavior for Restart-Printer be defined to
be to perform non-process run out (for continuous and cut sheet printers)?

6.1.6 Space-Printer operation

Type of registration: operation

Proposed name of this operation: Space-Printer

Object Target: Printer

Specification of this operation:

This OPTIONAL operation allows a client to repeat or skip a specified number of impressions on the target
Printer. The Printer repeats or skips the indicated number of impressions specified by the "back-space” or

"forward-space” operation attribute, respectively. This operation is typically supported in a continuous
forms implementation for synchronizing the web after forms run out or media change.

The Printer MUST accept this request in any state and whether or not there isa current job.
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Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the |PP object
MUST reject the operation and return: client-error-forbidden, client-error-not-authenticated, and client-
error-not-authorized as appropriate.

The Reset-Printer Request and Reset-Printer Response have the same attribute groups and attributes as the
Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new " printer-message-
from-operator” operation attribute (see section 2.1), and with the addition of the following Group 1
operation attributes in the request:

"back-space” (integer(1:MAX)):

The client OPTIONALLY suppliesthis Operation attribute. The IPP object OPTIONALLY
supports this operation attribute, if it is able to repeat impressions.

If the client supplies a value that specifies more impressions than the job has performed, thejob is
positioned at the beginning without any indication.

"forward-space” (integer(1:MAX)):

The client OPTIONALLY suppliesthis Operation attribute. The IPP object OPTIONALLY
supports this operation attribute, if it is able to skip impressions.

If the client supplies a value that specifies more impressions than remain in the job, the job is
positioned at the end without any indication.

"non-process-run-out” (boolean):
The client OPTIONALLY suppliesthis operation attribute. The IPP object OPTIONALLY supports
this operation attribute, if it is able to perform a non-process-run-out, i.e., remove the last few
printed sheets of ajob that is finished printing on a continuous-forms printer. Normally, on such a
printer, the last sheets of ajob remain in the printer and are forced out by the next job, thereby
saving time when printing one job after another. This attribute indicates whether or not the printer
Isto perform "non-process run-out”, i.e., move the last printed sheet to the stacker, after spacing the
Printer.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior). ISSUE 4: |sthe "non-process-run-out"
operation attribute really needed at all or can the default behavior for Space-Printer be defined to be
to perform non-process run out (for continuous and cut sheet printers)?

6.1.7 Shutdown-Printer Operation

Type of registration: operation

Proposed name of this operation: Shutdown-Printer
Object Target: Printer

Specification of this operation:
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This OPTIONAL operation allows a client to shut down a Printer, i.e., stop processing jobs. Whether the
device is powered down or put into standby mode, depends on the value of the "shutdown-function”
operation attribute. If the valueis ’power-off’, or the "shutdown-function™ attribute is omitted, the Printer
adds the 'shutdown’ value (see [ipp-mod] section 4.4.11) to its "printer-state-reasons’ Printer Description
attribute immediately. If the valueis standby’, the Printer adds the 'standby’ value to its "printer-state-
reasons' Printer Description attribute immediately. The execution of the rest of the operation is the same
for either value: The Printer is disabled immediately (see the Disable-Printer operation in section 6.1.2).
The "when" operation attribute specifies how much processing occurs before the shutdown takes place. All
other requests continue to be accepted until the printer is powered down or enters standby mode. In standby
mode, the Printer MUST continue to accept the Restart-Printer and Get-Printer-Attribute requests.

Whether or not the Shutdown-Printer operation affects jobs that were submitted to the device using job
submission protocols other than IPP, depends on implementation, i.e., on whether the IPP protocol is being
used as a universal management protocol or just to manage IPP jobs, respectively.

The Printer object MUST accept this operation in any state and transition the Printer object to the'idle’
state.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the |PP object
MUST reject the operation and return: client-error-forbidden, client-error-not-authenticated, and client-
error-not-authorized as appropriate.

The Shutdown-Printer Request and Shutdown-Printer Response have the same attribute groups and
attributes as the Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new

" printer-message-from-operator" operation attribute (see section 2.1), the new "when" operation attribute
(see section 2.3), and with the addition of the following Group 1 operation attributes in the request:

"non-process-run-out” (boolean)
The client OPTIONALLY suppliesthis attribute. The Printer object OPTIONALLY supportsthis
attribute, if it is able to perform a non-process-run-out, i.e., remove the last few printed sheets of a
job that is finished printing on a continuous-forms printer. Normally, on such a printer, the last
sheets of ajob remain in the printer and are forced out by the next job, thereby saving time when
printing one job after another. This attribute indicates whether or not the printer isto perform "non-
process run-out”, i.e., move the last printed sheet to the stacker, before shutting down.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior).

ISSUE 5: Isthe "non-process-run-out” operation attribute really needed at all or can the default
behavior for Shutdown-Printer be defined to be to perform non-process run out (for continuous and
cut sheet printers)?

"synchronize" (boolean)

The client OPTIONALLY suppliesthis attribute. The Printer object OPTIONALLY supportsthis
attribute. This attribute indicates whether or not the printer is to synchronize the checkpoint data for
the current job ("when" =’now’) with the pages that have actually printed. If the value of the "when"
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attribute is not 'now’ or the "when" attribute is not supplied, then the "synchronize" attribute has no
meaning and the Printer MUST ignoreit. If thisattribute is supported, then a value of 'true’ implies
that the Printer will be able to resume the job at the point of synchronization when the Printer is
restarted.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
synchronization (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to not synchronize (‘false’ behavior).

ISSUE 6: Do we really need the "synchronize" operation attribute or can synchronization be the
default behavior of the Shutdown-Printer operation?

ISSUE 7: Isthe current job automatically restarted when the Printer isrestarted? Or does some
client have to issue a Restart-Job operation?

6.2 Job Operations

All Job operations are directed at Job objects. A client MUST always supply some means of identifying the
Job object in order to identify the correct target of the operation. That job identification MAY either be a
single Job URI or a combination of a Printer URI with aJob ID. The IPP object implementation MUST
support both forms of identification for every job.

6.2.1 Set-Job-Attributes

Type of registration: operation

Proposed name of this operation: Set-Job-Attributes
Object Target: Job

Specification of this operation:

This OPTIONAL operation allows a client to set the values of the attributes of a Job object. In the request,
the client supplies the set of Job attribute names and values that are to be set. In the response, the IPP
object returns success or rejects the request with indications of which attribute or attributes could not be set.

This operation is ailmost identical to the Set-Printer-Attributes operation (see section 6.1.1). The only
differences are that the Set-Job-Attributes operation is directed at a Job object rather than a Printer object,
there is no "document-format” operation attribute used when setting a Job object, and the validation is the
same as the create job operations, i.e., depends on the "xxx-supported” Printer Description attributes.

The validation of the Set-Job-Attributes request is performed asif the job had been submitted originally
with the new values. If such a create job operation would have been accepted, then the Set-Job-Attributes
MUST be accepted. If such a create job operation would have been rejected, then the Set-Job-Attributes
MUST be rejected and the Job MUST be unchanged.

The IPP object MUST accept or reject the request based on the job’s current state and transition the job to
the indicated new state as follows:
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Current "job-state" New "job-state” IPP object’s response status code and action:
‘pending’ ‘pending’ 'successful-ok’
‘pending’ ‘pending-held’ 'successful-ok’ - needed resources are not ready
‘pending-held’ ‘pending-held’ 'successful-ok’
‘pending-held’ ‘pending’ 'successful-ok’ - needed resources are ready
‘processing’ ‘processing’ 'successful-ok’ or ‘client-error-not-possible

depending on the attributes being set, whether
the job has started marking media, and/or
implementation

‘processing-stopped’  ’processing-stopped’  'successful-ok’ or ’client-error-not-possible’
depending on the attributes being set, whether
the job has started marking media, and/or
implementation

‘completed’ ‘completed’ ‘client-error-not-possible
‘canceled’ ‘canceled’ ‘client-error-not-possible
"aborted’ "aborted’ ‘client-error-not-possible

es2  For Job attributes that are supported, some MUST be settable, some SHOULD be settable, some MAY be
683  Settable, and some MUST NOT be settable as indicated in the following table:
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IPP Job Attributes

all Job Template Job attributes ("xxx" [ipp-mod]
section 4.2 and extensions)
job-uri

job-id

job-printer-uri
job-more-info

job-name
job-originating-user-name
job-state

job-state-reasons
job-state-message
number-of-documents
output-device-assigned
time-at-creation
time-at-processing
time-at-completed
job-printer-up-time
date-time-at-creation
date-time-at-processing
date-time-at-compl eted
number-of-intervening-jobs
job-message-from-operator

job-k-octets
job-impressions
job-media-sheets
job-k-octets-processed
job-impressions-compl eted
job-medi a-sheets-completed
attributes-charset
attributes-natural -language
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Settable?
SHOULD if attribute supported
MUST NOT
MUST NOT
MUST NOT

MUST NOT if attribute supported
MUST - also set in create operation
MUST NOT - set in create operation
MUST NOT

MUST NOT

MUST NOT if attribute supported
MUST NOT

MUST NOT

MUST NOT

MUST NOT

MUST NOT

MUST NOT

MUST NOT if attribute supported
MUST NOT if attribute supported
MUST NOT if attribute supported
MUST NOT if attribute supported
MUST if attribute supported

Note: Thereisno "job-message-from-
operator" operation attribute for the Set-Job-
Attributes operation.

MUST NOT if attribute supported
MAY if attribute supported - see Rule 1
MAY if attribute supported - see Rule 1
MUST NOT if attribute supported
MUST NOT if attribute supported
MUST NOT if attribute supported
MUST NOT - set in create operation
MUST NOT - set in create operation

Rule 1 - However, an implementation MAY refuse to allow this Job Description attribute to be set, if it has
determined a more reliable value from the document content.

Whether or not the Set-Job-Attributes operation affects jobs that are submitted using job submission
protocols other than IPP, depends on implementation, i.e., on whether the IPP protocol is being used as a
universal management protocol or just to manage | PP jobs, respectively.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner or an operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5).
Otherwise, the IPP object MUST reject the operation and return: ‘client-error-forbidden’, ‘client-error-not-
authenticated’, or 'client-error-not-authorized’ as appropriate.

6.2.1.1 Set-Job-Attributes Request

The following sets of attributes are part of the Set-Job-Attributes Request:
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Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language” attributes as described in [ipp-mod]
section 3.1.4.1.

Target:
Either (1) the "printer-uri" (uri) plus "job-id" (integer(1:MAX)) or (2) the "job-uri" (uri) operation
attribute(s) which define the target for this operation as described in [ipp-mod] section 3.1.5.

Requesting User Name:
The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"ipp-attribute-fidelity” (boolean):
The client OPTIONALLY suppliesthis attribute. The Printer object MUST support this attribute if
It supports this operation. This operation attribute is used to specify whether or not the sets are to be
atomic. If false, or not present, the Printer sets what it can and returns the unset attribute/value
pairsin the Unsupported Attributes group. If 'true’, either all supplied attributes MUST be set or the
operation MUST berejected. All Printer objects MUST support both types of setting. See [ipp-
mod] section 15 for afull description of "ipp-attribute-fidelity” and its relationship to other
attributes, especially the Printer object’s "pdl-override-supported” attribute.

Group 2: Job Attributes

The client MUST supply a set of Job attributes as defined in [ipp-mod] section 4.2 Job Template
Attributes ("xxx" attributes) and section 4.3 Job Description Attributes. Each Job attribute supplied
in Group 2 replaces the value(s) of the corresponding Job attribute on the target Job object. For
attributes that can have multiple values (1setOf), al values supplied by the client replace all values
of the corresponding Job object attribute.

6.2.1.2 Set-Job-Attributes Response
The Printer object returns the following sets of attributes as part of the Set-Job-Attributes Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response OPTIONALLY
includes a"status-message” (text(255)) and/or a "detail ed-status-message” (text(MAX)) operation
attribute as described in [ipp-mod] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language” attributes as described in [ipp-mod]
section 3.1.4.2.

Kugler, Hastings [Page 24]
Expires December 30, 1999



736

737
738
739
740
741
742
743
744
745
746
747
748
749
750

751

752
753
754
755
756
757
758
759
760

761
762
763
764
765

766

767
768
769

770
771
772
773
774

PWG-DRAFT IPP/1.0 & IPP/1.1: Additional Administrative Opeations June 30, 1999

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

The attributes returned are the same as for the create operation with the same new attribute values.
However, in the case of attributes that are supported, but are not settable by the implementation (see
table above), the Printer object returns the client-supplied attribute(s) with a substituted value of
'not-settable’. This value's syntax type is "out-of-band” and its encoding is defined by special rules
for "out-of-band" values in the "Encoding and Transport”" document [IPP-PRO]. Its value indicates
that the attribute is not settable.

Group 2 isreturned independent of the value for the "ipp-attribute-fidelity" attribute supplied by the
client. However, if "ipp-attribute-fidelity" is 'true’, the 'client-error-attributes-not-settabl e’ status
codeisreturned. If "ipp-attribute-fidelity" is false’, the 'successful-ok-ignored-or-substituted-
attributes’ status code is returned.

6.2.2 Reprocess-Job Operation

This OPTIONAL operation is a create job operation that allows a client to re-process a copy of ajob that
had been retained in the queue after processing completed, was canceled, or was aborted (see [ipp-mod]
section 4.3.7.2). This operation is the same as the Restart-Job operation (see [ipp-mod] section 3.3.7),
except that the Printer creates anew job that is a copy of the target job and the target job is unchanged. The
new job is assigned new valuesto the "job-uri" and "job-id" attributes and the new job’s Job Description
attributes that accumulate job progress, such as "job-impressions-completed”, "job-media-sheets-
completed”, and "job-k-octets-processed”, are initialized to 0 as with any create job operation. The target
job moves to the Job History after a suitable period, independent of whether one or more Reprocess-Job
operations have been performed on it.

If the Set-Job-Attributes operation is supported, then the "job-hold-until" operation attribute MUST be
supported with at least the 'indefinite’ value, so that a client can modify the new job before it is scheduled
for processing using the Set-Job-Attributes operation. After modifying the job, the client can release the
job for processing, by using the Release-Job operation specifying the newly assigned "job-uri” or "job-id"
for the new job.

6.2.3 Cancel-Current-Job Operation

This OPTIONAL operation allows a client to cancel the current job on the target Printer. Since a Job might
already be marking by the time a Cancel-Current-Job is received, some media sheet pages might be printed
before the job is actually terminated.

If there are no jobs in the 'processing’ or ‘processing-stopped’ states, the Printer rejects the request and
returns the 'client-error-not-possible’ status code. Otherwise, the Printer MUST perform the Cancel-
Current-Job request, asif the client had supplied the "job-uri" or the "job-id" of the current job in a Cancel-
Job operation. If more than onejob isin the ‘processing’ or 'processing-stopped’ states, the one that is
marking is canceled and the others are unaffected.
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Warning: On ashared printer, thereis arace condition. Between the time that a user issues this operation
and its acceptance, the current job might change to adifferent job. If the user is authenticated to cancel the
new job, the wrong job is canceled. To prevent this race from canceling the wrong job, the client can
supply the "job-id" operation attribute which is checked against the current job'sjob-id. If the job identified
by the "job-id" attribute is not the current job on the Printer, the Printer MUST reject this operation and
return the 'client-error-not-possible’ status code.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner of the current job or an operator or administrator of the Printer object (see [ipp-mod] sections
1 and 8.5). Otherwise, the IPP object MUST reject the operation and return: 'client-error-forbidden’, 'client-
error-not-authenticated’, or "client-error-not-authorized' as appropriate.

The Cancel-Current-Job Request and Cancel-Current-Job Response have the same attribute groups and
attributes as the Pause-Printer operation (see [ipp-mod] sections 3.2.7.1 and 3.2.7.2), including the new
"job-message-from-operator" operation attribute (see section 2.2), with the addition of the following Group
1 Operation attributes in the request:

"job-id" (integer(1:MAX)):

The client OPTIONALLY supplies this Operation attribute in order to verify that the identified job
is still the current job on the target Printer object. The IPP object MUST supports this operation
attribute, if it supports this operation.

"non-process-run-out” (boolean):
The client OPTIONALLY suppliesthis Operation attribute. The IPP object OPTIONALLY
supports this operation attribute, if it is able to perform a non-process-run-out, i.e., remove the last
few printed sheets of ajob that is finished printing on a continuous-forms printer. Normally, on
such a printer, the last sheets of ajob remain in the printer and are forced out by the next job,
thereby saving time when printing one job after another. However, when canceling the current job it
Is desirable to move the end of the canceled job to the stacker. This attribute indicates whether or
not the printer isto perform "non-process run-out", i.e., move the last printed sheet to the stacker,
after canceling the current job.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior).

ISSUE 8: Why isn't non-process-run-out automatic on a continuous form printer? When would an
operator want to cancel the job and NOT run out the last sheets.? It would be ssimpler to require
process-run-out when canceling the current job (for continuous and cut sheet printers).

6.2.4 Pause-Job operation

This OPTIONAL operation allows a client to stop the target job and allow other jobs to be processed
instead. The Printer moves the target job to the 'pending-held’ state and sets the ’job-paused’ value in the
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job’s "job-state-reasons” attribute. ISSUE 9: Or should the job’s state be 'processing-stopped’ after a Pause-
Job or Pause-Current-Job operation in order to indicate that it has processed some with the ’job-paused’
value added to the job’s "job-state-reasons’ attribute? Then the ‘pending-held’ job state is not partitioned
into two parts depending on whether the Hold-Job or Pause-Job operation was performed.

If the target job is not in the 'processing’ or processing-stopped’ states, the Printer rejects the request and
returns the 'client-error-not-possible’ status code. Otherwise, the Printer stops the target job and processes
other jobs.

The Printer MUST reject a Release-Job request (and return the ‘client-error-not-possible’) for ajob that has
been paused , i.e., for ajob in the ‘pending-held’ state, with the job-paused’ value in its "job-state-reasons’
attribute.

If the Pause-Job operation is supported, then the Pause-Current-Job and Resume-Job operations MUST be
supported, and vice-versa.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner of the target job or an operator or administrator of the Printer object (see [ipp-mod] sections 1
and 8.5). Otherwise, the IPP object MUST reject the operation and return: ‘client-error-forbidden’, ‘client-
error-not-authenticated’, or "client-error-not-authorized' as appropriate.

The Pause-Job Request and Pause-Job Response have the same attribute groups and attributes as the
Cancel-Job operation (see [ipp-mod] section 3.3.3.1), including the new "job-message-from-operator"
operation attribute (see section 2.2), the new "when" operation attribute (see section 2.3), with the addition
of the following Group 1 Operation attribute in the request:

"non-process-run-out” (boolean)
The client OPTIONALLY suppliesthis attribute. The Printer object OPTIONALLY supportsthis
attribute, if it is able to perform a non-process-run-out, i.e., remove the last few printed sheets of a
job that is finished printing on a continuous-forms printer. Normally, on such a printer, the last
sheets of ajob remain in the printer and are forced out by the next job, thereby saving time when
printing one job after another. This attribute indicates whether or not the printer isto perform "non-
process run-out", i.e., move the last printed sheet to the stacker, as part of pausing the job.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
non-process run-out (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to perform non-process run-out (‘true’ behavior).

ISSUE 10: Isthe "non-process-run-out” operation attribute really needed at all or can the default
behavior for Pause-Job be defined to be to perform non-process run out (for continuous and cut
sheet printers)?

"synchronize" (boolean)
The client OPTIONALLY suppliesthis attribute. The Printer object OPTIONALLY supportsthis
attribute. This attribute indicates whether or not the printer is to synchronize the checkpoint data for
the current job being paused with the pages that have actually printed. If this attribute is supported,
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then avalue of 'true’ implies that the Printer will be able to resume the job at the point of
synchronization when the job is resumed.

If the client does not supply this attribute and the attribute is supported, the Printer does not perform
synchronization (‘false’ behavior). If the Printer does not support this attribute, the Printer is
assumed to not synchronize (‘false’ behavior).

ISSUE 11: Do wereally need the "synchronize" operation attribute or can synchronization be the
default behavior of the Pause-Job operation?

6.2.5 Pause-Current-Job operation

This OPTIONAL operation allows a client to stop the current job on the target Printer and allow other jobs
to be processed instead. The Printer moves the current job to the ‘pending-held’ state and sets the 'job-
paused’ value in the job’s "job-state-reasons’ attribute. ISSUE 12: Or should the job’s state be ‘processing-
stopped’ after a Pause-Job or Pause-Current-Job operation in order to indicate that it has processed some?
Then the 'pending-held’ job state is not partitioned into two parts depending on whether the Hold-Job or
Pause-Current-Job operation was performed.

If there are no jobs in the 'processing’ or ‘processing-stopped’ states, the Printer rejects the request and
returns the 'client-error-not-possible’ status code. Otherwise, the Printer stops the current job and processes
other jobs.

Warning: On ashared printer, thereis arace condition. Between the time that a user issues this operation
and its acceptance, the current job might change to adifferent job. If the user is authenticated to pause the
new job, the wrong job is paused. To prevent this race from pausing the wrong job, the client can supply
the "job-id" operation attribute which is checked against the current job’sjob-id. If the job identified by the
"job-id" attribute is not the current job on the Printer, the Printer MUST reject this operation and return the
‘client-error-not-possible’ status code.

If the Pause-Current-Job operation is supported, then the Pause-Job and Resume-Job operations MUST be
supported, and vice-versa.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner of the current job or an operator or administrator of the target Printer object (see [ipp-mod]
sections 1 and 8.5). Otherwise, the IPP object MUST reject the operation and return: 'client-error-
forbidden’, ‘client-error-not-authenticated’, or ‘client-error-not-authorized' as appropriate.

The Pause-Current-Job Request and Pause-Current-Job Response have the same attribute groups and
attributes as the Pause-Job operation (see 6.2.4), including the new "job-message-from-operator” operation
attribute (see section 2.2), with the addition of the following Group 1 Operation attribute in the request, but
not including the new "when" operation attribute (see section 2.3):

"job-id" (integer(1:MAX)):

The client OPTIONALLY supplies this Operation attribute in order to verify that the identified job
is still the current job on the target Printer object. The IPP object MUST supports this operation
attribute, if it supports this operation.
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6.2.6 Resume-Job operation

This OPTIONAL operation allows a client to stop the target job and allow other jobs to be processed
instead. The Printer moves the target job to the ‘pending’ state and removes the ’job-paused’ value from the
job's "job-state-reasons” attribute. ISSUE 13: Or should the job’s state be ‘processing-stopped’ after a
Pause-Job or Pause-Current-Job operation in order to indicate that it has processed some? Then the
‘pending-held’ job state is not partitioned into two parts depending on whether the Hold-Job or Pause-Job
operation was performed.

If the target job is not in the ‘pending-held’ state with the 'job-paused’ value in the job’s "job-state-reasons’
attribute, the Printer regjects the request and returns the 'client-error-not-possible’ status code.

If the Resume-Job operation is supported, then the Pause-Job and Pause-Current-Job operations MUST be
supported, and vice-versa.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner of the target job or an operator or administrator of the Printer object (see [ipp-mod] sections 1
and 8.5). Otherwise, the IPP object MUST reject the operation and return: ‘client-error-forbidden’, ‘client-
error-not-authenticated’, or "client-error-not-authorized' as appropriate.

The Resume-Job Request and Resume-Job Response have the same attribute groups and attributes as the
Cancel-Job operation (see [ipp-mod] section 3.3.3), including the new "job-message-from-operator"
operation attribute (see section 2.2).

6.2.7 Promote-Job operation

This OPTIONAL operation allows a client to make the pending target job be processed next after the
current job completes.

If the target job isin the ‘pending’ state, this operation does not change the job's state, but the Printer adds
the 'process-next’ value to the job’s "job-state-reasons’ attribute. If the target job is not in the ‘pending’
state, the Printer rejects the request and returns the 'client-error-not-possible’ status code. The Printer
returns the target job immediately after the current job(s) in a Get-Jobs response (see [ipp-mod] section
3.2.6) for the 'not-completed’ jobs.

When the current job completes, is canceled, paused, or aborted, the target of this operation is processed
next, at which time the Printer removes the ‘process-next’ value from the job’s "job-state-reasons” attribute.

If aclient issues this request (again) before the target of the operation of the original request started
processing, the target of this new request replaces the previous job that was to be processed next. The
Printer removes the "process-next’ from the previous job and adds the value to the target of the subsequent
request. In other words, only one job at atime has the property to be the next job and no more than one job
has the ‘process-next’ value in its "job-state-reasons’ attribute at the same time.
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If aclient issues a Hold-Job operation with the target being the job that is to be processed next, the Printer
removes the 'process-next’ value from the target job’s "job-state-reasons’ attribute and movesit to the 'held’
state.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must be an
operator or administrator of the Printer object (see [ipp-mod] sections 1 and 8.5). Otherwise, the |PP object
MUST reject the operation and return: 'client-error-forbidden’, ‘client-error-not-authenticated’, or ‘client-
error-not-authorized' as appropriate.

The Promote-Job Request and Promote-Job Response have the same attribute groups and attributes as the
Cancel-Job operation (see [ipp-mod] section 3.3.3), including the new "job-message-from-operator"
operation attribute (see section 2.2).

6.2.8 Space-Current-Job operation

This OPTIONAL operation allows a client to repeat or skip a specified number of impressions for the
current job on the target Printer. This operation is typically supported in a continuous forms
implementation for synchronizing the web after forms run out or media change.

If there are no jobs in the 'processing’ or ‘processing-stopped’ states, the Printer rejects the request and
returns the 'client-error-not-possible’ status code. Otherwise, the Printer repeats or skips the indicated
number of impressions specified by the "back-space” or "forward-space”" operation attribute, respectively.

Warning: On ashared printer, thereis arace condition. Between the time that a user issues this operation
and its acceptance, the current job might change to adifferent job. If the user is authenticated to space the
new job, the wrong job is spaced. To prevent this race from spacing the wrong job, the client can supply
the "job-id" operation attribute which is checked against the current job’sjob-id. If the job identified by the
"job-id" attribute is not the current job on the Printer, the Printer MUST reject this operation and return the
‘client-error-not-possible’ status code.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either be
the job owner of the current job or an operator or administrator of the Printer object (see [ipp-mod] sections
1 and 8.5). Otherwise, the IPP object MUST reject the operation and return: 'client-error-forbidden’, 'client-
error-not-authenticated’, or "client-error-not-authorized' as appropriate.

The Space-Current-Job Request and Space-Current-Job Response have the same attribute groups and
attributes as the Space-Printer operation (see section 6.1.6), including the new "job-message-from-operator”
operation attribute (see section 2.2), with the addition of the following Group 1 Operation attribute in the
request:

"job-id" (integer(1:MAX)):

The client OPTIONALLY supplies this Operation attribute in order to verify that the identified job
is still the current job on the target Printer object. The IPP object MUST supports this operation
attribute, if it supports this operation.
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